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ONEIDA COUNTY BOARD OF LEGISLATORS

George Joseph, Majority Leader
7318 Merriman Road ¢ Clinton, New York 13323
Phone: (316) 853-3006 ¢ Email: nrthstrd0@aol.com

FN20 ) D)

Tanuary 27, 2022 | READ & FILED

Board of Legislators
800 Park Avenue
Utica, New York 13501
Honorable Members:

Pursuant to the Rules of the Board of Legislators, I am writing to advise that I hereby appoint
Robert Koenig as Assistant Majority Leader for the 2022-2023 term of this Board.

Said appointment is effective immediately.
Respectfully submitted,
1 | | .

George Joseph
Majority Leader



ONEIDA COUNTY BOARD OF LEGISLATORS

Gerald J. Fiorini, Chasrman + 800 Park Avenue + Utica, New York 13501
Work Phone: 315-798-5900 ¢ Home Phone: 315-337-9045
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READ & FILED

January 27, 2022

Board of Legislators
800 Park Avenue

Utica, New York 13501 .

Honorable Members:

Pursuant to the Rules of the Board of Legislators, I hereby appoint Mary Pratt as Vice Chair for
the 2022-2023 term of this Board.

Said appointment is effective immediately and shall expire on December 31, 2023.

Respectfully submitted,

Gerald J. Fiorini
Chairman of the Board



ONEIDA COUNTY BOARD OF LEGISLATORS

Gerald J. Fiorini, Chairman ¢ 800 Park Avenue ¢ Ultica, New York 13501
Work Phone: 798-5900 ¢ Home Phone: 337-9045

January 27, 2022
FN20 ] _OY

Board of Legislators T
County of Oneida
800 Park Avenue READ & _F".ED

Utica, NY 13501
Hon_orablé Members:

I hereby appoint Jennifer Scoones to the position of Secretary to the Board of Legislators.
This appointment is effective January 1, 2022 and will expire December 31, 2023.

Respectfully submitted,

Gerald J. Fiorini
Chairman of the Board

CC: Audit & Control
Personnel



ONEIDA COUNTY BOARD OF LEGISLATORS

Gerald J. Fiorini, Chairman ¢ 800 Park Avenne ¢ Utica, New York 13501
Work Phone: 798-5900 ¢ Home Phone: 337-9045
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January 27, 2022

Board of Legislators READ & FI LED

800 Park Avenue
Utica, New York 13501

Honorable Members:

Pursuant to the Rules of the Board, I hereby appoint County Legislator Michael B. Waterman to
serve as Parliamentarian of the Oneida County Board of Legislators for the 2022-2023 term.

This appoinfment is effective immediately and will expire on December 31, 2023.

Respectfully submitted,

Gerald J. Fiorini
Chairman of the Board



Memorializing Petition by
Board of Legislators,
Oneida County, New York

FN ZO&E%

READ &
FN 2022- % FILED

A MEMORIALIZING PETITION declaring Feb. 12, 2022, World Cholangiocarcinoma
Day in Oneida County.

SPONSORS: Messrs Fiorini, DiMaggio, Waterman, Myers, Koenig and Mme. Rogers-Witt.

WHEREAS, the Oneida County Board of Legislators is pleased to recognize and observe Feb.
12, 2022, as World Cholangiocarcinoma Day in commemoration of all patients and caregivers
impacted by the rare, lethal cancer, and

WHEREAS, founded in 2006, in Salt Lake City, Utah, by a family who lost a loved one to
cholangiocarcinoma, the Cholangiocarcinoma Foundation has grown to become the leading
global resource in research, education, and public awareness, and

WHEREAS, cholangiocarcinoma starts in the bile duct, a thin tube, about four to five inches
long, that reaches from the liver to the small intestine, and ‘

WHEREAS, there are three types of cholangiocarcinoma, Intrahepatic, extrahepatic and
perihilar, and the mortality rate has increased dramatically in the last decade, and

WHEREAS, an estimated 10,000 people in the United States develop cholangiocarcinoma each :
year, and almost 2 out of 3 people with cholangiocarcinoma are 65 or older when it is found, and

WHEREAS, the chances of survival for patients with bile duct cancer depends to a large extent
on its location and how advanced it is when it is found, and

WHEREAS, patients are typically diagnosed at a late stage due to no validated early method of
detection, and

WHEREAS, symptoms of jaundice, abdominal pain, itchy skin and weight loss are symptoms
that do not usually present till advanced disease progression; and

WHEREAS, cholangiocarcinoma is a rare cancer. Of the top 8 deadliest cancers, 7 are rare.
Rare cancers have a 5-year survival rate under 50% with the cholangiocarcinoma 5-year survival
rate being approximately 20%, and

WHEREAS, there is currently no cure for cholangiocarcinoma/bile duct cancer, and




WHEREAS, foundations, research and teaching hospitals, rare cancer advocacy groups, and
patient advocacy groups from around the globe have joined forces to recognize Feb. 12 of each
year as World Cholangiocarcinoma Day, and

WHEREAS, increased cholangiocarcinoma advocacy, awareness, research, and education will
bring improved outcomes for patients in earlier detection and treatment and potential curative
methods, and :

WHEREAS, the family of Brian Mandryck, former Oneida County Legislator who fought a
long and courageous battle with cholangiocarcinoma, hopes to bring awareness of this rare and
devastating disease, and

THEREFORE, BE IT RESOLVED that Oneida County Board of Legislators urges all citizens
to support the Cholangiocarcinoma Foundation,

AND BE IT FURTHER RESOLVED that the Board of Legislators is committed to the
continued support of research for treatment and a cure of cholangiocarcinoma and encourages all
citizens to Light it Green for CCA in support of World Cholangiocarcinoma Day and support the
Cholangiocarcinoma Foundation for its role in our communities to support patients and render
bile duct cancer a treatable disease.

Feb. 9, 2022
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Legislators Supporting Petitigr / Legislators Opposing Petition

| l? Na AN Z’\& o

The enclosed petition represents the opinion of those members of the Oneida County Board of Legislators
signing the same regarding the contents or subject matter of the petition. Under the Rules of the Board,

a Legislator may sign said petition or may, in the alternative, elect not to sign the petition. There are 23
members of the Oneida County Board of Legislators.



ONEIDA COUNTY BOARD OF LEGISLATORS

Gerald J. Fiorini, Chairman + 800 Park Avenue ¢ Utica, New York 13501
Work Phone: 315-798-5900 ¢ Home Phone: 315-337-9045

January 28, 2022 FN 20 Akér Ob Z

Oneida County

Board of Legislators
800 Park Avenue WAYS & MEANS

Utica, New York 13501

Honorable Membets:

Pursuant to Article 25AA, Section 302, and by recommendation of the Farmland Protection
Board (FPB), I hereby make the following appointments to the Farmland Protection Board.
All appointments will be effective immediately.

The FPB tecommended the reappointments of Andy Gale, 7889 Canning Factory Road,
Waterville, NY 13480 representing agri-business, Paul van Lieshout , 6940 Collins Rd.,
Durhamville, NY 13054 representing the farm community, and new member Bill Tylutki,
10230 Black Hollow Road, Remsen, NY 13438 representing farm community. These
appointments will be effectively immediately, terms expiting December 31, 2025.

These appointments do not require Board of Legislators approval.

Respectfully submitted,

' GERALD J. FIORINI
CHAIRMAN OF THE BOARD

. Cc: Appointees
Farmland Protection Board membets



Brymer Humphreys, Chair

XXX * Michael J. Cosgrove ¢ Roger Crary ¢+ Andy Gale * Paul Snider
Paul van Lieshout + Marty Broccoli ¢ James J. Genovese II ¢ Kathy Pilbeam ¢ George Joseph

Oneida County Board Of Legislature
Mr. Gerald J. Fiorini, Chairman

800 Park Ave.

Utica, NY 13501

December 16, 2021

Dear Chairman Fiorini,

There are three vacancies in 2022 for the Oneida County Agricultural and Farmland
Protection Board. At the December 15, 2021 meeting, the Board has nominated and is
recommending for your consideration the following appointments to the OCAFP Board
for a four year term as follows:

Re-appoint Mr. Paul vanLieshout, Durhamville, NY
Re-appoint Mr. Andy Gale, Waterville, NY
New appointment Mr. Bill Tylutki, Remsen, NY

Please accept these nominations.

Thank you;

Brymer Humphreys
Chairman Oneida County Agricultural and Farmland Protection Board

Oneida County Farmland Protection Board * C/O Cornell Cooperative Extension
121 Second Street * Oriskany, New York * 13424 * (315) 736-3394




Undersheriff Joseph Lisi 7 Chief Deputy Lisa Zurek
Chief Deputy Jonathan Owens ' Chief Deputy Derrick O’'Meara

Sheriff Robert M. Maciol

February 7, 2022 EN 20 /;L i © ,Q 5/

The Honorable Anthony J. Picente
Oneida County Executive

Oneida County Office Building , PUBL:"™ SAFETY

800 Park Avenue ~

Utica, New York, 13501 -
WAY S & MEANS

Dear County Executive Picente:

The Sheriff’s Office is requesting approval of the attaéhed coﬁtract with Madison-Oneida BOCES. This
contract will pay for (1) Deputy currently used as a School Resource Officer at Madison-Oneida BOCES
from July 1, 2021- June 30, 2024, .

If you find the enclosed contract acceptable Dlease forward to the Board of Legislators for further review
and approval.

I would like to thank you for your time and diligent attention to this matter in advance. If you have and
questions, requne,clalmcatxon or seek additional information from in order to help you make a decision
regardmg«my 1equest /ﬁlease do not hesr[ate to contact me at any pomt m the 1. L

Robert M. Meféi{

Administrative Office Law Enforcement Division Correction Division Civil Division
6065 Judd Road Oriskany, NY 13424 6065 Judd Road Oriskany, NY 13424 6075 Judd Road Oriskany, NY 13424 200 Elizabeth Street Utica, NY 13501
Voiee (315) 736-8364 Voice (315) 736-0141 Voice (315) 768-7804 Voice (315) 798-5862

Fax (315) 765-2205 Fax (315) 736-7946 Fax (315) 765-2327 Fax (315) 798-6495




Oneida Co. Department: Sheriff’s Office Competing Proposal
Only Respondent
Sole Source RFP
Other X

ONEIDA COUNTY BOARD OF LEGISLATORS

Name & Address of Vendor: Madison-Oneida BOCES

4937 Spring Road

Verona, New York 13478
Title of Activity or Service: School Resource Officer Initiative
Proposed Dates of Operation: July 1, 2021- June 30, 2024

Client Population/Number to be Served: Members of Madison-Oneida BOCES

Summary Statements:
1) Narrative Description of Proposed Services: Placement of one (1) School Resource Officer
(SRO) at the Madison-Oneida BOCES building. The SRO will provide a sense of security and
create a community-focused police presence within the school building.

2) Program/Service Objectives and Outcomes: Give students role models that guide them
toward community activities that prevent delinquency; develop crime prevention programs;
training in conflict resolution, restorative justice, crime awareness and anger management;
provide security to all students and staff.

3) Program Design and Staffing: School Resource Officer to be utilized in the Madison-Oneida
BOCES building in 2021-2024.

Total Funding Requested: Approximately $238,500.00 Account # A2735.1 (Revenue)

Oneida County Dept. Funding Recommendation: Approximately $238,500.00

Proposed funding sources (Federal$/State$/County$): Madison-Oneida BOCES

Cost Per Client Served: N/A

Past Performance Data: N/A

0.C. Department Staff Comments: Madison-Oneida BOCES will reimburse the Sheriff’s Office for
100% of the cost of 1 SRO during the 2021-2024 school years.

Mandated Service: Yes X No

Additional County Costs: Yes X No



AGREEMENT BETWEEN

ONEIDA COUNTY, through the ONEIDA COUNTY SHERIFF’S OFFICE,

and

the MADISON-ONEIDA BOARD OF COOPERATIVE EDUCATION

SERVICES

SCHOOL RESOURCE OFFICER

THIS AGREEMENT (the “Agreement™) is made and entered into by and between the
County of Oneida, a municipal corporation organized and existing under the laws of the State of
New York, with its principal offices located at 800 Park Avenue, Utica, New York 13501,
hereinafter referred to as the “County,” by and through the Oneida County Sheriff’s Office, with
offices located -at 6065 Judd Road, Oriskany, New York, 13424, hereinafter referred to as the
“0CS0,” and Madison-Oneida BOCES, a Board of Cooperative Educational Services and
supervising school district organized and existing under the laws of the State of New York, with
its principal offices located at 4937 Spring Road, Verona, New York 13478, hereinafter referred
to as the “BOCES” (each individually referred to as a “Party” and collectively referred to as the

“Parties”).

- WITNESSETH

WHEREAS, the BOCES wishes to secure the services of one (1) School Resource Officer
(SRO) for the 2021-2022, 2022-2023, 2023-2024 school years to serve as law enforcement officers
when necessary, role models, and as educational resources to students and families at the BOCES

facilities; and

WHEREAS, the County, the OCSO,‘ and the BOCES wish to enter into an agreement to
provide educational support, law enforcement and mentorship services to the students, staff, and
faculty of the BOCES; and ~

WHEREAS, the County, the OCSO and the BOCES agree that the Parties’ goals are the

following:
1.

2.
3.

4.
5.

To establish a multidisciplinary team consisting of experienced and trained
personnel from law enforcement and the staff of the BOCES;

To increase the physical presence of the SRO within the BOCES facilities;

To decrease the number of incidents involving outside police intervention at the
BOCES facilities;

To increase a sense of safety and order within the school setting; and

To provide counseling, advice, and education to troubled students and staff within
the BOCES; and

WHEREAS, the OCSO has the personnel possessing the requisite skills and expertise to
provide such services to the BOCES;

Page 1 of 13




NOW THEREFORE, in consideration of the mutual promises made herein, the County,
the OCSO, and the BOCES agree as follows:

L.

Assionment of the SRO, The OCSO shall assign one (1) uniformed SRO to serve

‘at the Madison-Oneida BOCES campus for Alternative, Special, and Career &

Technical educational programs in Verona, NY, according to a schedule estabhshed
by mutual agreement between the Sheriff and the BOCES.

Supervision of the SRO. Each SRO will be under the supervision of a designated
member of the OCSO Law Enforcement Division and shall coordinate his or her
activities at the BOCES with the Director or designee.

Term of Aereement. This Agreement is effective beginning on July 1, 2021 and
expires on June 30, 2024, without notice, unless terminated earlier as provided in
this Agreement (the “Term”).

Compensation.,

a. Basic Payment. As of the execution of this Agreement, the County and the
0OCSO are engaged in collective bargaining negotiations with the union
representing the SROs. The current collective bargaining agreement (CBA)
that covers the SROs expired on December 31,2020, and salary and benefits
for the SROs may be subject to a retroactive change to that date. As of the
execution of this Agreement the rate for payment for SROs from July 1,
2021 to December 31, 2021 is thirty-nine thousand seven hundred and ﬂﬁy
dollars ($39,750.00), and the BOCES agrees to pay the same to the County
for the services of the SRO for that timé period. Rates beyond that date,
and any potential retroactive payment are not known at this time. Rate
changes, including any prospective increases and any retroactive increases,
will be provided to the BOCES within ten (10) days after the Oneida County
Board of Legislators ratifies a new CBA and shall be effective for purposes
of payment to the County by the BOCES upon the date(s) specified in the
CBA.

i This cost covers the normal work week (Monday — Friday, 7:30 AM
to 3:30 PM), up to the maximum regular hours per week, not to
exceed forty (40) hours each.

ii. The estimated rates for compensation under this Agreement shall be
adjusted, and the actual rates reconciled with payments made as of
the effective date of CBA that is or becomes effective during the
Term of this Agreement, and the Parties acknowledge that any
future CBA could include retroactive salary increases for which the
BOCES will be responsible. In the event that such reconciliation
results in a credit to the BOCES, it shall be applied to offset
subsequent payments due, and if such adjustment results in an
amount due the County, it shall be included in the next payment.
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b. Additional Hours. Should the BOCES, upon request of the principal or
designee, wish to have the SRO perform additional work or be present at
times over and above the regular school day hours agreed upon by the
Parties, the BOCES will be billed based on the applicable hourly overtime
rate at the time. The BOCES shall be responsible for one hundred percent
(100%) of this additional cost, and will be billed by the OCSO accordingly.

c. Incidental and Unrelated Costs. Incidental costs, including uniforms,
equipment, radio, vehicle and ongoing training costs, shall be covered by
the County. Any time spent by the SRO that is not related to the interest of
the BOCES will not be considered time worked as an SRO or reimbursed
by the BOCES. Any expenses or financial obligations made by an SRO
without the prior approval of the BOCES will not become the responsibility
of the BOCES.

d. Travel Costs. In the event a SRO incurs travel costs between BOCES
facilities during the school day, the BOCES shall reimburse the OCSO at
the IRS standard mileage rate upon receipt of an invoice. Travel costs shall
be paid in accordance with () below.

e. Billing & Payment. The OCSO shall submit an invoice for payment of the
Agreement fee to the BOCES on a bi-weekly basis, to correspond with the
schedule under which employees of the OCSO submit proof of their hours
worked to the OCSO. The BOCES shall reimburse the County the sum due
in each statement within thirty (30) days of receipt of the same.

Duties of the SRO. The duties of the SRO shall be as follows:

a. Work to prevent juvenile delinguency through close contact and positive
relationships with students;
b. Provide intervention between students ancl/or staff, usmg appropriate

technigues to calm and contro] situations;

C. Act as mentors to students by being visible within the BOCES buﬂdmgs

and by attempting to develop a rapport with students;

d. Develop a working relationship with the staff of the BOCES;

e. Be visible within the school community, attend and participate in school
functions;

f. Work closely with teachers and BOCES personnel to develop and
implement education, training and consultation to students and/or staff to
support the educational efforts of the BOCES;

g. Work with guidance counselors and other student support staff to assist
students and provide services to students involved in situations where
referrals to outside agencies are necessary;

h. Enforce New York State laws, rules, and regulations;

i The SRO shall comply with all State and Federal laws as well as all of the
rules, regulations, policies, and procedures related to investigations,
interviews, and search and arrest procedures of the OCSO;

j. Investigate or assist in the investigation of incidents involving misconduct
of students, staff, visitors and others on school property, under the direction
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of the Director of Alternative and Special Education Programs, or his/her
designee;

k. Investigate or assist in the investigation of criminal activity occurting on
and in the vicinity of school grounds, and provide appropriate
documentation reporting the nature and results of such investigations;

L Report all violations of law, Code of Conduct, school rules, regulations, or
policies to BOCES administration for disciplinary purposes. The SRO shall
not take any action that would be considered student discipline. Any and all
student disciplinary actions are delegated to BOCES administration. A
detention or arrest of a student on campus may only be initiated in cases
where there is a risk of serious injury or risk to life, risk of significant
destruction of BOCES property, or unless otherwise approved by the
BOCES Superintendent or their designee.

m. The SRO is prohibited from detamlng or questioning students about their
immigration status.

OCSO Responsibilities. The OCSO agrees as follows:

a. To provide one (1) SRO who:

i Is a sworn law enforcement police officer;
i, Possesses a minimum of forty (40) hours of spec1ahzed SRO
" training;
iii. Demonstrates a broad base of knowledge regarding youth, social
issues, and the criminal justice system;
iv. Demenstrates:

A. ‘Effective verbal and written communication skills;

B. The ability to relate to youth, especially the “at risk” and
“special needs” populations;

C. A working knowledge of social service providers and other
community justice and school resources;

D. An ability to identify and recommend solutions to complex
behavioral and social problems; and

E. A genuine interest in at-risk youth;

V. Meets all education and experience requirements as set forth by New
York State.

b. To ensure the SRO spends an average of forty (40) hours per week -on-site
at the BOCES’s facilities between September and June;

c. - To ensure the assigned SRO attends trainings scheduled by the BOCES;

d. To provide trainings at the request of the BOCES Superintendent, the
Assistant Superintendent of Curriculum and Instruction, or the Director of
the Alternative and Special Education Programs, on topics including but not
limited to law enforcement processes and procedures when law
enforcement assistance is requested by BOCES (i.e. during a 941 incident)
to parents, students, staff, and other staff on campus; and

e. To submit appropriate verification forms to be signed by authorized school
personnel to provide audit documentation of time spent on campus.
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BOCES’s Responsibilities,. The BOCES’s responsibilities are as follows:

a. To designate an employee as the BOCES representative through which day-
to-day business contact will be conducted with the SRO;

b. To provide the SRO with full access to school facilities, personnel and
students; i

c. To ensure that school personnel, Board of Education members, students,
and parents are informed of the duties and presence of the SRO on campus;

d. To provide time and appropriate space for the SRO to interact with staff,

' students, and parents; and

e. To provide space for the SRO to store instructional materials and perform
necessary tasks directly related to the SRO program.

Confidentiality and Disclosure of Records.

a. Confidentiality. The County, the OCSO, and the BOCES agree that all
information exchanged is considered confidential and subject to provisions
of Federal and New York State Law, and will be used only for the purposes
outlined in this Agreement. '

b. Records Disclosure. The County, the OCSO, and the BOCES agree to
comply with the requirements set forth in the Family Education Rights to
Privacy Act (FERPA), New York State Education Law Section 2-d, as well
as any regulations promulgated under those laws, as the same may be
amended from time-to-time. Attached hereto and made a part of this
Agreement in Addendum A are the terms required by New York State
Education Law Section 2-d concerning the disclosure of protected
identifiable student, principal and teacher information from disclosure.

c. HIV-Related Information.

i Non Discrimination. The OCSO, the County, and the assigned SRO
shall not discriminate or refuse assistance to individuals with AIDS
or HIV infection from an HIV-related test. It is agreed that the
OCSO0, and any member of the OCSO staff with whom confidential
HIV-related information may be given as a necessity for providing
services, in accordance with Part 403.9 of Title 18 NYSDSS
regulations and Section 2782 of N'YS Public Health Law, are fully
informed of the penalties and fines for disclosure in violations of
State Law and Regulations.

ii. Re-disclosure. The following written statement must be included
when disclosing any confidential HTV-related information:

“This information has been disclosed to you from confidential
records which are protected by State Law. State Law prohibits you
from making any further disclosure of this information without the
specific written consent of the person fo whom it pertains, or as
otherwise permitted by law. Any unauthorized further disclosure in
violation of State Law may result in a fine or jail sentence or both.

Page S of 13




A general authorization for the release of medical or other
information is not sufficient authorization for further disclosure.”

d. Child Abuse, Neglect, and Maltreatment. Notwithstanding any other
provision of this Agreement, the OCSO shall comply with all New York
State laws, rules, and regulations governing Child Abuse, Neglect, and
Maltreatment.

e. . The Parties agree that all records must be mamtamed no less than the
minimum period of time as set forth in the LGS-1 Records Retention &
Disposition Schedule adopted by the BOCES. This subdivision shall
survive termination of this Agreement.

9. Requirements of New York State Education Law Section 2-d

a, The services performed under this Agreement may require the disclosure of
certain personally identifiable student information (hereinafter referred to
as “PII”), as defined by Education Law Section 2-d (1), (d) and (j).
Accordingly, it is anticipated that this Agreement will involve disclosure of
such data to the SRO. The exclusive purpose for which the referenced PII
will be used is the delivery of SRO services provided under the Agreement.
Upon expiration of this Agreement, the SRO must securely destroy or return
all PII to the BOCES that remains in the SRO’s possession. ‘
b. If PII is disclosed to the SRO by the BOCES for purposes of the SRO
providing services to.the BOCES, the SRO, OCSO and County must -
additionally comply with the following express requirements of New York
State Education Law Section 2-d(5), (e) & (f) (Chapter 56, Subpart L of the
Laws of 2014), as well as any implementing regulations and/or any data
privacy policy adopted by the BOCES: '
1. Any officers or employees of the third party contractor and its °
assignees who have access to student data or teacher or principal
data have received or will receive training on federal and state law .
governing confidentiality of such data prior to receiving access;

ii. Limit internal access to education records to those individuals that
are determined to have legitimate educational interests; '
fii.  Not use the education records for any other purposes than those

explicitly authorized in this Agreement;

iv, Except for authorized representatives of the third party contractor to
the extent they are carrying out the Agreement, not disclose any PII
to any other party:

1 Without prior written consent of the parent or eligible
student; or

il Unless required by statute or court order and the party
provides a notice of the disclosure to the County, BOCES,
or institution that provided the information no later than the
time the information is disclosed, unless providing notice of
the disclosure is expressly prohibited by the statute or court
order;
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10.

V. Maintain reasonable administrative, technical and physical
safeguards to protect the security, confidentiality and integrity of PII
in its custody; and

Vi. Use encryption to protect data while in motion or in its custody from
unauthorized disclosure using a technology or methodology
specified by the Secretary of the United States Department of Health
and Human Services in guidance issued under Section 13402(H)(2)
of Public Law 111-5.

c. Attached hereto and incorporated herein is the Contract Addendum
Protection of Student Personally Identifiable Information (“Addendum”)
agreed to by the Parties to assure confidentiality of student records during,
and where applicable after, the Term of this Agreement. The Parties agree
that the terms of the attached and incorporated Addendum shall amend or
modify, and shall take precedence over, any less protective privacy and
security standards or terms set forth in any other data privacy and security
agreement or policy, adopted and followed by QCSO and/or the County.

Resolution of Issues, Termination.

a. Either Party may terminate this Agreement for any reason by providing
sixty (60) days written notice to the other Party. '
b..  In-case of deficiencies of service or other SRO programmatic issues, the

BOCES will first develop an Action Plan in concert with the OCSO to
address the issues. In the event that the issues cannot be resolved through

the Action Plan, the BOCES reserves the right to terminate services and this . '

Agreement upon thirty (30) days written notice. .

c. If issues arise that cause the OCSO to feel termination of this Agreement is
appropriate, the OCSO must first address the issues in writing to the
BOCES. A subsequent meeting will be held and an Action Plan developed
to resolve the issue. In the event that the issues cannot be resolved through
these steps, the OCSO reserves the right to terminate services and this
Agreement upon thirty (30) days written notice.

d. The Parties will use their best efforts to resolve any disputes between them
concerning performance or administrative issues by negotiation and
agreement. The exclusive means of disposing of any dispute arising under
this Agreement which is not resolved by agreement shall be by a New York
State Court of competent jurisdiction located within Oneida County, New
York. There shall be no right to binding arbitration. Pending final resolution
of a dispute, the OCSO must proceed diligently with contract performance.
Each Party waives any dispute or claim not made in writing and received
by the other Parties within thirty (30) days of the occurrence giving rise to
the dispute or claim.

e. Should funds become unavailable or should appropriate governing bodies
fail to approve sufficient funds for completion of services set forth in this
Agreement, the BOCES and/or the County shall have the option to
immediately terminate this Agreement upon providing written notice to the
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other Party. In such an event, the BOCES shall be under no further
obligation to the County other than payment for costs actually incurred prior
to termination, and in no event will the OCSO be responsible for further
performance of any duties on behalf of the BOCES or for any actual or
consequential damages as a result of termination.

f. In case of termination of this Agreement, the BOCES will be provided with
all documents, notes, memoranda and reports (if any) with respect to-the
SRO services up to the effective termination date of the Agreement,

11, Independent Contractors. It is expressly understood and agreed that the legal
status of the OCSO and its officers and employees is that of an independent contractor, and
in no manner shall the SRO be deemed to be an employee of the BOCES. Neither Party
shall be an agent of or otherwise have authority to bind the other Party. The County agrees,
during the Term of this Agreement, to maintain at its expense those benefits to which the
SRO, as its employees, would otherwise be entitled by law, including health benefits,
retirement benefits, and all necessary insurances for its employees, including worker’s
compensation, disability, and unemployment insurance, and to provide the BOCES with
certification of such insurance upon request. The County remains responsible for all
applicable Federal, State and Local taxes, and all FICA contributions.

12. Indemnification & Insurance,

a. Each party (for purposes of this Paragraph, the party of the first part shall
be referred to as the “Indemnifying Party”) shall indemnify, defend and hold
harmless the other party (for purposes of this Paragraph, the party of the
second part shall be. referred to as the “Indemnified Party”) from and
against: (a) any and all liability arising out of the Indemnifying Party or the
Indemnifying Party’s employee’s failure to comply with the terms of this
Agreement, and any injury, loss, claims, or damages arising from the
negligent operations, acts, or omissions of the Indemnifying Party relating
to or arising out of such party's performance of its obligations under this
Agreement; and (b) any and all costs and expenses, including reasonable
legal expenses, incurred by or on behalf of the Indemnified Party in
connection with the defense of such claims. Notwithstanding the foregoing,
no party shall be liable to any other party hereunder for any claim covered
by insurance, except to the extent of any deductible and to the extent that
the liability of such party exceeds the amount of such insurance coverage.

b. The BOCES agrees that it will, at its own expense, at all times during the
Term of this Agreement, maintain in force a policy of insurance which will
insure against liability for property damage and/or injury or death with
regard to any property or persons. The BOCES shall purchase and maintain
insurance of the following types of coverage and limits of liability with an
insurance carrier qualified and admitted to do business in the State of New
York. The insurance carrier must have at least an A- (excellent) rating by
A. M. Best.

Page 8 0of 13




i. Commercial General Liability (CGL) coverage with limits
of insurance of not less than $1,000,000 each occurrence and
$3,000,000 Annual Aggregate.

il. CGL coverage shall be written on ISO Occurrence form CG
00 01 1001 or a substitute form providing equivalent

~ coverage and shall cover liability arising from premises,
operations, independent contracts, products-completed
operations, and personal and advertising injury.

iii. The County shall be included as additional insureds.
Coverage for the additional insureds shall apply as Primary
and Non-contributing Insurance before any other insurance
or self-insurance, including any deductible or self-insured
retention, maintained by, or provided to, the additional

insureds.
v, Workers” Compensation and Employer’s Liability
1. Statutory limits apply.
V. Commercial Umbrella
i Umbrella limits must be at least $1,000,000.
i Umbrella coverage must include as

additional insureds all entities that are
additional insureds on the CGL.

1ii. Umbrella coverage for such additional
insureds shall apply as primary and non-
contributing before any other insurance or
self-insurance, including any deductible or
self-insured retention, maintained by, or

: provided to, the additional insured.

VL. Waiver of Subrogation: The BOCES waives all rights
against the County, its agents, officers, directors, and
employees for recovery of damages to the extent these
damages are covered by Commercial General Liability or
Workers Compensation and Employers Liability insurance
maintained per requirements stated above.

vii. Certificates of Insurance: Prior to the start of any services,
the BOCES shall provide certificates of insurance to County. -
Attached to each certificate of insurance shall be a copy of
the Additional Insured Endorsement that is part of the
BOCES’s Commercial General Liability Policy. These
certificates and the insurance policies required above shall
contain a provision that coverage afforded under the policies
will not be canceled or allowed to expire until at least thirty
(30) days prior written notice has been given to the County.

c. The County agrees that it will, at its own expense, at all times during the

Term of this Agreement, maintain in force a policy of insurance which will
insure against liability for property damage and/or injury or death with
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regard to any property or persons. The County shall purchase and maintain
insurance of the following types of coverage and limits of liability with an
insurance carrier qualified and admitted to do business in the State of New
York. The insurance carrier must have at least an A- (excellent) rating by

A, M. Best,
i

ii.

iii.

v,

V.

vii.

Commercial General Liability (CGL) coverage with limits
of insurance of not less than $1,000,000 each occurrence and
$3,000,000 Annual Aggregate.

CGL coverage shall be written on ISO Occurrence form CG
00 01 1001 or a substitute form providing equivalent
coverage and shall cover liability arising from premises,
operations, independent contracts, products-completed
operations, and personal and advertising injury.

The BOCES shall be included as additional insureds.
Coverage for the additional insureds shall apply as Primary
and Non-contributing Insurance before any other insurance
or self-insurance, including any deductible or self-insured
retention, maintained by, or provided to, the additional
insureds.

Workers’ Compensation and Employer’s Liability

1 Statutory limits apply.

Commercial Umbrella ' :
1. Umbrella limits must be at least $1,000,000.
i, Umbrella coverage must include as

additional insureds all entities that are
additional insureds on the CGL.

iil, Umbrella coverage for such additional
insureds shall apply as primary and non-
contributing before any other insurance or
self-insurance, including any deductible or
self-insured retention, maintained by, or
provided to, the additional insured.

Waiver of Subrogation: The County waives all rights

-against the BOCES, its agents, officers, directors, and

employees for recovery of damages to the extent these
damages are covered by Commercial General Liability or
Workers Compensation and Employers Liability insurance
maintained per requirements stated above.

Certificates of Insurance: Prior to the start of any services,
the County shall provide certificates of insurance to BOCES.
Attached to each certificate of insurance shall be a copy of
the Additional Insured Endorsement that is part of the
County’s Commercial General Liability Policy. These
certificates and the insurance policies required above shall
contain a provision that coverage afforded under the policies
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13.

will not be canceled or allowed to expire until at least thirty
(30) days prior written notice has been given to the BOCES.

No Special Duty. Nothing in this Agreement shall create a special duty to the

BOCES or to any third party, including but not limited to employees and students of the
BOCES. The OCSO cannot promise or guarantee ctime prevention, safety, or security.

14,

15.

Suspension of Services.

The BOCES, 1 its sole discretion, reserves the right to suspend any or all
activities under this Agreement at any time if deemed to be in the best
interest of the BOCES, In the event of such suspension, the OCSO will be
given a formal written notice outlining the particulars of such suspension.
Examples of the reason for such suspension include, but are not limited to,
a budget freeze on contractor spending, decrease in enrollment in a program
or programs at the BOCES, discontinuation of a program or programs at the
BOCES, government ordered closure (local, state, or federal), a force
majeure event, a declaration of emergency, or other such circumstances.
Upon issuance of such notice, the OCSO shall comply with the suspension
order, Activity may resume at such time as the BOCES issues a written
notice authorizing a resumption of Services.

Neither Party shall be liable for any delay or failure in performance beyond
its control resulting from acts of God or an uncontrollable event. The Parties
shall use reasonable efforts to eliminate or minimize the effect of such
events upon performance of their respective duties under this Agreement,
The BOCES may suspend or terminate the Agreement upon 30-days written
notice provided to the OCSO pursuant to a governmental order or BOCES
determination that access to the BOCES’s facilities must be restricted due
the impact of the COVID-19 pandemic, including but not limited to building
closures resulting from the COVID-19 pandemic. The OCSO’s
compensation under the Agreement will be prorated for any period wherein
services are not rendered pursuant to a written suspension under this
Section, following this 30-day notice period. The SRO will recommence
services following.any suspension upon written request by the BOCES,
provided the OCSO has SRO available to provide services on the date
requested the suspension end.

Notice. All notices to the County should be sent to:

Oneida County- Law Department
800 Park Avenue
Utica, New York 13501
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With a copy sent to OCSO at:

Oneida County Sheriff’s Office
6065 Judd Road
Oriskany, New York 13424

All notices to the BOCES should be sent to:

Madison-Oneida BOCES
4937 Spring Road
Verona, NY 13478

16.  Adyice of Counsel: Each Party acknowledges that, in executing this Agreement,
such Party has had the opportunity to seek the advice of independent legal counsel, and has
read and understood all of the terms and provisions of this Agreement.

17.  Assignment: No Party may assign this Agreement, or any part hereof, or any rights
hereunder, without the written advance consent of both other Parties.

18.  Governing Law. This Agreement shall be governed by and construed in
accordance with the laws of the State of New York, exclusive of its choice of laws, rules,
and principles. The Parties agree that any legal action arising from the performance of this
Agreement shall be filed in a court of competent jurisdiction in Oneida County, New York.

19.  Severability. In the event that a portion of this Agreement is found illegal, invalid,
contrary to public policy, or unenforceable by a court of competent jurisdiction, then the
surviving remainder of the Agreement shall continue in full force and effect.

70.  Entire Agreement. The Parties agree that this Agreement and any addenda
attached and incorporated into this Agreement, whether or not .physically attached,
represent the entire agreement between them. Any amendments to this Agreement shall
require the written consent of all Parties. By signing below, the Parties agree and
acknowledge that they have read, understood and agreed to all the tetms contained in any
addenda attached hereto, including, but not limited to, Addendum A (New York Education
Law § 2-d and Parents’ Bill of Rights for Data Privacy and Secrity), Addendum B
(Standard Oneida County Conditions). This Agreement shall be binding upon all Parties
when fully signed and executed and upon approval of the appropriate governing bodies.

REMAINDER OF THIS PAGE IS INTENTIONALLY LEFT BLANK
SIGNATURE PAGE TO FOLLOW

Page 12 0of 13




IN WITNESS WHEREOF, the County, the OCSO, and the BOCES have caused this
Agreement to be executed as of the date below,

For Oneida County:

Anthony J. Picente, Jr. Date
County Executive

For Madlson—Onelda BOCES

/ //i// Septenber 9 9O

.P_atnck Baron L)« I tates ,,_'i"){,i L Date
Board President

Approved

Amanda L. Cortese-Kolasz
Deputy County Attorney - Administration
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CONTRACT ADDENDUM
Protection of Student Personally Identifiable Information

Applicability of This Addendum

The Madison Oneida BOCES (“BOCES”) and County of Oneida, by and through the Oneida
County Sheriff's Office (“Vendor”) are parties to a contract dated (“the
underlying contract”) governing the terms under which Vendor, a municipal corporation
organized and existing under the laws of the State of New York, will provide educational
support, law enforcement and other appropriate services to the students, staff, and faculty of
the District BOCES and related District BOCES programs. BOCES use of these Services results
in Vendor receiving student personally identifiable information as defined in New York
Education Law Section 2-dand this Addendum. The terms of this Addendum shall amend and
modify the underlying contract and shall have precedence over terms set forth in the
underlying contract and any on-line or other Terms of Use or Service published by Vendor.

Definitions

2.1 “Protected Information”, as applied to student data, means “personally identifiable
information” as defined in 34 CFR Section 99.3 implementing the Family
Educational Rights and Privacy Act (FERPA) where that information is received by

Vendor from BOCES or is created by the Vendor's product or service in the course of
being used by BOCES.

22 “Vendor” means the County of Onejda, by and through the Oneida County Sheriff's.
Office.

23 “Educational Agency” means a school district, board of cooperative educational
services, school, or the New York State Education Department; and for purposes of this
Contract specifically includes BOCES.

2.4 “BOCES” means the Madison Oneida BOCES.

2.5 “Parent” means a parent, legal guardian, or person in parental relation to a Student.

2.6 “Student” means any person attending or seeking to enroll in an educational agency.

2.7 “Eligible Student” means a student eighteen years or older.

2.8 “Assignee” and “Subcontractor” shall each mean any person or entity that receives,
stores, or processes Protected Information covered by this Contract from Vendor for the

purpose of enabling or assisting Vendor to deliver the product or services covered by
this Contract.

2.9 “This Contract” means the underlying contract as modified by this Addendum.




Vendor Status

Vendor acknowledges that for purposes of New York State Education Law Section 2-d it is a
third-party contractor, and that for purposes of any Protected Information that constitutes
education records under the Family Educational Rights and Privacy Act (FERPA) it is a school
official with a legitimate educational interest in the educational records.

Confidentiality of Protected Information

Vendor agrees that the confidentiality of Protected Information that it receives, processes, or
stores will be handled in accordance with all state and federal laws that protect the
confidentiality of Protected Information, and in accordance with the BOCES Policy on Data
Security and Privacy, a copy of whichis Attachment B to this Addendum.

VendorEmployee Training

Vendor agrees that any of its officers or employees, and any officers or employees of any
Assignee of Vendor, who have access to Protected Information will receive training on the
federal and state law governing confidentiality of such information prior to receiving access to
that information.

No Use of Protected Information for Commercial or Marketing Purposes

Vendor warrants that Protected Information received by Vendor from BOCES or by any
Assignee of Vendor, shall not be sold or used for any commercial or marketing purposes; shall
not be used by Vendor or its Assignees for purposes of receiving remuneration, directly or
indirectly; shall not be used by Vendor or its Assignees for advertising purposes; shall not be
used by Vendor or its Assignees to develop or improve a product or service; and shall not be
used by Vendor or its Assignees to market products or services to students.

Ownershipand Location of Protected Information

7.1 Ownership of all Protected Information that is disclosed to or held by Vendor shall
remain with BOCES. Vendor shall acquire no ownership interest in education records
ot Protected Information.

7.2 BOCES shall have access to the BOCES Protected Information at all times through
the term of this Contract. BOCES shall have the right to import or export Protected
Information in piecemeal or in its entirety at their discretion, without interference from
Vendor,

7.3 Vendor is prohibited from data mining, cross tabulating, and monitoring data usage and
access by BOCES or its authorized users, or performing any other data analytics otherthan
those required to provide the Product to BOCES. Vendor is allowed to perform industry
standard back-ups of Protected Information. Documentation of back-up must be provided
to BOCES upon request,




10.

7.4 All Protected Information shall remaln in the continental United States (CONUS) or Canada.
Any Protected Information stored, or acted upon, must be located solely in data centers in
CONUS or Canada. Services which directly or indirectly access Protected Information may
only be performed from locations within CONUS or Canada. All helpdesk, online, and
support services which access any Protected Information must be performed from within
CONUS or Canada,.

Purpose for Sharing Protected Information

The exclusive purpose for which Vendor is being provided access to Protected Information is
to provide the product or services that are the subject of this Contract to BOCES.

Downstream Protections

Vendor agrees that, in the event thatVendor subcontracts with or otherwise engages another entity in
order to fulfill its obligations under this Contract, including the purchase, lease, or sharing of server space
owned by another entity, that entity shall be deemed to be an “Assignee” of Vendor for purposes of
Education Law Section 2-d, and Vendor will only share Protected Information with such entities if those
entities are contractually bound to observe the same obligations to maintain the privacy and security of
Protected Information as are required of Vendor under this Contract and all applicable New York State and
federal laws. :

Protected Information and Contract Termination

10.1  The expiration date of this Contract is defined by the underlying contract.

10.2  Upon expiration of this Contract without a successor agreement in place, Vendor

shall assist BOCES in exporting all Protected Information previously received from, or
then owned by, BOCES.

10.3  Vendor shall thereafter securely delete and overwrite any and all Protected Information
remaining in the possession of Vendor or its assignees or subcontractors (including
all hard copies, archived copies, electronic versions or electronic imaging of hard copies
of shared data) as well as any and all Protected Information maintained on behalf of
Vendor in secure data center facilities.

104  Vendor shall ensure that no copy, summary or extract of the Protected Information or
any related work papers are retained on any storage medium whatsoever by Vendor, its
subcontractors or assignees, or the aforementioned secure data center facilities.

10.5  To the extent that Vendor and/or its subcontractors or assignees may continue to be in
possession of any de-identified data (data that has had all direct and indirect identifiers
removed) derived from Protected Information, they agree not to attempt to re-identify
de-identified data and not to transfer de-identified data to any party,




11

12,

10.6

Upon request, Vendor and/or its subcontractors or assignees will provide a certification
to BOCES from an appropriate officer that the requirements of this paragraph have
been satisfied in full.

Data Subject Request to Amend Protected Information

111

11.2

In the event that a parent, student, or eligible student wishes to challenge the accuracy
of Protected Information that qualifies as student data for purposes of Education Law
Section 2-d, that challenge shall be processed through the procedures provided by the
BOCES for amendment of education records under the Family Educational Rights and
Privacy Act (FERPA).

Vendor will cooperate with BOCES in retrieving and revising Protected Information,
but shall not be responsible for responding directly to the data subject.

Vendor Data Security and Privacy Plan

12,1

12.2

Vendor agrees that for the life of this Contract the Vendor will maintain the
administrative, technical, and physical safeguards described in the Data Security and
Privacy Plan set forth in Attachment C to this Contract and made a part of this Contract.

~ Vendor warrants that the conditions, measures, and practices described in the Vendor’s

Data Security and Privacy Plan:
a. align with the NIST Cybersecurity Framework 1.0;

b. equal industry best practices including, but not necessarily limited to, disk
encryption, file encryption, firewalls, and password protection;

C. outline how the Vendor will implement all state, federal, and local data security
and privacy contract requirements over the life of the contract, consistent with
the BOCES data security and privacy policy (Attachment B);

d. specify the administrative, operational and technical safeguards and practices it
has in place to protect Protected Information that it will receive under this
Contract;

e, demonstrate that it complies with the requirements of Section 121.3(c) of this
Part;

f. specify how officers or employees of the Vendor and its assighees who have

access to Protected Information receive or will receive training on the federal
and state laws governing confidentiality of such data prior to receiving access;

g. specify if the Vendor will utilize sub-contractors and how it will manage those
relationships and contracts to ensure Protected information is protected;
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h. specify how the Vendor will manage data security and privacy incidents that
implicate Protected Information including specifying any plans to identify
breaches and unauthorized disclosures, and to promptly notify BOCES; and

i _ describe whether, how and when data will be returned to BOCES, transitioned
to a successor contractor, at BOCES option and direction, deleted or
destroyed by the Vendor when the contract is terminated or expires.

Additional Vendor Responsibilities

Vendor acknowledges that under Education Law Section 2-d and related regulations it has the
following obligations with respect to any Protected Information, and any failure to fulfill one of
these statutory obligations shall be a breach of this Contract:

13.1

13.2

13.3

13.4

135

13.6

Vendor shall limit internal access to Protected Information to those individuals and
Assignees of subcontractors that need access to provide the contracted services;

Vendor will not use Protected Information for any purpose other than those explicitly
authorized in this Contract;

Vendor will not disclose any Protected Information to any party who is not an
authorized representative of the Vendor using the information to carry out Vendor’s
obligations under this Contract or to the BOCES unless (1) Vendor has the prior
written consent of the parent or eligible student to disclose the information to that
party, or (i) the disclosure is required by statute or court order, and notice of the
disclosure is provided to BOCES no later than the time of disclosure, tunless such
notice is expressly prohibited by the statute or court order;

Vendor will maintain reasonable administrative, technical, and physical safeguards to
protect the security, confidentiality, and mtegnty of Protected Information in its
custody;

Vendor will use encryption technology to protect data while in motion or in its custody
from unauthorized disclosure using a technology or methodology specified by the
secretary of the U S. Department of HHS i in guidance issued under P.L. 111-5, Section
13402(H)(2);

Vendor will notify the BOCES of any breach of security resulting in an unauthorized
release of student data by the Vendor or its Assignees in violation of state or federal
law, or of contractual obligations relating to data privacy and security in the most
expedient way possible and without unreasonable delay but no more than seven
calendar days after the discovery of the breach; and




13.7  Where a breach or unauthorized disclosure of Protected Information is attributed to the

Vendor, the Vendor shall pay for or promptly reimburse BOCES for the full cost
incurred by BOCES to send notifications required by Education Law Section 2-d.

For Oneida County:

Anthony J. Picente, Jr.
County Executive

For the Oneida County Sheriff's Office:

‘Robert M. Maciol
Oneida County Sheriff

For Madis\ n- Onelda BOCES /’
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Parents Bill of Rights for Data Privacy and Security
Madison-Oneida BOCES

Madison-Oneida BOCES seeks to use current technology, including electronic storage, retrieval,
and analysis of information about students’ education experience in the BOCES, to enhance the
opportunities for learning and to increase the efficlency of our operations.

Madison-Oneida BOCES, and its Mohawk Regional Information Center, also provide component
school districts, and other particlpating educational agencies, with access to and support for
educational technology through centralized contracting with educational technology vendors,

To assist in meeting legal requirements for maintaining the privacy and security of protected
student data and protected principal and teacher data, including Section 2-d of the New York
State Education Law, Madison-Oneida BOCES has posted this Parents Bill of Rights for Data
Privacy and Security.

(1)

" (2)

(5)

A student’s personally identifiable information cannot be sold or released for any
commercial purposes,

Parents have the right to inspect and review the complete contents of their child’s

education record. The procedures for exercising this right can be found in Student
Records Policy, No. 7050,

State and federal laws protect the confidentiality of personally identifiable information,
and safeguards associated with industry standards and best practices, including but not
limited to, encryption, firewalls, and password protection, must be in place when data is
stored or transferred.

A complete list of alf student data elements collected by the State is available

at http://www.nysed,gov/data-privacy-security/student-data-inventory and a copy
may be obtained by writing to the Office of Information & Reporting Services, New York
State Education Department, Room 863 EBA, 89 Washington Avenue, Albany, New York
12234,

Parents have the right to have complaints about possible breaches of student data
addressed.

» Parents may niake a written report of a possible breach of student data to the
Madison-Oneida BOCES Data Protection Officer by submitting the Unauthorized
Release of Student Data Complaint Form, found at:
https://moboces.org/quick links/parent resources/data privacy, by email to
DataProtectionOfficer@moboces.org or by regular mail to Data Protection

Officer, Madison-Oneida BOCES, 4937 Spring Road, P.O. Box 168, Verona, NY
13478.




« Complaints may also be directed in writing to the Chief Privacy Officer, New York
State Education Department, Room 863 EBA, 89 Washington Avenue, Albany,
New York 12234,

Supplemental Information About Third Party Contracts

We are compiling the following information about each agreement between Madison-Oneida
BOCES and an outside party that receives protected student data, or protected principal or
teacher data, from BOCES or a participating school district: (1) the exclusive purposes for which
the data will be used, (2) how the contractor will ensure that any subcontractors it uses will
abide by data protection and security requirements, (3) when the contract expires and what
happens to the data at that time, (4) if and how an affected party can challenge the accuracy of
the data that is collected, (5) where the data will be stored, and (6) the security protections
taken to ensure the data will be protected, including whether the data will be encrypted.

Links to the Supplemental Information about third party contracts can be found at:
https://moboces.org/quick links/parent resources/data privacy.

Scott Budelmann . ' Date
District Superintendent
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SUPPORT OPERATIONS 5042

PROTECTION OF STUDENT, TEACHER, AND PRINCIPAL PERSONAL INFORMATION

{DATA SECURITY AND PRIVACY)

L Statement of Policy

In order to conduct a successful education program, the Madison-Oneida Board of
Cooperative Educational Services (BOCES) receives, creates, stores, and transfers
information about students, teachers, and principals that is protected by state and federal
law. The BOCES takes active steps to protect the confidentiality of protected information
in compliance with all applicable state and federal laws. The BOCES expects all BOCES
officers, employees, and partners to maintain the confidentiality of protected information
in accordance with state and federal law and all applicable Board Policies.

This Policy shall be published on the BOCES website,

IL Scope of Policy

A. Protected Information

1.

The term Protected Information used in this Policy includes both,
Protected Student Information, and Protected Teacher and Principal
Information that is recorded in any form, mcludmg paper or digital, and
text or 1mage or sound. :

The term Proteoted Student Information means personally identifiable
information as defined in the federal regulations implementing the Family
Educational Rights and Privacy Act (FERPA), found at 34 C.F.R. Section
99.3.

The term Protected Teacher and Principal Information means personally
identifiable information about an individual’s Annual Professional
Performance Review (APPR) rating, as described in Education Law
Section 3012-c(10).

B. Affected Persons and Entities

L.

The term Student includes any person attending school in an educational
agency, or seeking to become enrolled in an educational agency.

The term Parent includes the parent, legal guardian, or person in parental
relation to a Student.
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POLICY

SUPPORT OPERATIONS 5042

PROTECTION OF STUDENT, TEACHER, AND PRINCIPAL PERSONAL INFORMATION

C.

(DATA SECURITY AND PRIVACY)

The term Data Subject includes any Student and the Parent of the Student,

and any teacher or principal who is identified in Protected Information held
by the BOCES.

As used in this Policy, the term Third Party means any person or
organization that (2) is not employed by this BOCES and is not an
Educational Agency and (b) receives Protected Information from this
BOCES. The term Third Party includes for-profit organizations, not-for-
profit organizations, higher education institutions, and governmental
agencies that are not Educational Agencies (such as law enforcement
agencies).

As used in this Policy, the term Educational Agency includes public school
districts, boards of cooperative educational services, charter schools, the
State Education Department, certain pre-k programs, and special schools
described in Section 2-d of the Education Law; higher education
institutions are not Educational Agencies for purposes of this Policy.

Other Important Definitions

1.

The term Breach means the unauthorized acquisition of, access to, useof,
or disclosure. of Protected Information by or to a person who is not
authorized fo acquire, access, use, or receive that Protected Information.

A Disclosure of Protected Information occurs when that information is
released, transferred, or otherwise communicated to an unauthorized party
by any means, including oral, written, or electronic; a disclosure occurs
whether the exposure of the information was intentional or unintentional.
A Disclosure is Unauthorized if it is not permitted by state or federal law
or regulation, or by any lawful contract, or not made in response to a
lawful order of a court or tribunal.

The term Commercial or Marketing Purpose means (a) the sale of
Protected Student Information, (b) the use or disclosure of Protected
Student Information by any party (including the BOCES) for purposes of
receiving remuneration, either directly or indirectly, (¢) the use of
Protected Student Information for advertising purposes, (d) the use of
Protected Student Information to develop or improve a Third Party
product or service, or () the use of Protected Student Information to
market products or services to students.
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D. Implementation with Other Policies and Laws

The BOCES has adopted other Policies and practices to comply with state and
. federal laws such as FERPA, IDEA, and the National School Lunch Act. This

Policy will be implemented to supplement; and not replace, the protections

provided by those laws, as recognized in BOCES Policies and practices.

L General Principles for Use and Security of Protected Information

A. Intentional Use of Protected Information

L.

All BOCES staff and officers are expected to receive, create, store, and
transfer the minimum amount of Protected Information necessary forthe
BOCES to implement its education program and to conduct operations
efficiently. In particular, the number of email documents containing
Protected Information should be minimized.

Protected Student Information will only be disclosed to other BOCES staff
or Third Parties when that person or entity can propetly be classified as a
school official with a legitimate educational interest in that Protected
Information, meaning that the person or entity requires that information to

- perform their job or fulfill obligations under a contract with the BOCES.

Protected Information shall not be disclosed in public reports or other

public documents.

Before Protected Student Information is disclosed to a Third Party, there
shall be a determination that the disclosure of the Protected Information to
that Third Party will benefit the student(s) whose information is being
disclosed and the BOCES.

Except as required by law or in the case of educational enrollment data, the
BOCES shall not report to the State Education Department studentjuvenile
delinquency records, student criminal records, student medical and health
records, or student biometric information. '

B. Commercial and Marketing Use of Protected Information Prohibited

The BOCES shall not sell protected information or use or disclose protected
information for the purpose of receiving remuneration either directly or indirectly.
The BOCES shall not facilitate the use of Protected Information by another party
for that party’s commercial or marketing purpose. '
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IV. Data Protection Officer
Al Board Designation

Upon the recommendation of the District Superintendent, the Board will
designate a Data Protection Officer. The designation shall be made by formal
action at a Board meeting.

B. Responsibilities of Data Protection Officer

L. The Data Protection Officer shall be responsible for the implementation of
this Policy, under the supervision of the District Superintendent and
consistent with other Board Policies.

2. The Data Protection Officer shall serve as the initial point of contact for
data security and privacy matters affecting the BOCES, including
communications with the Chief Privacy Officer of the State Education
Department.

3. Inaddition to specific responsibilities identified in this Policy, the Data
Protection Officer shall oversee the BOCES assessment of its riskprofile . -
and assist the District Superintendent in identifying appropriate steps-to
decrease the risk of Breach or Unauthorized Disclosure of Protected
Information, in alignment with the National Institute of Standards and
Technology (NIST) Cybersecurity Framework.

V. Actions to Reduce Cybersecurity Risk
A. NIST Cybersecurity Framework

1. The BOCES shall plan, install, maintain, operate, and upgrade its digital
" information network systems, infrastructure, and practices in alignment
with the NIST Cybersecurity Frameworlk, version 1.0, with the goal of
steadily reducing the risk of unauthorized disclosure of, or access to, the
Protected Information stored on and transmitted through the network.

2. In accordance with the approach of the NIST Cybersecurity Framework,
the District Superintendent shall direct appropriate BOCES personnel,
including the Data Protection Officer, to continually assess the current
cybersecurity risk level of the BOCES, identify and prioritizeappropriate
“next steps” for the BOCES to take to reduce cybersecurity risk, and
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implement actions to reduce that risk, consistent with available fiscal and
personnel resources of the BOCES,

3. Decisions regarding procurement and implementation of hardware and
software, and decisions regarding the collection and use of Protected
Information, shall take into consideration the anticipated benefit to the
education program or operations of the BOCES, and the potential increase
or decrease in the risk that Protected Information will be exposed to
unauthorized disclosure.

Setting Ekpectations for Officers and Employees

1. Notice of this Policy shall be given to all officers and employees of the
BOCES.

2. Officers and employees of the BOCES shall receive cybersecutity training
designed to help them identify and reduce the risk of unauthorized
disclosures of Protected Information. Each employee shall receive such
training at least annually. This training shall include information aboutthe
state and federal laws that govern Protected Information and how to
comply with those laws and meet BOCES expectations for use and
management of Protected Information.

V1. Parents Bill of Rights for Data Privacy and Security

A,

Content of the Parents Bill of Rights for Data Privacy and Security

The BOCES publishes on its website and will maintain a Parents Bill of Rights
for Data Privacy and Security that includes all elements required by the
Commissioner’s Regulations, including supplemental information about data-
sharing agreements as described in Part B below.

Public Access to the Parents Bill of Rights for Data Privacy and Security.

The Parents Bill of Rights for Data Privacy and Security shall be posted on the
BOCES website. The website copy of the Parents Bill of Rights for Data Privacy
and Security shall include links to the following supplemental information about
each coniract between the BOCES and a Third Party that receives Protected
Information:

1. The exclusive purpose(s) for which the BOCES is sharing the Protected
Information with the Third Party;
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How the Third Party will ensure that any other entities with which it
shares the Protected Information, if any, will comply with the data
protection and security provisions of law and the contract;

When the agreement expires and what happens to the Protected
Information when the agreement expires;

That a Data Subject may challenge the accuracy of the Protected
Information through the process for amending education records under the
Education Records Policy of the BOCES (Protected Student Information)
ot the appeal process under the APPR Plan of the BOCES (Protected
Teacher and Principal Information);

Where the Protected Information will be stored (described in a way that
protects data security); and

The security protections that will be taken by the Third Party to ensure
that the Protected Information will be protected, including whether the
data will be encrypted.

VII.  Standards for Sharing Protected .Informatibn with Third Partieé

A Written Agreement-For Sharing Protected Information Wi,th a Third Partjr
Required

L.

Protected Information shall not be shared with a Third Party without a
written agreement that complies with this Policy and Section 2-d of the
Education Law,

Disclosing Protected Information to other educational agencies does not
require a specific written agreement, because educational agencies are not
Third Parties. However, any such sharing must comply with FERPA and
Board Policy.

When the BOCES makes an agreement with another BOCES to access an
educational technology platform that will result in Protected Information
from this BOCES being received by a Third Party, this BOCES will
confirm that the product is covered by a contract between the BOCES and
the Third Party that complies with Education Law Section 2-d. This
BOCES will confirm with the BOCES the respective responsibilities of
this BOCES and the BOCES for providing breach notifications and
publishing supplemental information about the contract.
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B. Review and Approval of Online Products and Services Required

L

BOCES staff do not have authority to bind the BOCES to the Terms of
Use connected to the use of online software products, regardless of
whether there is a price attached to the use of the online product. Any staff
member considering the use of an online product to perform the duties of
their position should carefully read the online Terms of Service to

determine whether accepting those terms will be considered binding on the
BOCES by the vendor.

If the use of an online product will result in the vendor receiving Protected
Information, then the vendor is a Third Party and any agreement to use the
online product must meet the requirements of this Policy and Education
Law Section 2-d. Therefore, no staff member may use an online product
that shares Protected Information until use of that product has been
reviewed and approved by the Data Protection Officer.

" The District Superintendent, in consultation with the Data Protection

Officer, shall establish a process for the review and approval.of online
technology products proposed for use by instructional ornon-instructional
staff. : '

-C.  Minimum Required Content for Third Party Contracts

1.

Protected Information may not be shared with a Third Party unless there is
a written, properly authorized contract or other data-sharing agreement
that obligates the Third Party to:

a. maintain the confidentiality of the Protected Informationin
accordance with all applicable state and federal laws;

b. maintain the confidentiality of the Protected Informationin
accordance with this Policy; '

C. use the shared Protected Information only for the purpose(s)
specifically described in the contract, and to not use the Protected
Information for any Commercial or Marketing Purpose;

d. limit access to Protected Information to only those officers and

employees who need access in order to perform their duties in
fulfilling the contract on behalf of the Third Party;
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e. ensure that no officer or employee of the Third Party will be given
access to Protected Information until they have received training in
the confidentiality requirements of state and federal laws and this
Policy;

f not disclose any Protected Information to any other party who is
not an authorized representative of the Third Party using the
information to carry out Third Party’s obligations under the
contract, unless (i) Third Party has the prior written consent of the
Data Subject to disclose the information to that party, or (ii) the
disclosure is required by statute or court order, and notice of the
disclosure is provided to the source of the information no later than
the time of disclosure, unless such notice is expressly prohibited by
the statute or court order;

g maintain reasonable administrative, technical, and physical
safeguards to protect the security, conﬂden’mahty> and m’ceguty of
Protected Information in its custody;

h. use encryption technology to protect data while in motion or in its
custody from unauthorized disclosure using a technology or
methodology specified by the secretary of the U S. Department of
HHS in guidance issued under P.L. 111-5, Section 13402(H)(2);

i notify the BOCES of any breach of security resulting in an
. unauthotized release of Protected Information by the Third Party
or its assignees in violation of state or federal law, or in violation
of contractual obligations relating to data privacy and security in
the most expedient way possible and without unreasonable delay
but no more than seven calendar days after the discovery of the
breach; and :

J. where a breach or unauthorized disclosure of Protected
Information is attributed to the Third Party, the Third Party shall
pay for or promptly reimburse the BOCES for the full cost
incurred by this BOCES to send notifications required by the
Education Law.

2. The contract or other data-sharing agreement with the Third Party must
. include the Third Party’s Data Security and Privacy Plan that is accepted
by the BOCES. The Plan must include a signed copy of the BOCES
Parents Bill of Rights for Data Privacy and Security, and shall:
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a. warrant that the Third Party’s practices for cybersecurity align with
the NIST Cybersecurity Framework 1.0;

b. equal industry best practices including, but not necessarily limited
to, disk encryption, file encryption, firewalls, and password
protection;

C. outline how the Third Party will implement all state, federal, and

local data security and privacy contract requirements over the life
of the contract, consistent with this Policy;

d. specify the administrative, operational and technical safeguards
and practices it has in place to protect Protected Information that it
will recetve under the contract;

e. demonstrate that it complies with the requirements of Section
121.3(c) of the Commissioner’s Regulations;

f specify how officers or employees of the Third Party and its
assignees who have access to Protected Information receive orwill
receive training on the federal and state laws governing
confidentiality of such data prior to receiving access;

g specify if the Third Party will utilize sub-contractors and how it
" will manage those relationships and contracts to ensure Protected
Information is protected,

h. specify how the Third Party will manage data security and privacy
incidents that implicate Protected Information including specifying
any plans to identify breaches and unauthorized disclosures, and to
promptly notify the BOCES; and

1. describe whether, how, and when data will be returned to the
BOCES, transitioned to a successor contractor, at the BOCES's
option and direction, deleted or destroyed by the Third Party when
the contract is terminated or expires.

3. - The contract or other data-sharing agreement with the Third Party must
also include information sufficient for the BOCES to publish the
supplemental information about the agreement described in Part VI-B of
this Policy.
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VI District Response to Reported Breaches and Unauthorized Disclosures

A. Local Reports of Possible Breach or Unauthorized Disclosures

1.

Data Subjects and other BOCES staff who have information indicating
that there has been a Breach or Unauthorized Disclosure of Protected
Information may report that information to the Data Protection Officer.

The report of suspected Breach or Unauthorized Disclosure must be made
in writing. A report received by email will be considered a written report.
The report shall provide as much information as is available to the
reporting party concerning what Protected Information may have been
compromised, when and how the possible Breach or Unauthorized
Disclosure was discovered, and how the Data Privacy Officer may contact
the reporting party. The Data Protection Officer shall make a form
available online and in each school office to be used for reportinga

_suspected Breach or Unauthorized Disclosure.

The Data Protection Officer, or designee, shall take the following steps
after receiving a report of a possible Breach or Unauthorized Disclosure of
Protected Information:

a. ‘promptly acknowledge receipt of the report;

b. determine, in consultation with appropriate technical staff, what, if
any, technology-based steps should be taken immediately to secure
against further compromise of Protected Information;

C. conduct a thorough factfinding to determine whether there has
been a Breach or Unauthorized Disclosure of Protected
Information, and, if so, the scope of the Breach or Unauthorized
Disclosure and how it occurred,

d. if a Breach or Unauthorized Disclosure of Protected Information is
found to have occurred, implement the Cybersecurity Incident
Response Plan to correct and ameliorate the Breach ot
Unauthorized Disclosure and provide appropriate notifications to
the SED Chief Privacy Officer and affected Data Subjects; and

€. when the factfinding process is complete, provide the reporting
party with the findings made at the conclusion of the factfinding
process; this should oceur no later than 60 days after the receipt of
the initial report, and, if additional time is needed, the reporting
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patty shall be given a - written explanation within the 60 days that
includes the approximate date when the findings will be available.

The Data Protection Officer shall maintain a record of each report
received of a possible Breach or Unauthorized Disclosure, the steps taken
to investigate the report, and the findings resulting from the investigation
in accordance with applicable record retention policies, including Records
Retention and Disposition Schedule ED-1.

When this reporting and factfinding process results in confirmation of a
Breach or Unauthorized Disclosure of Protected Information, the Data
Protection Officer, or designee, shall follow the notification procedures
described in Part VIII. B., below.

The availability of this process for reporting suspected Breaches or
Unauthorized Disclosures of Protected Information shall be communicated
to all staff and all student households, in addition to the general posting of
this Policy on the BOCES website.

B. Notification of Breach or Unauthorized Disclosure of Protect.ed Information

L

Third Parties who learn.of the Breach or Unauthorized Disclosure of
Protected Information received from the BOCES are required by law to
notify the BOCES of that occurrence no more than seven days after their
discovery of the Breach or Unauthorized Disclosure. When the BOCES
receives such a notification, the Data Protection Officer, or designee; shall
promptly obtain from the Third Party the following information if it is not
already included in the notice:

a. a brief description of the Breach or Unauthorized Disclosure;

b. the dates of the incident;

c. the dates of the discovery by the Third Party;

d. the types of Protected Information affected; and

e. an estimate of the number of records affected.

When the BOCES is notified by a Third Party of a Breach or
Unauthorized Disclosure of Protected Information in the custody of the

Third Party, the Data Protection Officer shall notify the Chief Privacy
Officer of the State Education Department of that information withinten
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calendar days of receiving it from the Third Party, using the form provided
by the Chief Privacy Officer.

3. When the BOCES learns of an Unauthorized Disclosure of Protected
Information originating within the BOCES, whether as the result of a
report made under this Policy or otherwise, the Data Protection Officer
shall notify the Chief Privacy Officer of the State EducationDepartment
of that information within ten calendar days of discovering the
Unauthorized Disclosure, using the form provided by the Chief Privacy
Officer.

4, When the BOCES has received notification from a Third Party of a Breach
or Unauthorized Disclosure of Protected Information, or has otherwise
confirmed that a Breach or Unauthorized Disclosure of Protected
Information has occurred, the BOCES shall notify all affected Data
Subjects by first class mail to their last known address, by email, or by
telephone, of the Breach or Unauthorized Disclosure. Notifications by
email shall be copied into the record of the incident. Logs of telephone
notifications shall be maintained with each record signed by the BOCES
employee making the contact. Each notification shall include the
following information:

a. each element of information described in paragraph 1 above,

b. a brief description of the BOCES investigation of the incident or
plan to investigate; and

c. contact information for the Data Protection Officer as a poinf of
contact for any questions the Data Subject may have.

5. The notification of affected Data Subjects shall be made in the most
expedient way possible and without unreasonable delay, but no later than
60 calendar days after the discovery of the Breach or Unauthorized
Disclosure or the receipt of the notice from the Third Party, If notification
within the 60 day period would interfere with an ongoing law enforcement
investigation or would risk further disclosure of Protected Information by
disclosing an unfixed security vulnerability, notification may be delayed
until no later than seven calendar days after the risk of interfering with the
investigation ends or the security vulnerability is fixed.

6. Where notification of affected Data Subjects is required because of a
Breach or Unauthorized Disclosure attributed to a Third Party, the Data
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Protection Officer shall prepare and submit to the Third Party a claim for
reimbursement, as provided in Section 2-d of the Education Law.

7. Where notification of affected Data Subjects is required because of a
Breach or Unauthorized Disclosure of Protected Information under this
Policy, the Data Protection Officer shall also determine whether the
BOCES is required to provide any notifications pursuant to the
Information Security Breach policy.

Madison-Oneida Board of Cooperative Educational Services

Legal Ref:  NYS Education Law Section 2-d; Family Educational Rights and Privacy Act
FERPA 20 U.S.C. 1232¢g

Cross Ref: 7050, Education Records
5043, Information Security Breach

Adopted: 03/05/20
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2 Purpose

Access to Oneida County’s (hereinafter referred to as the County) information Systems has been
provided to authorized County Users for the purpose of providing service to the County. All
Users have a responsibility to maintain and protect the County’s Information Assets against
accidental or intentional disclosure or compromise. Each user also has the responsibility to
maintain and protect the County’s public image and to use the County’s Information Systems in a
legal/ethical manner consistent with County and department policies. g

Information is essential to all services the County provides. As a result, information security is a
critical factor in the delivery of County services. The integrity, availability, and confidentiality of
County information collected, processed, and stored needs to be ensured, The accidental or
intentional disclosure of non-public County information can have serious repercussions. The
County, in the event its information resources are compromised due to user misconduct, can face
legal liability associated with the disclosure of information governed by Federal and State Laws
(e.g., Health Insurance Portability Accountability Act of 1996 (HIPAA)).

To ensure that the County’s information resources are used in a responsible and productive manner,
the following policy for using the County’s information systems has been established.

» Effective Date: This policy was approved by the Oneida County Board of Legislators
effective March 8, 2017 '

e Policy Review: This policy shall be reviewed at least annually by the Oneida County Security
Task Group (STG). It will also be reviewed immediately after the appropriate response has
been completed for a confirmed Cyber Security Incident. -

o Expiration Date: This policy shall remain in ‘effect until superseded, amended, or cancelled.

All use of Information Systems involves certain risks that must be addressed through proper
controls. The protective requirements for each of the individual information systems within the
County will vary according to the unique characteristics of the system, Data Sensitivity and mission-
related criticality of the system or information. Appropriate levels of security and cost-effective
controls, which are adequate to achieve an acceptable level of Risk for each system, will be
implemented through the guidance of this policy.

The policy ensures that all Users are knowledgeable of acceptable behavior when using the County’s
information systems, understand their information security responsibilities and are held
accountable. '

Furthermore, the policy ensures that the County will protect and maintain the availability, integrity,
confidentiality and non-repudiation of information and information resources.
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Effective information security is a team effort involving all Users who come in contact with
information and information resources. In recognition of the need for teamwork, this policy clarifies
responsibilities and duties associated with information security.

The Policy aims to:

1. Establish an evolutionary, risk-managed information security program that defends against
internal and external threats.

2. Establish 2 management stracture that addresses the County's information security operation.
Require that all Users who use the County's information systems:

a. be knowledgeable of acceptable County information system usage,
b. understand their information security responsibilities, and
c. be held accountable for their actions,

Conflicting provisions contained in collective bargaining agreements, to the extent required by law,
shall supersede this Policy. Where collective bargaining agreements are silent, this Policy may be
applied. |

In the event that any provision of this Policy or application thereof shall be held invalid, this act shall
not be construed to affect the validity of any other provision, or application thereof of this Policy.

3 Scope

The policies contained in this document are applicable to all of the County’s internal computer
networks (County Wide Area Network [WAN]), interconnections with systems outside the County
WAN (e.g., Internet), and all.other County information system resources, whether located within
the physical confines of County property or at an off-site location. They cover all computer and
communication devices (e.g., routers, modems, TDDs, radios, phones) owned or operated by the
County. They also cover any computer or communications device that is present on County
premises and/or connected to County information systems, but which may not be owned or
operated by the County.

These policies are mandatory for all County organizational units, County staff, and other authorized
Users having access to and/or using the information systems and resources of the County.




4+ Organization of the Information Security Policy

The County’s Information Security Policy is comprised of two parts: Managerial Policy and
Technical Policy. The Managerial Policy discusses policy related to use, ownership,
management, disclosure and processing information on the County’s Information Systems.
Technical Policy discusses the policy related to the technical aspects of the County’s information
security.

5 PART I: Managerial Policy

5.1 Information Technology Asset Inventory

An inventory of information systems detailing all hardware, software, communication links,
Sensitive Data and names of Users will be maintained by IT on an ongoing basis and reviewed at
least annually. Inventory format will be determined by County IT management.

52 County Information Security Administration

5.2.1 Centralized Responsibility for Information Security

The responsibility and authority for the County’s information security is formalized in the Chief
Information Security Official (CISO). The CISO is responsible for maintaining, coordinating,
and directing specific actions that maintain the confidentiality, the integrity, the availability and
the non-repudiation of County information resources as specified in this Policy. The CISO
reports to the Oneida County Executive. '

5 7.7 Information Services Network and Technical Support Team Responsibilities

Information Technology is responsible for maintaining the County’s information resources in a
manner that is responsive to the County’s business needs. These responsibilities include, but are not
limited to:

1. Administer network, intranet, and Internet operations in a secure manner;

2. Develop, implement and maintain a strategic information systems protection plan
(information security vision) for the County to include secure network architecture, effective
access control, virus/malicious code protection, process for implementing patches for
vulnerabilities, Intrusion Detection, traffic screening and other information security
measures;




3, Periodically audit the operations of all technical security measures in place to ensure the
measures are operating as perceived;

4. Harden systems (by removing unnecessary services and patching necessary ones) before
connecting them to the Internet;

5. Establish an integrated disaster recovery plan (contingency plan) to include regular backups
of critical County data with offsite storage and regular testing of data restoration
operations; ~

6. Compile, maintain and protect documentation describing configuration and specific secure
operating procedures for the County's information systems, as well as the County's Internet

operations;

7. Establish and maintain effective and secure telecommunications capabilities for/with off-site
facilities;

8. Identify common user deficiencies and ensuring these are addressed in information security
training;

9. Implement a secure system of identification and Authentication to control access to
County information;

10. Complete a periodic review of assigned computer accounts to ensure access privileges are
commensurate with user needs;

11. Implement judicious access control measures;
12. Install patches expeditiously to identified system exploits (vulnerabilities);
13. Educate Users on security issues;

14, Activate the security capabilities of the server and client systems over which they have
authority; :

15. Review logs in a timely manner — logs are to be reviewed upon updates/reboots/on etror;

16. Other routine activities related to security.

5.2.3 Information Security Incident Response
5.2.3.1 Security Task Group (STG)

The County's Security Task Group (STG) reporting to the CISO is charged with responding in a
quick, effective, and orderly manner to all Information Secutity incidents on the County's
information infrastructure. The STG is composed of staff from IT and other individuals as
designated by the CISO. The STG is responsible for defining procedures for detecting,
mitigating, investigating, implementing procedures and preventing such future incidents.




5.2.3.2 Incident Response Plan

All Security Incidents will be investigated, according to the Incident Response Procedure, to
determine immediate actions needed as well as measures to secure the County's information
resources from further compromise. After a security Incident, the STG will implement the following
list of recovery actions to bring the affected system(s) on-line and into service:

1. Investigate how the incident occurred;
. Avoid escalation and further incidents;

. Assess the impact and damage of the incident;

2

3

4, Recover from the incident;

5. Tdentify the cause or source of Incident (if appropriate and possible);
6. Take actions to prevent and/or deter the action from recurring;

7

. Document the incident and preserve evidence where possible, for reporting purposes and
effective resolution of an incident.

The STG is responsible for the forensic analysis_that needs to be done to clean the system in the
event of a security Incident. The investigation will be documented so that evidence is not destroyed
or modified in the course of the investigation that may hinder prosecution. )

The investigation must provide sufficient information, so that IT can take steps to ensure that:- -
1. a similar Incident cannot reasonably take place on the County's information systems and
2. security measures have been reestablished and strengthened

The findings of the STG will be documented in detail for future reference.

5.2.4 Annual Information Systems Planning Process Required

The STG shall annually review information security controls, addressing both the adequacy of
controls and compliance with them, and prepare plans for the improvement of information security
on the County’s information systems in the wake of technological advances and the County’s plan
to incorporate new technology into the County’s business processes. The developed plan will then
be reviewed with the appropriate groups and committees.
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5.2.5 Risk Analysis, Assessment and Management

The STG shall perform a Risk Assessment on all applications, systems, and services to be
deployed on the County’s information systems. The analysis should include:

1. identification of threats and vulnerabilities;
identification of application owners;

analysis of the value of the information;

e S

identification of the impact on the County’s operations in the event of a
security compromise; classify the damage level: high, medium, low;

i

predict re-occurring possibility;

6. estimate the cost of implementing security controls.

Based on the Risk Analysis, the STG, under the direction of the CISO, will implement
security measures sufficient to reduce the risks and vulnerabilities to a reasonable and appropriate

level in compliance with HIPAA regulation §164.306(a), and other applicable State Federal and
" Local laws.

5.2.6 Accrediting Hardware and Software

Information Technology is responsible for the accreditation of any new system, network,
software or application before it is connected or placed onto the County's information systems.
Accreditation is the process by which software and hardware are evaluated on whether they are
consistent with the County's information security posture. This may require support from a 31

party as it could require advanced technical knowledge of new or existing systems.

5.2.7 Configuration Control/Change Management

Information Technology will employ a documented change control process to ensure that only
authorized changes are made on County information systems. This change management procedure
will be used for all changes to software including planned and emergency changes including but not
limited to upgrades and patches, hardware, communications links, etc.

5.2.8 Current Information Security Manual Required
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The STG must prepare, maintain, and distribute Information Security manual(s) describing the
County's current Information Security Policies and procedures.

5.2.9 Amending the Information Security Policy

The County Information Security Policy shall be amended when there is a need to align policy
to stay current with laws and regulations, technology, and County business practices. The STG is
responsible for drafting new policy statements or amendments to policy for review and approval by
the Board of Legislators and County Executive. Once approved, the amended policy will be in-
effect.

5.3 User Responsibilities

All Users are responsible for maintaining the confidentiality, integrity and availability of the
County's information to facilitate effective and efficient conduct of County business.

Four responsibility Classifications (compliance, department, custodian, and user) are defined to
assist Users in understanding their roles and responsibilities when using the County's information
systems. ' ’ : '

Compliance: Oneida County is required to comply with all federal, state and local laws pertaining to
the protection of and use of information residing on the County network. A Chief Compliance
Officer appointed by the County Executive will be responsible for identifying all applicable
mandates and legislation pertaining to information resident on ‘the County network or devices,
overseeing and managing regulatory compliance and for providing direction and advice to County
Officials and Departments Heads.

Department: All information residing on the County's information systems belongs to a designated
department. The Department Head (Elected Official, Commissioner or Director) shall
be considered the owner of the information and is responsible for decisions
regarding information residing within the department. The Department Head determines
the appropriate Information Sensitivity Classification to be applied to the information and is
responsible for deciding which Users will be permitted to access the information and how the
information will be used. The Department Head is responsible for ensuring employees are
complying all applicable regulations, internal policies and procedures.

Custodian: Information on the County's information systems must have a designated custodian.
The Custodian in the County is usually Information Technology (IT); however, other Custodians
including vendors or contractors also exist. The Custodian is responsible for protecting the
information in accordance with the departments’ access control, data sensitivity and data criticality
instructions,

At a minimum, the Custodian is responsible for:
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1. providing physical security for equipment, information storage, backup, and recovery;

!\)

providing a secure processing environment that can adequately protect the
integrity, confidentiality, and availability of information;

3. developing a business continuity plan and contingency plan;

4. administering access to information as authorized by the information owner;

(94]

implementing procedural safeguards and cost-effective controls.

User: The User, in addition to the definition stated in the Glossary of this Policy, is an individual or
a group that has been authorized access to the information asset by the Department Head. The
User has the responsibility of using the information only for the intended purpose — consistent
with the information owner’s instructions — and safeguarding the integrity, confidentiality and
availability of the information accessed. Users are also responsible for familiarizing themselves and
complying with the County’s information security policies.

Users are responsible for strictly adhering to the requirements set forth in the Oneida
County Acceptable Use Policy as well as all security policies, procedures and controls
governing the security of the information resources under their control to prevent unauthorized
disclosure of information.

Each User is responsible for the content of all text, audio and images that they place or send over
email, voicemail, fax, the Intranet or Internet. No abusive, profane or offensive langunage shall be
transmitted through County systems. Users who wish to express personal opinions on the
Internet are not to do so using County resources or systems.

Information stored, processed and transmitted on the County’s information systems are owned by
the County, and, therefore, is a County resource in the custody of the User. It is the user’s
responsibility to ensure that all Sensitive County information is adequately protected at all times — in
the manner as prescribed by the User’s department and County policy. When data is transferred
from the User’s custodial responsibility to another User, each User accepts the same responsibility
of continued protection. '

Users shall:
1. Protect others' Private Information and Confidentiality;

Consider organizational access before sending, filing, or destroying e-mail messages;

2

3. Remove messages, transient records, and reference copies in a timely manner;
4. Comply with department and unit/division policies, procedures, and standards;
5

Become cognizant of the Sensitivity/criticality of the information they handle and
apply appropriate protective measures when handling the information;

6. Save ALL Data to a County network drive;

7. Save their work and log out of their network account at the end of each business day;
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a) Desktop Users are required to leave the PC powered on (log out but leave the power on!)
b) Laptop Users are required to:

i. shut down their laptop at the end of each business day;

i, take the home at the end of each business day, and

iit. ensure that the laptop is connected to the network at least once each week to
ensure important security patches are applied in a timely manner

8 Coordinate the connection of County owned mobile devices (i.e. Smart Phones,
Tablets, etc.) with IT;

N

9. Coordinate the connection of devices with RF (radio frequency) capabilities (e.g.,
wireless access points, wireless LANs) with IT;

10. Not connect a2 modem to a phone line while the same computer is connected to the County
LAN;

11. Not connect to the county network while being simultaneously connected to a MiFi device.

12, Use only software licensed to the County on County computers;

13. Use robust network passwords in accordance with the County Password Policy and change
them immediately when required;

14. Never share ID or passwords with anyone else, including superiors and IT staff;

15. Never document passwords and put them on or near the computer (e.g., “sticky notes”
under keyboards, on monitors, etc.);

16.Log off or activate screensavers with password protection to protect the County's
information when computers are left unattended for more than 10 minutes; . ’

17. Never release non-public County information without specific direction from the
Department Head,; '

18, Not disclose Sensitive County data to other County staff other than on a need-to-know basis;

19. Secure any physical copies of sensitive County Data on media (i.e., USB or thumb
drives, dvd, etc) and printouts when left unattended;

20. Tmmediately report indicators of virus infection and/or operational anomalies to IT;

21, Immediately report all discovered security vulnerabilities and/or computer
security concerns to their supervisor and IT;

22. When working away from the office, take all appropriate measures consistent
with workplace procedures to safeguard access to County inférmation resources (e.g.,
computers, networks, Data);

23. Never use County devices, systems/applications or network access for (Please see Oneida
County Acceptable Use Policy Acceptable Use Policy):

a) Activities unrelated to the County's mission/business;
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b) Activities unrelated to official assignments and/or job responsibilities;
¢) Any illegal purpose;

d) The transmission of threatening, fraudulent, obscene or harassing materials or
correspondence;

e) Unauthorized distribution of County or New York State data and information;
f) Interfering with or disrupting network Users, services or equipment;

g) Private purposes such as marketing or business transactions;

h) Solicitation for religious or political causes;

i) Not-for-profit business activities inconsistent with the County’s mission or unrelated
to County business;

i) Private advertising of products or services;
k) For any activity meant to foster personal gain,

24, When sending Confidential information, all files must be encrypted and a password sent
in a separate e-mail. This applies even when sending a file through a secure network
(e.g., HIN, HSEN, etc.).. The County uses Zixmail for secure email transmission.

5.4 Information Security Training and Awareness

5.4.1 Information Security Training

Users as employees, temporary workers and interns shall be provided with
sufficient information security training and support reference materials appropriate to their role
by their Department Head to meet their job responsibilities. IT will only establish User accounts
and set up access to Sensitive information at the specific direction of the Department Head who is
responsible for ensuring User compliance with all federal, state, county and department policies
governing the use, handling and protection of Sensitive Data. Users as contractors and/ or vendors
shall be advised by the CISO of this Policy and shall ensure compliance with same.

5.4.2 Required Security Training

All Users shall be provided with sufficient information security training and support reference
materials to meet their job responsibilities. The information security training must be given before
the User is allowed access to and use of the County’s Information Systems. At the conclusion of the
training, each User will be required to sign the Oneida County Acceptable Use Policy.
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5.4.3 Responsibility for Cyber Security Training

The STG is responsible for developing cyber security awareness training materials and for ensuring
training sessions for new Users and periodic refresher security training to remind all Users of
their responsibility and obligations with respect to information security.

5.4.4 Information Security Awareness

The STG is responsible for developing and conducting an information security awareness program
throughout the year, annually. '

5.5 Contingency Planning

5.5.1 Contingency and Disaster Planning Document

The County, as part of its preparedness against natural and man-made disasters, shall have a current

documented and tested Continuity of Operations (COOP) and Disaster Recovery (DR) Plan,
which addresses the possibility of short and long term loss of computing and networking

services. The plan needs to take into consideration the criticality of the various systems. Such a
plan needs to include all procedures and information necessary to return computing and )
networking systems to full operation in the event of a disaster. The plan must be communicated -
to, and approved by all those (especially the Department Head) who would be affected by such a
disaster. : '

5.5.2 Contingency Planning Responsibility

County IT is responsible for contingency plaﬁning and for providing technical guidance for all
information security contingency plans.

5.5.3 Periodic Testing

Oneida County IT shall periodically test the County's information technology contingency plan(s).

5.6 Acceptable and Unacceptable Use Policy
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5.6.1 Acceptable Use

Users are responsible for exercising good judgment regarding the use of the County’s Information
resources. The County’s computers or networks shall not be used for personal or commercial use or
to facilitate unethical or criminal activities. The County’s computers and networks are only to be
used for official County business.

Communications by Users from a County e-mail address must contain the following disclaimer:

This e-mail, including any attachments, may be confidential, privileged or otherwise legally
protected. It is intended only for the addressee. If you receive this e-mail in error or from someone
who was not authorized to send it to you, do not disseminate, copy or otherwise use this e-mail or
its attachments. Please notify the sender immediately by reply e-mail and delete this e-mail from
your systemt.

5.6.2 Unacceptable Use

Under no circumstances are Users authorized to engage in any activity' that is illegal under local,
state, federal or international law while utilizing County-owned resources. -

Users as employees, interns and temporary workers found to be in violation of this
Policy may face disciplinary actions including employment termination as well as civil and criminal
liability. The Department Head or his designee shall be responsible for ensuring all Users as an
employee, intern or temporary workers, contractors and/or vendors, for whom they have control or
authority over shall comply with the provisions of this Policy.

Nothing contained in this Policy in intended to supersede the rights, and/or disciplinary procedures ina
User employee’s collective bargaining agreement.

Users as vendors and/or contractors shall be held accountable for unacceptable use of County owned
resources. The County shall pursue all legal remedies available to it in law, against any User as a
vendor and/or contractor for any violation of this policy. The listings below are by no means
exhaustive due to the constant change in IT, but attempts to provide a framework for activities that
fall into the category of unacceptable use.

5.6.2.1 System and Network Activities

The following activities are strictly prohibited, with no exceptions.
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10.

11.
12.

13.

. Violations of the rights of any person or company protected by copyright, trade secret,

patent, or other intellectual propetty, or similar laws or regulations, including, but not
limited to, the installation or distribution of “pirated” or other software products that are not
appropriately licensed for use by the County;

Unauthorized copying of copyrighted material including, but not limited to, digitization and
distribution of photographs from magazines, books or other copyrighted sources,
copyrighted music or movies; and the installation of any copyrighted software for which the
County does not have an active license is strictly prohibited;

Exporting software, technical information, encryption software or technology, in violation of
international or national export control laws, is illegal. The appropriate management should
be consulted prior to export of any material that is in question;

Introduction of malicious programs into the network or server (e.g., viruses, worms, Trojan
horses, e-mail bombs, etc.).

Revealing your account password to anyone or allowing use of your account by others. This
includes supervisors, IT, vendors as well as family and other household members when work
is being done at home;

Using a County computing asset to actively engage in procuring or transmitting material that
is in violation of sexual harassment or hostile workplace laws;

Making statements about warranty, expressly or implied, unless it is a part of normal job
duties;

Effecting security breaches or Disruptions of network communication. Security breaches
include, but are not limited to, accessing data of which the user is not an intended recipient
or logging into a server or account that the user is not expressly authorized to access, unless
these actions are within the scope of regular duties. Examples:

a. Interfering with or denying service to any user other than the User's host (for
example, denial of service attack);

b. Using any program/script/command or sending messages of any kind with the intent
to interfere with or disable a user's terminal session via any means locally or via the
Internet/Intranet/extranet;

Port scanning or security scanning is expressly prohibited unless performed by authorized IT
staff as required to perform regular job duties;

Executing any form of network monitoring which will intercept Data not intended for the
user's host, unless this activity is a part of the user's normal job/duty (e.g., IT staff);

Circumventing User Authentication or security of any host, network or account;

Providing information about or lists of County staff to parties outside County government,
unless the information is considered public;

Using encryption on County information systems without providing the encryption keys to
IT;
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14. Intentionally changing hardware and software configurations as deployed by IT without
written authorization from the County Executive or County IT.

5.6.2.2 Email and Communications Activities

The following activities are strictly prohibited, with no exceptions:

1. Sending unsolicited email messages, including the sending of "junk mail" or other
advertising material to individuals who did not specifically request such material (email
spam) unless permission is granted by the County Executive;

2. Unauthorized use or forging of email header information (ak.a. e-mail spoofing);

3. Solicitation of e-mail for any other email address, other than that of the poster's account,
with the intent to harass or to collect replies;

4. Creating or forwarding "chain letters," or other "pyramid" schemes of any type;

5. Violate any guidelines for behavior set forth in the Oneida County Personnel Rules, the
Oneida County Code of Ethics and the Collective Bargaining Agreement in effect for their
Union when using email and other County communication resources. Users shall comply
with the County’s Social Media Policy. ‘

5.6.2.3 Web Servers, MUDs, Network Games, Listservs, Other Computer Applications on
County Information Systems '

Users may not have web servers, Multi-User Dungeons (MUDs), network games, unauthorized
computer applications, file sharing programs or file transfer programs (e.g., Napster, Gnutella, -
Kazaa, Morpheus, Audiogalaxy, BearShare, LimeWire, imesh, WiniN4X, Madster, etc.) or
listservs running on County information systems without written consent from the CISO.

5.6.2.4 Security Circumvention

Users must not attempt to compromise information system- security measures in any way. Incidents

.involving unapproved system hacking or cracking, password, file decryption or similar attempts to
compromise security measures will be considered violation of this Policy. Unless specifically
authorized by the CISO in consultation with the County Executive, Users, including IT staff,
must not acquire, possess, trade, or use hardware or software tools that could be employed to
evaluate or compromise the County's information systems security. Users, including IT staff,
found in violation may face disciplinary measures, which may include immediate dismissal.
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5.7 Privacy Expectations for Users

Users should have no expectation of privacy when using County IT network,
equipment or services including but not limited to mobile devices, PCs,
servers, Intranet or Internet connections. Users should be aware that
Internet/Intranet/extranet related systems, including but not limited to computer equipment,
software, operating systems, storage media, network accounts providing electronic mail, WWW
browsing and FTP are the property of Oneida County Government and thus Users have NO
-expectation of privacy. The County reserves the right to access, inspect and monitor all messages
and files on the County’s network, servers, mobile devices, laptops or workstations and user access
to the internet as deemed necessary and appropriate.

Backup copies of e-mail and Data files are maintained and may be reviewed by authorized
individuals for legal, business or other reasons.

Monitoring will be performed by authorized County personnel and vendors that support monitoring
systems in use by County IT. Those authorized to do so may monitor and log usage Data, review
this Data for evidence of violation of law or County policy, and may monitor all the activities
and inspect the files and messages of specific Users of County computers and networks. All
communications including audio, text and images can be disclosed to law enforcement or third
parties without prior consent of the sender or receiver.

5.8 County Information Security Audit Policy

The County CISO has the authority to conduct a security audit on any County information system.
Audits may be conducted to:

1. Ensure integrity, confidentiality and availability of information and resources;
2. Investigate possible security incidents;

3. Ensure conformance to Fhe County's security policies;

4

. Monitor user or system activity where appropriate.

For the purpose of performing an audit, any access needed will be provided to members of the audit
team. This access may include and is not limited to:

1. User level and/or system level access to any computing or communications device;

2. Access to information (electronic, hardcopy, etc.) that may be produced, transmitted or
stored on County equipment or premises;
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3. Access to work areas (offices, desks, cubicles, storage areas, efc.);

4. Access to interactively monitor and log traffic on County networks,

5.9 Security Tools

The CISO is authorized to acquire and employ the appropriate security tools necessary to
ensure confidentiality, integrity and availability of the County's information system resources.
Possession or use of security tools by other than specifically authorized IT staff is prohibited.
Users found in violation may face disciplinary measures, which may include dismissal.

5.9.1 Information Technology Staff Permission to Use Security Tools

IT staff, who in their job duties will require the use of information security tools (ak.a. hacking’
tools), must obtain permission from their immediate supervisor and from the County CISO
before such tools are acquired and used on the County's information resources. :

5.10 Copyright and Licenses

Failure of Users to observe copyright or license agreements may result in disciplinary action or legal
action by the copyright owner and by the County. Users will be held personally liable for
intentional and/or reckless violations of the copyright laws and license agreements, Supervisors
will also be held personally liable if they intentionally and/or recklessly violate copyright laws
and/or license agreement and did not take any action to correct and to prevent copyright and
licensing violations. Violations by Users will be referred to the Personnel Commissioner and the
County Attorney for appropriate action.

5.11 Disclosure of Information System Vulnerabilities

System Vulnerabilities and security Incidents must be handled on a need-to-know basis. Also,
security analyses of the County’s Information Systems security posture are to be considered
Confidential information to be handled on a need-to-know basis. The Security Task Group (STG)
will place all hardcopy or electronic documents, notes, memos on investigative results, in a secured
file to which only the County Executive, County Attorney, STG members and the CISO have access.
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5.12 Reporting Suspected Security Incidents / Violations

It is every user’s responsibility to immediately report, in confidence, all suspected policy
violations, suspected system intrusions or other conditions that might jeopardize the County's
information security to their supervisor, Department Head, County Executive, or CISO.

5.13 Violations
5.13.1 Non-Compliarnce

All Users are tequired to comply with all the measures outlined in this policy. Violations of the
provisions of this Policy may lead to disciplinary action including termination and criminal
prosecution.

5.13.2 Disciplinary Review
Violations will be dealt with according to cutrent employee disciplinary practices,
Conflicting provisions contained in collective bargaining agreements, to the extent required by law,

shall supersede this Policy. Where collective bargaining agreements are silent, this Policy may be
applied. '

5.13.3 Absence of Guidelines

The absence of specific guidance covering a particular situation does not relieve Users from
exercising the highest ethical standard applicable to the circumstances. When in doubt Users should
contact their immediate supervisor, Department Head, CISO or the County Executive.

6 PART II: Technical Policy
6.1 ‘The County's Information Systems Connections

6.1.1 External Connections

Oneida County IT must approve all external connections before any external connection is made
and all connections must adhere to policies and procedures for security as set forth by the STG. All
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entities, meaning County departments connected to the County network are requited to maintain an
up-to-date list of all external connections in use, and to provide the list to Oneida County IT,
Non-compliance in maintaining such a list or not providing the list to IT allows it to
terminate any connection to the County Netwotrk so as to preserve a secure environment, The
CISO is granted the authority to direct staff to remove connection points on the County's network
under the CISO's control that pose a security risk to the County network.

The intent of this Policy is to ensure that those responsible for the security of the County's network
are aware of all external connections. Unless these connections are known, they cannot be secured.
Any unsecured external connection can lead to security compromise of the entire County network.

6.1.2 Modems

The use of modems on the Oneida County WAN or on any LAN connected to the WAN is not
allowed. If a business reason exists for a modem to be used, a business case must be presented to
the STG. Only the Oneida County CISO has the authority to approve the use of a modem
connection. Any approved modem connection shall be in accordance to the security policies and
procedures set forth by IT fot such connections.

This Policy eliminates security vulnerabilities created by dial-up connections using modems.
Modems are considered a weak link in security. For example, Users may install a modem on their
computers so they can access the Internet through their personal Internet Service Provider and, at
the samé time, they are connected to a County LAN, and thus they -are accessing the Internet in a
manner that bypasses all County perimeter security-—allowing a direct connection to the Internet.

6.1.3 Remote Access to the County's Network by Users

Remote access to the County WAN by the Users shall only be via methods that ensure the security
of the County’s network and are approved by the CISO. Only the County Executive or the CISO
have the authority to grant Users remote access to the County’s network, and only after reviewing
with the Department Head the need for such access and access requirements.

6.1.4 Wireless

Wireless access points/base stations connected to County networks must be approved and registered
by Oneida County IT, “Peer-to-peer” wireless connections are not permitted.
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Connecting County-owned equipment to non-County wireless access points without prior approval
by Oneida County IT is prohibited.

6.1.5 Wireless Routers

Wireless routers that allow computers, smartphones or other devices to connect to the Internet or to
communicate with one another wirelessly within any Oneida County facility are not allowed unless
authorized by the Department Head and the CISO.

6.1.6 Home Personal Computers

Home personal computers are considered non-secure devices. County Data is not to be stored on an
employee’s home personal computer.

If a home ﬁcrsonal computer uses a Virtual Private Network (VPN) to access County Data, then: 1)
employee must receive. approval from their Department Head and IT Department to use the VPN to
access County Data; and 2) employee is responsible for demonstrating to County IT that a home
personal computer complies with all the requirements set forth in this document.

Accessing PHI using a home personal computer is prohibited.

6.1.7 Third Party Access

Before any third party, in some instances a User as a contractor and/or vendor may be considered a
third party, is allowed to connect to the County WAN, a third party connection agreement must be
executed between the County and the third party. The CISO, and County Executive are the final
approval authority for such agreements. The agreement at a minimum shall outline the third party’s
responsibilities. The third party shall hold harmless and indemnify the County for any breach of the
agreement and this Policy. The terms of this Policy shall be incorporated by reference into the
agreement. The agreement shall comply with Section 2202 of the Oneida County Charter, and shall
be executed with the formalities stated therein.

6.1.8 Inter-Municipal Agreements
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Before any municipality is allowed to connect to the County WAN, an Inter-Municipal agreement
must be executed between the County and the municipality. The County Executive is the final
approval authority of such agreements.

The agreement at a minimum shall outline the municipalities’ responsibilities. The municipality
shall hold harmless and indemnify the County for any breach of the agreement and this Policy. The
terms of this Policy shall be incorporated by reference into the agreement. The agreement shall
comply with Section 2202 of the Oneida County Charter, and shall be executed with the formalities
stated therein. ‘

62 System Privileges/Access

County IT staff will have elevated system privileges and system access to the extent necessary to
effectively perform their jobs.

6.2,1 Granting System Privileges

Requests for changed user privileges must be in writing and approved by the Department Head and
submitted to IT before the request is fulfilled. -

6.2.2 Inactive Accounts

Accounts shall be established to deactivate if the account has been inactive for thirty (30)
calendar days.

6.2.3 Need-to-Know

The Information System privileges of all Users, are to be restricted based on a "need-to-know"
Basis. This means that privileges on County Information Systems must not be extended unless a
legitimate business need for such privileges exists, The intent of this Policy statement is to
Timit access to the County's Information so that Users do not to have privileges beyond those
necessary to perform their job function,

6.2.4 Group or Shared Accounts Prohibited

Information systems access control and audit ability shall be achieved via the use of user accounts
that are unique to each individual user. Access control to files, applications, databases, computers,
networks, and other system resources via shared accounts (user ids) (also called “group accounts™)
and shared passwords (also called "group passwords") are prohibited.
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6.2.5 Guest and Anonymous User-Ids

Anonymous and “guest” user-IDs are prohibited.
y. g

6.2.6 Revoking System Access
6.2.6.1 User Status Change

Department Heads must promptly report all significant changes in Users’ duties, that are under their
supervision, as it relates to their need for Information access. Network Administrators must
promptly revoke privileges no longer needed by a User. The County shall have a-process in place
by which changes in a User’s duties as they relate to Information and network access are
communicated to IT.

6.2.6.2 County User Departure (Voluntary or Termination)

In the event a User leaves County service, the County shall ensure that the User’s access to
County Information resources is disabled. The Department Head shall promptly notify Countjl IT of
all User separations (e.g. Employees, temps, contractors, etc.) and, in turn, IT shall promptly disable
the User’s account and access to the County’s Information Systems and Information, As soon
as a separation date is identified, it will be the responsibility of the Department Head to direct IT
regarding how to handle the former User’s email and network drives. Options include having IT post
and auto-reply to email received into the former user’s mailbox and moving files from the former
User’s network drive to another user drive. Auto-replies to email will be left in place for up to six (6)
months at which time the email account will be deleted.

6.2.6.3 Authorization to Revoke User Access

Authorization to revoke a County Employee’s access to all County information resources
and accounts will be according to the following chart:

orized,
User (Not Department Head, Elected or Head of the Department the user reports to
Appointed Official)
Department Head County Executive
County Executive Chairman of the Legislature
Elected Official Chairman of the Legislature
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6.2.7 User as Contractor/Vendor's Access Privileges

Vendors must not have access privileges by default to the County’s information systems.
Vendors needing to provide maintenance on equipment via remote access must coordinate with
the CISO or his/her designee. All vendor activity will be closely monitored and logged by IT. All
Vendors will be required to read and sign the Oneida County Acceptable Use Policy agreeing to abide
by the intent of this Policy prior to being given access to the County Network.

6.2.8 Screen Savers

Users are required to have password protected screen savers activated. After 15 minutes of no
activity, the screen saver blanks the screen. The user will need to re-authenticate to resume work.

6.2.9 Protecting Sensitive Information

If the Information access by the User on a computer is Classified as PHI, HIPPA or is
highly Confidential, Users must not leave their workstation without first logging-off the
network, locking their PC or enabling a screen saver requiring re-Authentication to continue
work. :

63 Log-In / Log-off Process
6.3.1 Network Log-in Banner Required

Every County System, where technically feasible, shall employ a log-in banner that includes a
warning notice. This notice must state: '

e the system is to be used only by authorized County Users,
* by continuing to use the system, the user acknowledges that he/she is an authorized vser and;
*  consents to monitoring,

The use of-a log-in banner is required to warn a potential user that only authorized Users are allowed
access, and they are responsible for their use of the County’s information systems. In addition,
Users are put on notice that their actions may be monitored and consent to the monitoring.

6.3.2 User Authentication Required
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At a minimum, positive identification for login into County information systems involves both a
user-ID and a password, both of which are unique to an individual user. Other additional methods
of Authentication (e.g., token-based, smartcard, biometric) will be used where appropriate.

6.3.3 Log-in Prompts

The login process for the County's information systems and applications must simply ask the user to
log-in providing prompts as needed. Specific information about the County, the computer operating
system, or the network configuration must not be provided until a user has successfully been
authenticated.

If any part of the login sequence is incorrect, the person logging in must not be given specific
feedback indicating the source of the problem - whether it was dve to an invalid user-ID or to an
invalid password. Instead, the person logging in must simply be informed that the login process
was incotrect.

6.4 Password Policy
6.4.1 Initial Password Set-up

Wherever system software permits, the initial passwords issued to a new user must be valid only for
the user's first login. At the first-login, the user will be forced to set a new password. This same
process applies to the resetting of passwords in the event that a user forgets a password.

6.4.2 User as Contractor/ Vendor-Supplied Default Passwords

All vendor-supplied default passwords on software and hardware must be changed before any
software or hardware is made operational on the County's information systems,

Hardware and software comes with default accounts and passwords used by vendors for various
reasons (e.g., diagnostic, testing), These default accounts and passwords are usually publicly
known, and thus need to be disabled or changed before the software or hardware is installed on the
County's netwotrk.

6.4.3 Security Compromised
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Whenever the security of the information system has been compromised, or if there is a convincing
reason to believe that the information system has been compromised, the involved Network
Administrator must immediately force every password on the involved system to be changed at the
next login, If systems software does not allow for that, the Network Administrator shall broadcast
a message to all Users informing them of the required actions. If the situation warrants, the
Network Administrator must immediately reset all passwords on the affected systems.

6.4.4 Accountability

Users are accountable for all usage of their County provided accounts, and therefore shall not grant
access to their account to any person or entity. The assumption by the County is that only the

- authorized user of an account has access to it. Therefore, the authorized user is accountable for all
actions associated with the account. This maintains the audit ability of user actions, so the Users
cannot claim that someone else used their account to take unauthorized actions,

6.4.5 Password Disclosure

Users must never disclose their password(s) to anyone (including a superior or IT) or to any ent1ty
undel any circumstances.

If access to certain County resources is required for business purposes, the Department Head
should approve the access. Under no circumstances should any user provide access to said
resources via sharing a password or through other means. If a password is unintentionally
disclosed or suspected of being compromised, the user shall immediately change the password and
notify the CISO. '

6.4.6 Positive Identification to Reset Password

To obtain a new or changed password, the Network Administrator must positively authenticate
the identity of the person making the request. Only upon positively.identifying the person will
the Network Administrator reset a password.

6.4.7 Password Selection

The first line of defense to prevent an attack against the County's information systems is the use of
passwords that meet certain complexity requirements. Users are to choose a password that meets the
following minimum complexity requirements:

1. Minimum length is 14 characters
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Must contain at least one number (1, 2, 3,4 ...)

Must contain at least one capital letter (A, B, C,D ...)

Must contain at least one lower case letter (a, b, ¢, d ...)

Maust contain at least one symbol (§, |, # ...)

Must not contain the user account name (will also be rejected for partial account name)
Must NOT be written down

Non kL

6.4.8 Password Aging

All Users shall be forced by the network to change their passwords at least once every ninety (90)
days.

6.4.9 Tracking Previous Passwords Used

If system software permits, a history file of passwords must be employed to prevent Users from
.reusing passwords, The history file must minimally contain the last thirteen (13) passwords for
each user-ID. :

6.4.10 Password Storage

For all County information systems, passwords must be encrypted when stored or transmitted.
Passwords must not be stored in unencrypted form in batch files, antomatic login scripts, software
macros, terminal function keys, computers without access control systems, or in other locations
where unauthorized Users might d1scover them. Similarly, passwords must not be written or
produced in hard copy form and left in a place (e.g., a post-it note under the keyboard, next to the
monitor screen or inside the laptop or iPad cover) where unauthorized Users might discover them.

6.4.11 Limited Number of Log-in Attempts

Access to an account will be locked-out if an unreasonable number of unsuccessful login attempts
occur during a preset time period. A maximum of 10 failed login attempts will be allowed before the
account is locked-out. The user is required to contact IT in order to regain access to their account. IT
will take appropriate precautions to positively identify the user before re-enabling access to the
account. The Department Head may be contacted to positively identify locked out Users,
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6.5 Information Systems Backup
6.5.1 Backup Responsibility

To protect the County's information resources from loss or damage, IT is responsible for the
installation of automated back-up hardware and/or software. All critical information must be backed
up on a regular basis. Information shall be backed up on the County network on a nightly, weekly,
month-end and annual basis,

6.5.2 Backup Plan

County IT shall formulate a backup plan for all County Information resources. Regular backups
of all the information is required as part of risk mitigation and contingency planning, In case of a
security breach or loss of Data, backup files may be used for recovery purposes.

6.5.3 Backup Testing

All backups of critical data must be tested periodically to ensure that they still support full System
recovery. Network Administrators or Information custodians must document all testore procedures
and test them atleast annually. Backup media must be retrievable 365 days a year,

6.5.4 Offsite Storage of Backups

The baclup itself must be carefully protected. A copy of the backup will be made and stored offsite
(out of the building). The offsite storage location must provide evidence of adequate fire and theft
protection and environrhental controls.

6.6 System Logs
6.6.1 System Logs Enabled

All County information systems shall log security events. Examples of significant security events
includes Users switching user IDs during an on-line session, attempts to use passwords, attempts to
use privileges that have not been authorized, modifications to system software, changes to user
privileges, and changes to logging subsystems.
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6.6.2 Accountability and Traceability for All Privileged System Commands

All special privileged commands issued on the County's information systems must be traceable to
individuals via comprehensive logs.

6.6.3 Reviewing Logs irt a Timely Manner

To allow proper action to be taken in a timely manner, security event logs must be reviewed in a
timely manner.

The frequency of the review is dependent on the Sensitivity of the information and the criticality of
the System. Each Department Head and custodian will need to determine the appropriate period for
Teviews.

6.6.4 Clock Synchronization

All comp{lters and multi-user systems connected to the County WAN must always have its internal
clock synchronized with a master clock for purposes of correlating significant security events,”

6.7 Malicious Code

6.7.1 Malicious Code Detection

The County shall employ the use of Malicious Code detection software on all its Systems. Malicious
Code checking programs are to be kept current via automated means,

6.7.2 Protecting Mobile Computing Devices from Malicious Cade

County IT shall develop a process for Users using mobile computing devices (e.g., laptop
computers) to receive timely updates to the software used to protect against Malicious Code (e.g.,
viruses). Users have the responsibility to ensure that their mobile computing device has the latest
protection against Malicious Code by following the policies and procedures set forth by IT,
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6.7.3 Initial Scanning of Software

Software on all County systems must be scanned for malicious code and copied or backed up prior
to its initial use. The copies must not be used for ordinary business activities but must be reserved
for recovery from malicious code infestations and other security problems.

6.7.4 Malicious Code Eradication

Users are prohibited from attempting to eradicate Malicious Code from a system on the County's
Information System unless they do so in conjunction with authorized IT staff. If a virus or other
malicious code is detected, IT is to be notified immediately. The computer is not to be shut down but
will be removed from the network by IT upon discovery.

6.8. Mobhile Devices

This section applies to laptop computers, Handheld Comiputers, tablets, smart phones, and
Mobile Storage Devices such as USB flash drives or memory sticks, CDs, DVDs, diskettes, MP3
players, digital pens etc, that are used for storing data. Mobile devices are subject to safeguards to
protect the Confidentiality of the Data on them. The guidelines below outline the steps needed to
ensure the proper use and administration of mobile devices.

1. All mobile devices that réceive County information (e.g. 'County email) or contain County
information (e.g. pictures) must be registered with IT. This includes all personally owned and
County owned devices,

2. Any mobile device should be used only by the individual that has registered it. Any mobile
device should not be used by any other individual outside of County government.

3. Mobile devices and media must be password protected.

4. Any mobile device or media should protect the data with a method of Data Encryption.
Exceptions may be made by the CISO in conjunction with the STG. A record of the exceptions
will be kept on the Mobile Device Inventory.

5. Wireless data transmission to and from the mobile device, including syncing, must be done via
an encrypted connection.

6. Mobile devices should be safeguarded from theft or loss the same way as a personal credit card.

7. All mobile devices will indicate method of return to IT Department if found, Any misplaced
mobile device must be immediately reported to the CISO.
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8. All mobile devices are subject to the same security guidelines as workstation units including
restricting visibility of display in public areas.

9. All data contained on mobile devices must be backed up on a regular basis according to the
policies and procedures set forth by IT.

10. Mobile Media that leaves the County worksite must follow all mobile device requirements.
11. Mobile devices are to be synchronized only to a County-approved computer.

12. Disposal of any mobile device must follow the guidelines set forth in the Oneida County
Procedures for Protecting PPSI When Disposing or Reusing Electronic Equipment.

13. Laptop computers shall be encrypted to protect sensitive information that may be resident on
the device.

6.9 Encryption

6.9.1 Use of Encryption

Use of Encryption on the County’s Information System will only be done using processes approved
by the CISO, and only for official County business. Users are forbidden to use Encryption for
any other purposes except for official County business. :

6.9.2 Transmittal of Sensitive Information

Sensitive information that is to be transmitted outside the County’s WAN or via email or the
Internet shall be encrypted. The requirement for encryption is set by the applicable Department
Head. Oneida County IT sets and the CISO approves the encryption processes to be used by the
County to meet this requirement.

6.9.3 Storage of Sensitive Information

Sensitive information stored on County information systems must be encrypted. In addition, any
archived (back-up copies) sensitive information also needs to be encrypted.

Encrypting stored sensitive information adds another security layer to the defense in depth concept.
Encryption archived information prevents someone with access to the back-up tapes to access
sensitive information.
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6.9.4 Encryption Keys

Encryption keys used by the County shall be treated as confidential information. Access to
encryption keys shall be strictly limited to those who have a need-to-know basis. .

6.9.4.1 Encryption Key Escrow

Copies of all encryption keys will be kept in escrow and accessible by the County Executive and
CISO.

6.10 Transfer of Computer Equipment and Media

6.10.1 Internal to the County

The Coﬁnty strives strongly to protect the confidentiality of information entrusted to it. As the
County upgrades computing equipment, equipment may be moved to other areas within the County.
To protect information entrusted to the County, the proper measures need to be employed to ensure
that all .data is removed from the computer's storage media before the computer is relocated to
another’ location within the County. The removal of such data shall be conducted by IT using
methods including but not limited to reimaging as approved by the CISO that ensure that any
previously stored information will not be recoverable.

6.10.2 . Outside the County

As the County upgrades its computer systems, the County may decide to dispose of its old
computers. Before any computer is approved as surplus and leaves County premises, IT shall be
contacted and shall ensure that the hard drive is removed and drilled ensuring that any previously
stored information on the media is not recoverable. Removing data by methods other than drilling the
hard drive will be considered on a case by case basis and must be approved by the CISO.

6.11 Hardware and Software Configuration

Configurations and set-up parameters, as defined by Oneida County IT for deployed hardware and
software must comply with County security policies and procedures. The configurations and
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parameters have been designed with security in mind as well as the County's ability to conduct
business. Any changes in the confignrations and set-up parameters of deployed hardware and
software can undermine overall security, and thus are forbidden, unless approved in advance by the
CISO. IT reserves the right to disconnect from the County network any hardware or software
application with configuration or parameters that are not compliant.

6.12 Physical Security

Physical access to wiring closets and computer machine rooms, and the like, must be restricted to
authorized personnel only. The equipment must be located in locked rooms or inside locked cages
to prevent tampering and unauthorized use. Information technology equipment must be protected
from power surges, power failures, water damage, overheating, fire, and other physical threats.

6.13 Systems Development and Maintenance

Security requirements and controls must reflect the business value of the information involved and
the potential business damage that might result from a failure or absence of security controls. It is
required that security requirements be considered throughout the systems development life cycle
(SDLC). Whenever new systems are procured or developed or existing systems significantly
modified by either in-house or vendor personnel, the procedures developed by the STG shall be
followed.
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7 Appendix A: SECURITY OFFICIAL JOB DESCRIPTION
Title: Chief Information Security Official (CISO)

Reports to: County Executive

Overview: The CISO is the individual responsible for Oneida County’s on-going information
security program, This includes all activities related to developing, implementing and maintaining
security-related policies and procedures and monitoring petformance to ensure that the
confidentiality, integrity and availability of ePHI is adequately protected. The CISO is expected to
help management create an environment in Oneida County that reinforces the importance of
securing ePHI. This may be a part time or full time position depending on need.

Responsibilities:

1. Serves as the County’s internal resource for all security-related matters, coordinating activities
" between departments and offices as needed.

2. Supports Oneida County’s workforce and management in implementing sound security
practices and preventing security incidents.

3. Serves on the County’s HIPAA Security Task Group that prepares security policies and
procedures and supporting material in accordance with applicable regulations and commonly
accepted security and risk management practices, and recommends updates as required by
operational, environmental, technological or regulatory changes.

4, Directs departments in performing initial and periodic assessments of the County’s information
security risks and proposes cost-effective security measures to ensure that ePHI is adequately
protected and that Oneida County remains in compliance with HIPAA Security Rule
requirements.

5. Promptly investigates security incidents brought to their attention and pursnes resolution in
conjunction with department management as needed.

6. Regularly reviews system activity data and reports to management on the status and
effectiveness of the County’s information security efforts.
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7. Cooperates with Federal and State officials and other legal entities and organizations in
conducting compliance reviews of investigations,

8. Facilitates Oneida County’s security awareness and training efforts and ensures that workforce
training is conducted as required.

9. Maintains required security documentation, including security incident logs, Risk Assessment
and Risk Management documents, policies and procedures and records of any sanction actions.

10. Works with Oneida County’s privacy officials to ensure successful implementation of the
County’s HIPAA compliance programs.
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8 Qualifications:

1. Knowledge of current Federal and State information security laws and regulations as they
pertain to safeguarding ePHIL

2. Familiarity with Oneida County’s operations and information systems and other computer
applications utilized to support those operations,

3. Familiarity with commonly accepted security and Risk Management practices.

4. Familiarity with technical tools utilized to secure ePHI and monitor information
system performance.

5. Ability to propose and implement cost effective security measures appropriate to the
County’s.operations :

6. High degree of personal integrity and trust
7. Skill woridng with personnel at all orgaﬁizational levels

8. Analytical, written and verbal skills

9 léesponsibilities of Members of the County’s Security Task
roup:

1. Implement sound security practices to prevent security incidents.

2. Prepare security policies and procedures and supporting material in accordance with applicable
regulations and commonly accepted security and Risk Management practices, and
recommend updates as required by operational, environmental, technological or regulatory
changes.

3. Facilitate departments’ initial and periodic assessments of their information security risks and
implement cost-effective security measures, based on the advice of the CISO, to ensure
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that ePHI is adequately protected and that departments covered by HIPAA regulations
remain in compliance with HIPAA Security Rule requirements.

Assist the CISO in promptly investigating security incidents brought to their attention and
pursuing resolution in conjunction with the CISO as needed.

. Implement The County’s security awareness and training and ensure that workforce
training is conducted in all departments as required.

Ensure proper contracts and agreements are in place with Business Associates (under HIPAA
regulations) and other entities as required by law or regulation.

Make other people and agencies, such as business associates, aware of the County’s security
practices, ‘
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10 Appendix B: Glossary

Authentication: The process to establish and prove the validity of a claimed identity.

Availability: This is the 'property' of being operational, accessible, functional and usable upon
demand by an authorized entity, e.g., a system or a user.

Breach: Unauthorized acquisition of computerized data which compromises the security,
confidentiality, or integrity of personal information maintained by the County.

Classification: The designation given to information or a document from a defined category on the
basis of its Sensitivity.

Confidentiality: The property that information is not made available or disclosed to unauthorized
individuals, entities, or processes.. ' ‘

Controls: Measures employed to satisfy the requirements set forth in this policy.

County Entity: County Entity, for the purposes of- this policy, shall include all County
departments, offices, etc. over which the County Executive has executive power.

Custodian: An employee or organizational unit acting as a caretaker of an automated file or
database on behalf of a department.

Data: Data shall be defined as any information created, stored (in temporary or permanent form),
produced or reproduced, regardless of the form of media. Data, in both electronic or hard copy
form, may include, but is not limited to, personally identifying information, reports, files, folders,
memoranda, statements, examinations, transcripts, images, communications, electronic or hard

copy.

Disaster: A condition in which information is unavailable, as a result of a natural or man-made
occurrence that is of sufficient duration to cause significant Disruption in the accomplishment of the
County's business objectives as determined by the County leaders.
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Disruption: Activities such as network sniffing, pinged floods, packet spoofing, denial of service,
and forged routing information for malicious purposes.

Encryption: Rendering data unintelligible to anyone without a password.

ePHI: (electronic protected health information) Information that is defined as “protected health
information” under HIPAA.

Extranet: A private network that uses Internet technology and the public telecommunications
system to securely share information or operations with any non-County entity

Handheld Computer: Small computer running mobile version of operating system.

HIPAA: The Health Insurance Portability and Accountability Act of 1996, This act affects the
confidentiality and security practices of several departments within the County including
Department of Social Services, Mental Health Department, and the Health Department.

Incident: Any adverse event in an information system or network or the threat of the occurrence of
such event.

Incident Response: The manual and automated procedures used to respond to reported network
intrusions (real or suspected), network failures and errors, and other undesirable events.

Information: Information is defined as the representation of facts, concepts, or instructions in a
formalized manner suitable for communication, interpretation, or processing by human or
automated means. ‘

Information Assets: (1) All categories of automated information, including but not limited to:
tecords, files, and databases, and (2) information technology facilities, hardware and software
owned or leased by the County. :

Information Security: The concepts, techniques and measures used to protect information from
accidental or intentional unauthorized access, modification, destruction, disclosure or inability to
process the information -- be it temporary or permanent.
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System: An interconnected set of information resources under the same direct management control
that shares common functionality. A system may include hardware, software, information, data,
applications, or communications infrastructure. :

Integrity: The property that data has not been altered or destroyed from its intended form or
content in an unintentional or an unaunthorized manner,

Internet: A system of linked computer networks, international in scope, that facilitates data
transmission and exchange, which uses the standard Internet protocol, TCP/IP, to communicate and
share data.

Intranet: The intranet is an internal (i.e., non-public) network that uses the same technology and
protocols as the Internet,

Intrusion Detection: The monitoring of network activities, primarily through automated measures,
to detect, log and report actual or suspected unauthorized access and events for investigation and
resolution.

IT: Information Technology. (Usually refers to Oneida County IT.)
LAN: Local Area Network

Laptop Computer: Mobile computer running standard operating system.

Malicious Code: Programming or files that are developed for the purpose of doing harm and
exploiting data security, examples of which -are viruses, worms, Trojan horses, spyware, and
phishing,

Non-Repudiation: Non-repudiation is the ability for a system to prove that a specific user and only
that specific user sent a message and that it hasn't been modified.

Off-site Backup: Mechanism to backup or archive PHI in a physical location other than that in
which the data is primarily stored.

Owner: The department responsible for maintaining the integrity of the data.
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PHI: Protected Health Information. A HIPAA term for any information (such as name, address,
photo, diagnosis, etc.) used in a health-related context that should be kept confidential,

Mobile Media: Floppy Disk, CDROM, DVD, USB Hard Drive or other media designed to store
data.

Mobile Storage Device: Device used for storing data such as USB flash drives or memory sticks, CDs,
DVDs, diskettes, MP3 players, digital pens etc.

Procedures: Specific operational steps that individuals must take to achieve goals stated in policy.

Privateinformation: Personal information in combination with any one or more of the
following data elements, when either the personal information or the data element is not
encrypted or encrypted with an encryption key that has also been acquired:

(1) social security number;
(2)-driver's license number or non-driver identification card number; or

(3) account number, credit or debit card number, in combination with
any required security code, access code, or password which would permit
access to an individual's financial account. ’

"Private information" does not include publicl)}- available information that is lawfully made
available to the general public from federal, state, or local government records.

Risk: The probability of suffering harm or loss. It refers to an action, event or a natural occurrence
that could cause an undesirable outcome.

Risk Assessment: The process of identifying threats to information or information systems,
determining the likelihood of occurrence of the threat, and identifying system vulnerabilities that
could be exploited by the threat,

Risk Management: The process of taking actions to assess risks and avoid or reduce risk to
acceptable levels.

Sensitivity: The potentially harmful impact resulting from disclosure, modification, or destruction
of information.
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SO: CISO—appointed by the County Executive; see job description,

STG: Security Task Group. At a minimum, this group is composed of the SO, a representative
from IT and departments that are considered “covered entities” under HIPAA---Department of
Social Services, Mental Health Department, and Health Department. See responsibilities listed
within the CISO Job Description, Appendix A.

Threat: A threat is a force, organization, or person which seeks to gain access to, or compromise,
information. A threat can be assessed in terms of the probability of an attack. Looking at the nature
of the threat, its capability and resources, one can assess it and determine the likelihood of
occurrence, as in Risk Assessment.

Trojan Horse: Is a program in which malicious or harmful code is contained inside an apparently
harmless program and, when executed, performs some unauthorized and undesirable activity or
function.

User: Any person, organizational entity, or automated process that accesses a County system for
legitimate government purpose, as authorized by the County of Oneida, including but not limited to
employees, contractors/vendors, consultants, temporaries, all personnel affiliated with third parties
and other workers at Oneida County.

Virtual Private Nefwork (VPN): Is a way to use a public infrastructure, such as the Internet, to
provide remote offices or individual Users -with secure access to their organization’s network.

Virus: A malicious program that replicates itself on computer systems by incorporating itself into
other programs that are shared among computer systems. Once in the new host, a virus may corrupt
files, display unwanted messages, crash the host, etc.

Vulnerability: A weakness of a system or facility holding information which can be exploited to
gain access to violate system integrity. Vulnerability can be assessed in terms by which the attack
would be successful. '

WAN: Wide Area Network—a network that connects two or more LANS.
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Worm: A worm is a self-replicating piece of malicious software, similar to a virus, but requires no

user action to activate it. A worm exploits weaknesses in oper ating systems and other applications
to pr opaoatc itself to othel systems.
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ADDENDUM B- STANDARD ONEIDA COUNTY CONDITIONS

THIS ADDENDUM, entered into on this day of , 20 , between the County of Oneida,
hereinafter known as County, and a Contractor, subcontractor, vendor, vendee, licensor, hcensee lessm lessee or any
third party, hereinafter known as Contractor.

WHEREAS, County and Contractor have entered into a contract, license, lease, amendment or other agreement of any
kind (hereinafter referred to as the “Contract”), and

WHEREAS, the Oneida County Attorney and the Oneida County Director of Purchasing have recommended the
inclusion of the standard clauses set forth in this Addendum to be included in every Contract for which County is a

party, now, thereafter,

The parties to the attached Contract, for good consideration, agree to be bound by the following clauses which
are hereby made a part of the Contract.

1. EXECUTORY OR NON-APPROPRIATION CLAUSE.

The County shall have no liability or obligation under this Contract to the Contractor or to anyone else beyond the
annual funds being appropriated and available for this Contract,

2. ONEIDA COUNTY BOARD OF LEGISLATORS: RESOLUTION #249 SOLID WASTE DISPOSAL
REQUIREMENTS.

Pursuant to Oneida County Board of Legislator Resolution No. 249 of May 26, 1999, the Contractor agrees to deliver
exclusively to the facilities of the Oneida-Herkimer Solid Waste Authority, all waste and recyclables generated within
the Authority’s service area by performance of this Contract by the Contractor and any subcontractors. Upon awarding
of this Contract, and before work commences, the Contractor will be required to provide Oneida County with proof
that Resolution No. 249 of 1999 has been complied with, and that all wastes and recyclables in the Oneida-Herkimer
Solid Waste Authority’s service area which are generated by the Contractor and any subcontractors in performance of
this Contract will be delivered exclusively to Oneida-Herkimer Solid Waste Authority facilities.

3. CERTIFICATIONS REGARDING LOBBYING, DEBARMENT, SUSPENSION AND OTHER
RESPONSIBILITY MATTERS, AND DRUG-FREE WORKPLACE REQUIREMENTS.

a. Lobbying, Asrequired by Section 1352, Title 31 of the U.S. Code and implemented at 34 CFR Part
82 for persons entering into a grant or cooperative agreement over $100,000, as defined at 34 CFR
Part 82, Section 82.105 and 82,110, the Contractor certifies that:

i No federal appropriated funds have been paid or will be paid, .by or on behalf of
the Contractor, to any persons for influencing or attempting to influence an officer
or employee of any agency, a Member of Congress, an officer or employee of
Congress, or an employee of a Member of Congress in connection with the
making of any federal grant, the entering into of any cooperative agreement, and
the extension, continuation, renewal, amendment, or modification of any
federal grant or cooperative agreement.




il. If any funds other than federally appropriated funds have been paid or will
be paid to any person for influencing or attempting to influence an officer
or employee of any agency, a Member of Congress, an officer or employee of
Congress, or an employee of a Member of Congress in connection with this
federal grant or cooperative agreement, the Contractor shall complete and submit
Standard Form 111 “Disclosure Form to Report Lobbying,” in accordance with

its instructions.

ili. The Contractor shall require that the language of this certification be included in
the award documents for all subcontracts and that all subcontractors shall certify
and disclose accordingly.

b. Debarment, Suspension and other Responsibility Matters. As required by Executive Order ]2549
Debarments and Suspension, and implemented at 34 CFR Part 85, for prospective participants in
primary covered transactions, as defined at 34 CFR Part 85, Sections 83,105 and 85.110,

i, The Contractor certifies that it and its principals:

A. Are not presently debarred, suspended, proposed for debarment,
declared ineligible, or voluntarily excluded from covered transactions
by any federal department or agency;

B. Have not within a three-yedr period preceding this Contract been
convicted of or had a civil judgment rendered against them for
commission of fraud or a criminal offense in connection with
obtaining, attempting to obtain, or performing a public (federal, state
or local) transaction or contract under a public fransaction, violation
of federal or state antitrust statutes or commission of embezzlement,
theft, forgery, bribery, falsification or destruction of records, making
false statements, or receiving stolen property;

C. Arenot presently indicted or otherwise criminally or civilly charged -
by a Government entity (federal, state or local) with commission of
any of the offenses enumerated in subparagraph (B), above, of this
certification; and

D. Have not within a three-year period preceding this Contract had one
or  more public fransactions (federal, state, or local) for cause or
default;

ii.  Where the Contractor is unable to certify to any of the statements in this
certification, he or she shall attach an explanation to this Contract.

¢.  Drug-Free Workplace (Contractors other than individuals). As required by the Drug-Free
Workplace Act of 1988, and implemented at 34 CFR Part 85, Subpart F, for Contractors, as defined
at 34 CFR Part 85, Sections 85.605 and 85.610:

i.  The Contractor will or will continue to provide a drug-free workplace by:




A. Publishing a statement notifying employees that the manufacture,
distribution, dispensing, possession, or use of a controlled substance is
prohibited in the Contractor’s workplace and specifying the actions
that will be taken against employees for violation of such prohibition;

B. Establishing an ongoing dmg-free awareness program to inform
employees about;

1) The dangers of drug abuse in the workplace;

2) The Contractor’s policy of maintaining a drug-free
workplace;

3) Any available drug counseling, rehabilitation, and employee
assistance program; and

4) The penalties that may be imposed upon an employee for
drug abuse violation occurring in the workplace;

C. Making it a requirement that each employee to be engaged in the
performance of the Contract be given a copy of the statement required
by paragraph (A), above;

D. Notifying the employee in the statement required by paragraph (A),
above, that as a condition of employment under the Contract, the
employee will:

1) Abide by the terms of the statement; and

2) Notify the employer in writing of his or her conviction for a
violation of a criminal drug statue occurring in the workplace
no later than five (5) calendar days after such conviction;

E. Notifying the County, in writing within ten (10) calendar days after
having received notice under subparagraph (D)(2), above, from an
employee or otherwise receiving actual notice of such conviction.

Employers of convicted employees must provide notice,
including position and title, to:

" Director, Grants Management Bureau, State Office Building Campus,
Albany, New York 12240. Notice shall include the identification
number(s) of each affected contract,

F. Taking one of the following actions, within thirty (30) calendar days
of receiving notice under paragraph (D)(2), above, with respect to any
employee who is so convicted;

1) Taking appropriate personnel action against such an
employee, up to and including termination, consistent with




the requirements of the Rehabilitation Act of 1973, as
amended; or

2) Requiring such employee to participate satisfactorily in a
drug abuse assistance or rehabilitation program approved for
such purposes by a federal, state or local health, law
enforcement, or other appropriate agency:

G. Making a good faith effort to continue to maintain a drug-free
workplace through implementation of paragraphs (A),(B),(C),(D),(E)
and (F), above,

ii.  The Contractor may insert in the space provided below the site(s) for the
performance of work done in connection with the specific contract,

Place of Performance (street, address, city, county, state, zip code).

d. "Drug-Free Workplace (Contractors who are individuals). As required by the; Drug-Free Workplace
act of 1988, and implemented at 34 CFR Part 85, Subpart F, for Contractors that are individuals, as
defined at 34 CFR Part 85, Sections 85.605 and 85.610:

i Asa condition of the contract, the Contractor certifies that he or she will not
engage in the unlawful manufacture, distribution, dispensing, possession, or use
of a confrolled substance in conducting any activity with the Contract; and

.  If convicted of a criminal drug offense resulting from a violation occurring
during the conduct of any contract activity, the Contractor will report the
conviction, in writing, within ten (10) calendar days of the conviction, to:

Director, Grants Management Bureau, State Office Building Campus, Albany,
NY 12240. Notice shall include the identification number(s) of each
affected Contract,

HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT (HIPPA),
When applicable to the services provided pursuant to the Contract:

a. The Contractor, as a Business Associate of the County, shall comply with the Health Insurance
Portability and Accountability Act of 1996, hereinafter referred o as “HIPAA,” as well as all
regulations promulgated by the Federal Government in furtherance thereof, to assure the privacy
and security of all protected health information exchanged between the Contractor and the County.
In order to assure such privacy and security, the Confractor agrees to enact the following safeguards
for protected health information:




il.

i,

Establish policies and procedures, in written or electronic form, that are
reasonably designed, taking into consideration the size of, and the type of

activities undertaken by, the Contractor, to comply with the Standards
for Privacy of Individual Identifiable Health Informatjon, commonly referred
to as the Privacy Rule;

Utilize a combination of electronic hardware and-computer software in order to
securely store, maintain, transmit, and access, protected health information
electronically; and

Utilize an adequate amount of physical hardware, including but not limited to,
locking filing cabinets, locks on drawers, other cabinets and office doors, in
order to prevent unwarranted and illegal access to computers and paper files
that contain protected health information of the County’s clients.

b, This agreement does not anthorize the Contractor to use or further disclose the protected health
information that the Contractor handles in treating patients of the County in any manner that would
violate the requirements of 45 CFR § 164.504(e), if that same use or disclosure were done by the
County, except that:

i

i,

The Contractor may.use and disclose protected health information for the
- - Contractor’s own proper management and administration; and

The Contractor may provide data aggregation services relating to the health care
operations of the County.

" ¢.  The Contractor shall:

i

iit,

v,

V.

vi.

Not use or further disclose protected health information other than as permitted
or required by this contract or as required by law; '

Use appropriate safeguards to prevent the use or disclosure of protected health
information other than as provided for in this Contract;

‘Report to the County any use or disclosure of the information not provided for
by this Contract of which the Contractor becomes aware;

Ensure that any agents, including a subcontractor, to whom the Contractor
provides protected health information received from, or created or received by
the Contractor on behalf of the County, agrees to the same restrictions and
conditions that apply to the Contractor with respect to such  protected
health information;

Make available protected health information in accordance with 45 CFR
§164.524,

Make available protected health information for amendment and incorporate
any amendments to protected health information in accordance with 45 CFR
§164.528;




vil.  Make available the information required to provide an accounting of disclosures
in accordance with 45 CFR § 164.528;

viii.  Make its internal practices, books, and records relating to the use and disclosure
of protected health information received from, or created or received by, the
Contractor on behalf of the County available to the Secretary of Health and
Human Services for purposes of determining the County’s compliance with 45
CFR § 164.504(e)(2)(ii); and

ix. At the termination of this Contract, if feasible, return or destroy all protected
health information received from, or created or received by, the Contractor on
behalf of the County that the Contractor still maintains, in any form, and retain
no copies of such information; or, if such return or destruction is not feasible,
extend the protections of this Contract permanently to such information and
limit further uses and disclosures to those purposes that make the return or
destruction of the information infeasible.

d. The Contractor agrees that this contract may be amended if any of the following events occurs;

. HIPAA, or any of the regulations promulgated in furtherance thereof, is
modified by Congress or the Department of Health and Human Services;

ii.  HIPAA, or any of the regulations promulgated in furtherance thereof, is

interpreted by a court in a manner impacting the County’s HIPAA compliance;
or

iii, ~ There is a material change in the business practices and procedures of the
County. '

e. Pursuant to 45 CFR § 164.504(e)(2)(iii), the County is authorized to unilaterally terminate this
Contract if the County determines that the Contractor has violated a material term of this Contract.

5. NON-ASSIGNMENT CLAUSE.,

In accordance with Section 109 of the General Municipal Law, this Contract may not be assigned by the Contractor
or its right, title or interest therein assigned, transferred, conveyed, sublet or otherwise disposed of without the
County’s previous written consent, and any attempts to do so are null and void. The Contractor may, however, assign
its right to receive payments without the County’s prior written consent unless this Contract concerns Certificates of
Participation pursuant to Section 109-b of the General Municipal Law,

6. WORKER’S COMPENSATION BENEFITS.

In accordance with Section 108 of the General Municipal Law, this Contract shall be void and of no force and effect
unless the Contractor shall provide and maintain coverage during the life of this Contract for the benefit of such
employees as are required to be covered by the provisions of the Workers’ Compensation Law,

7. NON-DISCRIMINATION REQUIREMENTS,




To the extent required by Article 15 of the Executive Law (also known as the Human Rights Law) and all other state
and federal statutory and constitutional non-discrimination provisions, the Contractor will not discriminate against
any employee or applicant for employment because of race, creed, color, sex, national origin, sexual orientation, age,
disability, genetic predisposition or carrier status, or marital status, Furthermore, in accordance with Section 220-¢ of
the Labor Law, if this is a Contract for the construction, alteration or repair of any public building or public work or
for the manufacture, sale or distribution of materials, equipment or supplies, and to the extent that this Contract shall
be performed within the State of New York, the Contractor agrees that neither it nor its subcontractors shall, by reason
of race, creed, color, disability, sex, or national origin: (a) discriminate in hiring against any New York State citizen
who is qualified and available to perform the work; or (b) discriminate against or intimidate any employes hired for
the performance of work under this Contract. If this is a building service contract as defined in Section 230 of the
Labor Law, then, in accordance with Section 239 of the Labor Law, the Contractor agrees that neither it nor its
subcontractors shall by reason of race, creed, color, national origin, age, sex or disability: (a) discriminate in hiring
against any New York State citizen who is qualified and available to perform the work; or (b) discriminate against or
intimidate any employee hired for the performance of work under this Contract. The Contractor is subject to fines of
$50.00 per person per day for any violation of Section 220-¢ or Section 239 as well as possible termination of this
Contract and forfeiture of all monies due hereunder for a second or subsequent violation.

8. WAGE AND HOURS PROVISIONS.

If this is a public work contract covered by Article 8 of the Labor Law or a building service contract covered by Article
9 of the Labor Law, neither the Contractor’s employees nor the employees of its subcontractors may be fequired or
permitted to work more than the number of hours or days stated in said Articles, except as otherwise provided in the
Labor Law and as-set forth in prevailing wage and supplement schedules issued by the State Labor Department,
Furthermore, the Contractor and its subcontractors must pay at least the prevailing wage rate and pay or provide the
prevailing supplements, including the premium rates for overtime pay, as determined by the State Labor Department
in accordance with the Labor Law. Additionally, effective April 28, 2008, if this is a public work contract covered by
Article 8 of the Labor Law, the Contractor understands and agrees that the filing of payrolls in a manner consistent
with Subdivision 3-a of Section 220 of the Labor Law shall be a condition pfccedent to payment by the County of any
County-approved sums due and owing for work done upon the project. '

S. NON-COLLUSIVE BIDDING CERTIFICATION.

In accordance with Section 103-d of the General Municipal Law, ifthis Contract is awarded based upon the submission
of bids, the Contractor certifies and affirms, under penalty of perjury, as to its own organization, under penalty of
petjury, that to the best of its knowledge and belief:

(1) the prices in this bid have been arrived at independently without collusion, consultation, communication, or
agreement, for the purpose of restricting competition, as to any matter relating to such prices with any other bidder or
with any competitor; and (2) unless otherwise required by law, the prices which have been quoted in this bid have not
been knowingly disclosed by the bidder and will not knowingly be disclosed by the bidder prior to opening, directly
or indirectly, to any other bidder or to any competitor; and (3) no attempt-has been made or will be made by the bidder
to induce any other person, partnership or corporation to submit or not to submit a bid for the purpose of restricting
competition. The Contractor further affirms that, at the time the Contractor submitted its bid, an authorized and
responsible person executed and delivered to the County a non-collusive bidding certification on the Contractor’s
behalf,

10. RECORDS.

The Contractor shall establish and maintain complete and accurate books, records, documents, accounts and other
evidence directly pertaining to performance under this Contract (hereinafter, collectively, “the Records™). The




Records shall include, but not be limited to, reports, statements, examinations, letters, memoranda, opinions, folders,
files, books, manuals, pamphlets, forms, papers, designs, drawings, maps, photos, Jetters, microfilms, computer tapes
or discs, electronic files, e-mails (and all attachments thereto), rules, regulations and codes. The Records must be kept
for the balance of the calendar year in which they were made and for six (6) additional years thereafter. The County
Comptroller, the County Attorney and any other person or entity authorized to conduct an audit or examination, as
well as the agency or agencies involved in this Contract, shall have access to the Records during normal business
hours at an office of the Contractor within the County or, if no such office is available, at a mutually agreeable and
reasonable venue within the County, for the term specified above, for the purposes of inspection, auditing and copying.
The County shall take reasonable steps to protect from public disclosure any of the Records which are exempt from
disclosure under Section 87 of the Public Officers Law (the “Statute”), provided that: (a) the Contractor shall timely
inform an appropriate County official, in writing, that said records should not be disclosed; (b) said records shall be
sufficiently identified; and (c) in the sole discretion of the County, designation of said records as exempt under the
Statute is reasonable. Nothing contained herein shall diminish, or in any way adversely affect, the County’s right to
discovery in any pending or future litigation. Notwithstanding any other language, the Records may be subject to
disclosure under the New York Freedom of Information Law, for other applicable state or federal law, rule or
regulation.

11. IDENTIFYING INFORMATION AND PRIVACY NOTIFICATION.

a. Identification Number(s). Every invoice or claim for payment submitted to a County agency by a
payee, for payment for the sale of goods or service or for transactions (e.g., leases, easements,
licenses, etc.) related to real or personal property must include the payee’s identification number,
This number includes any or all of the following: (i) the payee’s Federal employer identification
number, (ii) the payee’s Federal social security number, and/or (iii) the payee’s Vendor
Identification Number assigned by the Statewide Financial System, Where the payee does not have
sach number or numbers, the payee, on its invoice or claim for payment, must state with specificity
the reason or l'easons'why the payee does not have such number or numbers,

b. Privacy Notification. (i) The authority to request the above personal information from a seller of
goods or services or a lessor of real or personal property, and the authority to maintain such
information, s found in Section 5 of the State Tax Law. Disclosure of this information by the seller
or lessor to the County is mandatory. The principle purpose for which the information is collected
is to enable the State to identify individuals, businesses and others who have been delinquent in
filing tax retutns or may have understated their liabilities and to generally identify persons affected
by the taxes administered by the New York State Commissioner of Taxation and Finance. The
information will be used for tax administration purposes and for any other purpose authotized by
law. (i) The personal information is requested by the County’s purchasing unit contracting to
purchase goods or services or lease the real or personal property covered by this Contract.

12. CONFLICTING TERMS.

In the event of a conflict between the terms of the Contract (including any and all attachments thereto and amendments
thereof) and the terms of this Addendum, the terms of this Addendum shall control.

13. GOVERNING LAW.

This Contract shall be governed by the laws of the State of New York except where the Federal Supremacy Clause
requires otherwise.




14. PROHIBITION ON PURCHASE OF TROPICAL HARDWOODS,

The Contractor certifies and warrants that all wood products to be used under this Contract award will be acquired in
accordance with, but not limited to, the specifications and provisions of Section 165 of the State Finance Law (Use of
Tropical Hardwoods), which prohibits purchase and use of tropical hardwoods, unless specifically exempted by the
State or any governmental agency or political subdivision or public benefit corporation. Qualification for an
exemption under this faw will be the sole responsibility of the Contractor to establish to meet with the approval of the
County.

In addition, when any portion of this Contract involving the use of woods, whether for supply or installation, is to be
performed by any subcontractor, the prime Contractor will indicate and certify in the submitted bid proposal that the
subcontractor has been informed and is in compliance with specifications and provisions regarding use of tropical
hardwoods as detailed in Section 165 of the State Finance Law. Any such use must meet with approval of the County;
otherwise, the bid may not be considered responsive. Under bidder certifications, proof of qualification for exemption
will be the sole responsibility of the Contractor to establish to meet with the approval of the County.

15. COMPLIANCE WITH NEW YORK STATE INFORMATION SECURITY BREACH AND
NOTIFICATION ACT.

The Contractor shall comply with the f)rovisions of the New York State Information Security Breach and Notification
Act (General Business Law Section 899-aa).

16. - GRATUITIES AND KICKBACKS.

a.  Gratuities. It shall be unethical for any person to offer, give, or agree to give any County employee
or former County empJoyee, or for any County employee or former County employee to solicit,
demand, accept, or agrée to accept from another person, a gratuity or an offer of employment in
connection with any decision, approval, disapproval, recommendation, or preparation of any part of
a program requirement or a purchase request; influencing the content of any specification or
procurement standard; rendering of advice, investigation, auditing, or in any other ad visory capacity
in any proceeding or application; request for ruling, determination, claim, or controversy, or other
particular matter, pertaining to any program requirement or a contract or subcontract, or to any
solicitation or proposal therefor,

b.  Kickbacks, It shall be unethical for any payment, gratuity, or offer of employment to be made by or
on behalf of a subcontractor under a contract to the prime Contractor or higher tier subcontractor or
any person associated therewith, as an inducement for the award of a subcontract or order.

17. AUDIT

The County, the State of New York, and the United States shall have the right at any time during the term of this
agreement and for the period limited by the applicable statute of limitations to audit the payment of monies hereunder,
The Contractor shall comply with any demands made by the County to provide information with respect to the
payment of monies made hereunder during the period covered by this paragraph. The Contractor shall maintain its
books and records in accordance with generally accepted accounting principles or such other method of account which
is approved in writing by the County prior to the date of this agreement. The revenues and expenditures of the
Contractor in connection with this agreement shall be separately identifiable. Each expenditure or claim for payment
shall be fully documented. Expenditures or claims for payment which are not fully documented may be disallowed.




The Contractor agrees to provide to, or permit the County to examine or obtain copies of, any documents relating to
the payment of money to the Contractor or expenditures made by the Contractor for which reimbursement is requested
to be made or has been made to the Contractor by the County. The Contractor shall maintain all records required by
this paragraph for 7 years after the date this agreement is terminated or ends.

If the Contractor has expended, in any fiscal year, $300,000.00 or more in funds provided by a federal financial
assistance program from a federal agency pursuant to this agresment and all other contracts.with the County, the
Contractor shall provide the County with an audit prepared by an independent auditor in accordance with the Single
Audit Act 0f 1984, 31 U.S.C. §§ 7501, et seq., as amended, and the regulations adopted pursuant to such Act.

18. CERTIFICATION OF COMPLIANCE WITH THE IRAN DIVESTMENT ACT.

Pursuant to Section 103-g of the General Municipal Law, by submitting a bid in response to this solicitation or by
assuming the responsibility of a Contract awarded hereunder, each bidder or Contractor, or any person signing on
behalf of any bidder or Contractor, and any assignee or subcontractor and, in the case of a joint bid, each party thereto,
certifies, under penalty of perjury, that once the Prohibited Entities List is posted on the Office of General Services
(hereinafter “OGS”) website, that to the best of its knowledge and belief, that each bidder or Contractor and any
subcontractor or assignee is not identified on the Prohibited Entities List created pursuant to State Finance Law § 165-

a(3)(®).

Additionally, the bidder or Contractor is advised that once the Prohibited Entities List is posted on the OGS website,
any bidder or Contractor seeking to renew or extend a Contract or assume the responsibility of a Contract awarded in
response to this solicitation must certify at the time the Contract is renewed, extended or assigned that it is not included
on the Prohibited Entities List.

During the term of the Contract, should the County receive information that a bidder or Contractor is in violation of
the above-referenced certification, the County will offer the person or entity an opportunity to respond. If the person
or entity fails to demonstrate that he, she or it has ceased engagement in the investment which is in violation of the
Iran Divestment Act of 2012 within ninety (90) days after the determination of such violation, then the County shall
take such action as may be appropriate, including, but not limited to, imposing sanctions, seeking compliance,
recovering damages or declaring the bidder or Contractor in default.

The County reserves the right to reject any bid or request for assignment for a bidder or Contractor that appears on the
Prohibited Entities List prior to the award of a Contract and to pursue a responsibility review with respect to any bidder

or Contractor that is awarded a Contract and subsequently appears on the Prohibited Entities List.

19. PROHIBITION ON TOBACCO AND E-CIGARETTE USE ON COUNTY PROPERTY

Pursuant to Local Law No. 3 0£2016, the use of tobacco and e-cigarettes are prohibited on Oneida County property,
as follows:

a. For the purposes of this provision, the “use of tobacco” shall include:

I The burning of a lighted cigarette, pipe, cigar or other lighted instrument
for the purpose of smoking tobacco or a tobacco substitute;

ii.  The use of tobacco and/or a substance containing tobacco or a tobacco
substitute by means other than smoking, including: chewing; holding in the
mouth; or expectoration of chewing tobacco.




b. For the purposes of this provision, “e-cigarette” shall mean an electronic device composed of a
mouthpiece, heating element, battery and electronic circuit that delivers vapor which is inhaled by
an individual user as he or she simulates smoking.

¢.  For the purposes of this provision, “on Oneida County property” shall be defined as:
i Upon all real property owned or leased by the County of Oneida; and
ii. ~ Within all County of Oneida-owned vehicles or within private vehicles when
being used for a County of Oneida purpose, except that a driver may smoke in

a privately-owned vehicle being used for a County of Oneida Purpose if the
driver is the sole occupant of the vehicle.

d. Each violation of this Local Law No. 3 of 2016 shall constitute a separate and distinct offense and

may be punishable by a fine of up to $200.00 for a first offense and up to $1,000.00 for subsequent
offenses.

20. COMPLIANCE WITH NEWYORK STATE LABOR LAW §201-G

The Contractor shall comply with the provisions of New York State Labor Law §201-g,
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ONEIDA COUNTY
DEPARTMENT OF EMERGENCY SERVICES ANTHONY J. PICENTE, JR.

County Executive
FIRE COORDINATOR
911 CENTER
STOP DWI PROGRAM EDWARD STEVENS
Director
120 Base Road + Oriskany, New York 13424
Phone: 315-765-2526 + Fax: 315-765-2529
January 10, 2022 FN 20 L\\ } . L: L C;(

The Honorable Anthony J. Picente Jr.
Oneida County Executive

800 Park Avenue WAV & o o
Utica, New York 13501 TS & MEANS

Dear County Executive Picente,

This contract is awarded to Oneida County under the New York State 2020 Statewide Interoperable
Communications Grant Program (2020 SICG-Formula). Funding for this grant is provided by the
United States Department of Homeland Security and Emergency Services.

The amount of this grant to Oneida County is $781,082.00. The grant covers the period from January 1,
2021 — December 31, 2023 (36 months) with the possibility of an extension.

The purpose of the Statewide Interoperable Communications Grant Program is to allow the State support
to aid County, local and municipal public safety organizations in enhancing emergency response,
improving capability, improvements in governance structures, operating procedures, infrastructure
development and addressing SAFECOM Guidance from the US Department of Homeland Security
Office of Emergency Communications (OEC).

I respectfully request that you submit this contract to the Board of Legislators for approval and when
approved, please have it electronically signed. If you have any questions, please contact me.
Siacerely, /&L// T —
jopo I L

/)1' A v o / ' R
7/ 4 e Y e f )

Edward T. Stevens ‘// P \
“ Director < Iy

mle Reviewed and Approved for submittal to the

da County Board oM egislator by

AnthdnyJ. Picente, Jr. [/
Zounty Executive

Date / — 2 7 - <2e)




Oneida Co. Department: Emergency Services Competing Proposal

Only Respondent
Sole Source RFP .
Other X
ONEIDA COUNTY BOARD
OF LEGISLATORS

Name of Proposing Organization: New York State Division of Homeland Security
and Emergency Services
1220 Washington Avenue
Bldg. 7A Suite 710
Albany, NY 12242

Title of Activity or Services: Homeland Security Grant — Statewide Interoperable
Communications Grant (2020 SICG-Formula

Proposed Dates of Operations: 01/01/2021 — 12/31/2023

Client Population/Number to be Served: Oneida County

Summary Statements
1). Narrative Description of Proposed Services: To aid county, local, and municipal
public safety organizations. This grant will continue to support the expansion of the
digital trunked public safety radio system.

2). Program/Service Objectives and Outcomes: To enhance emergency response by
improving capability, operating procedures, and infrastructure development.

3). Program Design and Staffing Level: N/A
Total Funding Requested: $781,082.00 Account #H634
Oneida County Dept. Funding Recommendation: $781,082.00
Proposed Funding Source (Federal $ /State $ / County $): State Funds
Cost Per Client Served: N/A
Past performance Served: N/A
0.C. Department Staff Comments: Yearly grant application. Please note electronic signature is

required. This funding will be used for P25 Interoperable Communications Equipment, and will pay for
the annual lease agreement for Motorola.
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Award Contract

STATE AGENCY

New York State Division of Homeland Security and
Emergency Services

1220 Washington Avenue
Building 7A Suite 710
Albany, NY 12242

NYS COMPTROLLER'S NUMBER: C197851
(Contract Number)

ORIGINATING AGENCY CODE; 01077

GRANTEE/CONTRACTOR: (Name & Address)
Oneida County

800 Park Avenue

Utica, NY 13501

TYPE OF PROGRAMS: S12020
CFDA NUMBER:
DHSES NUMBERS: WM20197851

FEDERAL TAX IDENTIFICATION NO: 15-8000460
MUNICIPALITY NO: (if applicable) 3060100000 000
SFS VENDER NO: 1000002595

DUN & BRADSTREET NQ: 075814186

INITIAL CONTRACT PERIOD:
FROM 01/01/2021 TO 12/31/2023
FUNDING AMOUNT FOR INITIAL PERIOD: $781,082.00

STATUS:
Contractor Is not a sectarian entry.
Contractor is not a not-for-profit organization.

MULTI-YEAR TERM: (if applicable)

CHARITIES REGISTRATION NUMBER:

[Lna |
(Enter number of Exempt)

if "Exempt" is entered above, reason for examption.

n/a

Contractor has has not timely
filed with the Attorney General's Charitles
Bureau all required periodic or annual written
reports.

APPENDIX ATTACHED AND PART OF THIS AGREEMENT

___APPENDIX A Standard Clauses required by the Attorney Genaeral for all State contracts
_X_APPENDIX A1 Agency-specific Clauses
_X_APPENDIXB Budget

_X_APPENDIXC Paymant and Reporting Schedule
_X_APPENDIXD Program Workplan and Special Conditions

__APPENDIXX Modification Agreement Farm (to accarmpany modified appendices
for changes In terms or considerations on an existing period or for renewal periads)

__DHSES-55 Budget Amendment/Grant Extension Request

___ Other - Certificatlon Regarding Debarment, Suspensian, Ineligibility
and Voluntary Exclusion

IN WITNESS THEREOF, the parties hereto have electronically executed or approved this AGREEMENT an the dates of their signatures.

NYS Division of Homeland Security and Emergency Services

BY: , Date:

State Agency Certification: “In addition to the acceptance of this contract, | also certify that original coples of this signature page will be attached to

all other exact copies of this contract”.
GRANTEE:

BY: Hon. Anthony J. Picente jr., County Executive

ATTORNEY GENERAL'S SIGNATURE

Title:

Date:

COMPTROLLER'S SIGNATURE

Title:
Date:

https:f/igrants.dhses.ny.gov/INYOHS_GMS/Project/ReportContractAward.jsp
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Award Contract Statewide Interoperable Communications Grant
Project No. Grantee Name
S120-1049-E00 Oneida County 1112/2021
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Award Contract Statewide Interoperable Communications Grant

Project No. Grantee Name
5120-1049-E00 Oneida County 11/12/2021

NEW YORK STATE
DIVISION OF HOMELAND SECURITY AND EMERGENCY SERVICES
GRANT CONTRACT

APPENDIX A-1

The Contract is hereby made by and between the State of New York, acting by and through the New York State Division of
Homeland Security and Emergency Services (DHSES or State Agency) and the public or private entity (‘Contractor' or
'Subrecipient') Identified on the face page hereof (Face Page).

WITNESSETH:

WHEREAS, the State has the authority to regulate and provide funding for the establishment and operation of program
services, design or the execution and performance of construction projects, as applicable and desires to contract with skilled
parties possessing the necessary resources to provide such services or work, as applicable; and

WHEREAS, the Contractor is ready, willing and able to provide such program services or the execution and performance of
construction projects and possesses or can make available all necessary qualified personnel, licenses, facilities and
expertise to perform or have performed the services or work, as applicable, required pursuant to the terms of the Contract;

NOW THEREFORE, in consideration of the promises, responsibilities, and covenants herein, the State and the Contractor
agree as follows:

STANDARD TERMS AND CONDITIONS
I. GENERAL TERMS AND CONDITIONS

A. Executory Clause: In accordance with Section 41 of the State Finance Law, the State shall have no liability under the
Contract to the Contractor, or to anyone else, beyond funds appropriated and available for the Contract.

B. Required Approvals: In accordance with Section 112 of the State Finance Law (ar, if the Contract is with the State
University of New York (SUNY) or City University of New York (CUNY), Section 355 or Section 6218 of the Education Law),
if the Contract exceeds $50,000 (or $85,000 for contracts let by the Office of General Services, or the minimum thresholds
agreed to by the Office of the State Comptroller (OSC) for certain SUNY and CUNY contracts), or if this Is an amendment for
any amount to a contract which, as so amended, exceeds said statutory amount including, but not limited to, changes in
amount, consideration, scope or contract term identified on the Face Page (Contract Term), it shall not be valid, effective or
binding upon the State until it has been approved by, and filed with, the New York Attorney General Contract Approval Unit
(AG) and OSC. If, by the Contract, the State agrees to give something other than money when the value or reasonably
estimated value of such consideration exceeds $10,000, it shall not be valid, effective or binding upon the State until it has
been approved by, and filed with, the AG and OSC.

Budget Changes: An amendment that would result in a transfer of funds among program activities or budget categories that
does not affect the amount, consideration, scope or other terms of such contract may be subject to the approval of the
Offices of the State Comptroller and Attorney General where the amount of such modification is, as a portion of the total
value of the contract, equal to or greater than ten percent for contracts of less than five million dollars, or five percent for
contracts of more than five million dollars; and, in addition, such amendment may be subject to prior approval by the
applicable State Agency as detailed in Appendix C (Payment and Reporting Schedule).

C. Contract Parts: This Contract incorporates the face pages attached, this Appendix and all of the marked Appendices
identified on the face page hereof.

D. Order of Precedence: In the event of a conflict among (i) the terms of the Contract (including any and all Appendices and
amendments) or (i) between the terms of the Contract and the original request for proposal, the program application or other

Appendix that was completed and executed by the Contractor in connection with the Contract, the order of precedence is as
follows: :

1. Appendix A-1’
2. Modifications to the Face Page
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3. Madifications to Appendices B, C and D

4. The Face Page

5. Appendices B, C and D

6. Other attachments, including, but not limited to, the request for proposal or program application

E. Governing Law: This Contract shall be governed by the laws of the State of New York except where the Federal
Supremacy Clause requires otherwise.

F. Funding: Funding for the entire Contract Period shall not exceed the funding amount specifled as 'Funding Amount for the
Initial Period' on the Face Page hereof or as subsequently revised to reflect an approved renewal or cost amendment.
Funding for the initial and subsequent periods of the Contract shall not exceed the applicable amounts specified in the
applicable Appendix B form (Budget).

G. Contract Period: The period of this Contract shall be as specified on the face page hereof.

H. Contract Performance: The Contractor shall perform all services or work, as applicable, and comply with all provisions of
the Contract to the satisfaction of the State. The Contractor shall provide services or work, as applicable, and meet the
program objectives summarized in Appendix D (Work Plan and Special Conditions) in accordance with the provisions of the
Contract, relevant laws, rules and regulations, administrative, program and fiscal guidelines, and where applicable, operating
certificate for facilities or licenses for an activity or program. For federally-funded grants, DHSES will conduct an evaluation
to determine risks posted by Contractors in managing federal awards. Consistent with 2 CFR §200.332, the results of the
evaluation may result in the imposition speciai conditions to this Contract including but not limited to increased monitaring,
suspension of reimbursements and cancellation of the Contract.

1. Modifications: To modify the Contract, the parties shall revise or complete the appropriate appendix form(s). Any change in
the amount of consideration to be paid, change in scope, or change in the term, is subject to the approval of the NYS Office
of the State Comptroller. Any other modifications shall be processed in accordance with DHSES guidelines as stated in this
Contract.

J. Severability: Any provision of the Contract that is held to be invalid, illegal or unenforceable in any respect by a court of
competent jurisdiction, shall be ineffective only to the extent of such invalidity, illegality or unenforceability, without affecting
in any way the remaining provisions hereof; provided, however, that the parties to the Contract shall attempt in good faith to
reform the Contract in a manner consistent with the intent of any such ineffective provision for the purpose of carrying out
such intent. If any provision is held void, invalid or unenforceable with respect to particular circumstances, it shall
nevertheless remain in full force and effect in all other circumstances.

K. Interpretation: The headings in the Contract are inserted for convenience and reference only and do not modify or restrict
any of the provisions herein. All personal pronouns used herein shall be considered to be gender neutral. The Contract has
been made under the laws of the State of New York, and the venue for resolving any disputes hereunder shall be in a court
of competent jurisdiction of the State of New York.

L. Notice:

1. All notices, except for notices of termination, shall be in writing and shall be transmitted either:

a. by certified or registered United States mail, return receipt requested,

b. by facsimile transmission;

¢. by personal delivery;

d. by expedited delivery service; or

e. by e-mail.

2. Notices to the State shall be addressed to the Program Office.

3. Notices to the Contractor shall be addressed to the Contractor's designee.

4. Any such notice shall be deemed to have been given sither at the time of personal delivery or, in the case of expedited
delivery services or certified or registered United States mail, as of the date of first attempted delivery at the address and in
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the manner provided herein, or in the case of facsimile transmission or e-mail, upon receipt.

5. The parties may, from time to time, specify any new or different e-mail address, facsimile number or address in the United
States as their address for purpose of receiving notice under the Contract by giving fifteen (15) calendar days prior written
notice to the other party sent in accordance herewith. The parties agree to mutually designate individuals as their respective
representatives for the purposes of receiving notices under the Master Contract. Additional individuals may be designated in
writing by the parties for purposes of implementation, administration, billing and resolving issues and/or disputes.

M. Service of Process: In addition to the methods of service allowed by the State Civil Practice Law & Rules (CPLR),
Contractor hereby consents to service of process upon it by registered or certified mail, return receipt requested. Service
hereunder shall be complete upon Contractor's actual recelipt of process or upon the State's receipt of the return thereof by
the United States Postal Service as refused or undeliverable. Contractor must promptly notify the State, in writing, of each
and every change of address to which service of process can be made. Service by the State to the last known address shall
be sufficient. The Contractor shail have thirty (30) calendar days after service hereunder is complete in which to respond.

N. Set-Off Rights: The State shall have all of its common law, equitable, and statutory rights of set-off. These rights shall
include, but not be limited to, the State's option to withhold, for the purposes of set-off, any moneys due to the Contractor
under the Contract up to any amounts due and owing to the State with regard to the Contract, any other contract with any
State department or agency, Including any contract for a term commencing prior to the term of the Contract, plus any
amounts due and owing to the State for any other reason including, without limitation, tax delinquencies, fee delinquencies,
or monetary penalties relative thereto. The State shall exercise its set-off rights in accordance with normal State practices
including, in cases of setoff pursuant to an audit, the finalization of such audit by DHSES, its reprasentatives, or OSC.

0. Indemnification: The Contractor shall be solely responsible and answerable in damages for any and all accidents and/or

injuries to persons (including death) or property arising out of or related to the services to be rendered by the Contractor or

its subcontractors pursuant to this Contract. The Contractor shall indemnify and hold harmless the State and its officers and
employees from claims, suits, actions, damages and cost of every nature arising out of the provision of services pursuant to
the Contract.

P. Non-Assignment Clause: In accordance with Section 138 of the State Finance Law, the Contract may not be assigned by
the Contractor or its right, title or interest therein assigned, transferred, conveyed, sublst, or otherwise disposed of without
the State's previous written consent, and attempts to do so shall be considered to be null and void. Notwithstanding the
foregoing, such prior written consent of an assignment of a contract, let pursuant to Article X! of the State Finance Law, may
be waived at the discretion of DHSES and with the concurrence of OSC, where the original contract was subject to OSC's
approval, where the assignment is due to a reorganization, merger, or consolidation of the Contractor's business entity or
enterprise. The State retains its right to approve an assignment and to require that the merged contractor demonstrate its
responsibility to do business with the State. The Contractor may, however, assign its right to receive payments without the
State's prior written consent unless the Contract concerns Certificates of Participation pursuant to Article 5-A of the State
Finance Law.

Q. Legal Action: No litigation or regulatory action shall be brought against the federal government, the State of New York,
DHSES or against any county or other local government entity with the funds provided under the Contract. The term
litigation' shall include commencing or threatening to commence a lawsuit, joining or threatening to join as a party to
ongoing litigation, or requesting any relief from any of the federal government, the State of New York, DHSES or any county
or other local government entity. The term 'regulatory action' shall include commencing or threatening to commence a
regulatory proceeding, or requesting any regulatory relief from any of the State of New York, the State Agency, or any
county, or other local government entity.

R. No Arbitration: Disputes involving the Contract, including the breach or alleged breach thereof, may not be submitted to
binding arbitration (except where statutorily authorized), but must, instead, be heard in a court of competent jurisdiction of
the State of New York. :

S. Secular Purpase: Services performed pursuant to the Contract are secular in nature and shall be performed in a manner
that does not discriminate on the basis of religious belief, or promote or discourage adherence to religion in general or
particular religious beliefs.

T. Partisan Political Activity and Lobbying: Funds provided pursuant to the Contract shall not be used for any partisan
political activity, or for activities that attempt to influence legislation or election or defeat of any candidate for public office.

U. Reciprocity and Sanctions Provisions: The Contractor is hereby notified that if its principal place of business is located in
a country, nation, province, state, or palitical subdivision that penalizes New York State vendors, and if the goods or services
it offers shall be substantially produced or performed outside New York State, the Omnibus Procurement Act 1994 and 2000
amendments (Chapter 684 and Chapter 383, respectively) require that it be denied contracts which it would otherwise

obtain.2
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V. Reporting Fraud and Abuse: Contractor acknowledges that it has reviewed information on how to prevent, detect, and
report fraud, waste and abuse of public funds, including information about the federal Faise Claims Act, the New York State
False Claims Act and whistleblower protections.

W. Non-Collusive Bidding: By submission of this bid, the Contractor and each person signing on behaif of the Contractor
certifies, and in the case of a joint bid each party thereto certifies as to its own organization, under penalty of perjury, that to
the best of his or her knowledge and belief that its bid was arrived at independently and without collusion aimed at restricting
competition. The Contractor further affirms that, at the time the Contractor submitted its bid, an authorized and responsible
person executed and delivered to the State a non-collusive binding certification on the Contractor's behalf.

X. Federally Funded Grants: All of the specific federal requirements that are applicable to the Contract are identified in
Section V (FEDERALLY FUNDED GRANT REQUIREMENTS) of this Appendix. To the extent that the Contract is funded in
whole or part with federal funds, (i) the provisions of the Contract that conflict with federal rules, federal regulations, or
federal program specific requirements shall not apply and (ii) the Contractor agrees to comply with all applicable federal
rules, regulations and program specific requirements including, but not limited to, those provisions that are set forth in
Section V (FEDERALLY FUNDED GRANT REQUIREMENTS) of this Appendix. To the extent that section V (FEDERALLY
FUNDED GRANT REQUIREMENTS) conflict with any other provisions of the Contract, the federal requirements of Section
V shall supersede all other provisions of the Contract where required.

Y. The Contractor must meet the program objectives summarized in the Program Work Plan and Special Conditions
(Appendix D) to the satisfaction of DHSES in accordance with provisions of the Contract, relevant laws, rules and
regulations, administrative and fiscal guidelines and, where applicable, operating certificates for facilities or license for an
activity or program.

Il. TERM, TERMINATION AND SUSPENSION
A. Term: The term of the Contract shall be as specified on the Face Page, unless terminated sooner as provided herein.
B. Renewal:

1. General Renewal: The Contract may consist of successive periods on the same terms and conditions, as specified within
the Contract (a 'Simplified Renewal Contract'). Each additional or superseding period shall be on the forms specified by the
State and shall be incorporated in the Contract.

2. Renewal Notice to Not-for-Profit Contractors:

a. Pursuant to State Finance Law §179+, if the Contract is with a not-for-profit Contractor and provides for a renewal option,
the State shall notify the Contractor of the State's intent to renew or not to renew the Contract no later than ninety (90)
calendar days prior to the end of the term of the Contract, unless funding for the renewal is contingent upon enactment of an
appropriation. If funding for the renewal is contingent upon enactment of an appropriation, the State shail notify the
Contractor of the State's intent to renew or not to renew the Contract the later of: (1) ninety (90) calendar days prior to the
end of the term of the Contract, and (2) thirty (30) calendar days after the necessary appropriation becomes law.
Notwithstanding the foregoing, in the event that the State is unable to comply with the time frames set forth in this paragraph
due to unusual circumstances beyond the control of the State ('Unusual Circumstances'), no payment of interest shall be
due to the not-for-profit Contractor. For purposes of State Finance Law §179-t, 'Unusual Circumstances' shall not mean the
failure by the State to (i) plan for implementation of a program, (ii) assign sufficient staff resources to implement a program,
(iii) establish a schedule for the implementation of a program or (iv) anticipate any other reasonably foreseeable
circumstance.

b. Notification to the not-for-profit Contractor of the State's intent to not renew the Contract must be in writing in the form of a
letter, with the reason(s) for the non-renewal included. If the State does not provide notice to the not-for-profit Contractor of
its intent not to renew the Contract as required in this Section and State Finance Law §179-t, the Contract shall be deemed
continued until the date the State provides the necessary natice to the Contractor, in accordance with State Finance Law
§179-t. Expenses incurred by the not-for-profit Contractor during such extension shall be reimbursable under the terms of
the Contract.

C. Termination:
1. Grounds:

a. Mutual Consent: The Contract may be terminated at any time upon mutual written consent of the State and the
Contractor.

b. Cause: The State may terminate the Contract immediately, upon written notice of termination to the Contractor, if the
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Contractor fails to comply with any of the terms and conditions of the Contract and/or with any laws, rules, regulations,
policies, or procedures that are applicable to the Contract.

c. Non-Responsibility: In accordance with the provisions of this Contract, the State may make a final determination that the
Contractor is non-responsible (Determination of Non-Responsibility). In such event, the State may terminate the Contract at
the Contractor's expense, complete the contractual requirements in any manner the State deems advisable and pursue
available legal or equitable remedies for breach.

d. Convenience: The State may terminate the Contract in its sole discretion upon thirty (30') calendar days prior written
notice.

e. Lack of Funds: If for any reason the State or the Federal government terminates or reduces Its appropriation to the
applicable State Agency entering into the Contract or fails to pay the full amount of the allocation for the operation of one or
more programs funded under this Contract, the Contract may be terminated or reduced at DHSES's discretion, provided that
no such reduction or termination shall apply to allowable costs already incurred by the Contractor where funds are available
to DHSES for payment of such costs. Upon termination or reduction of the Contract, all remaining funds paid to the
Contractor that are not subject to allowable costs already incurred by the Contractor shall be returned to DHSES. In any
event, no liability shall be incurred by the State (including DHSES) beyond monies available for the purposes of the
Contract. The Contractar acknowledges that any funds due to DHSES or the State of New York because of disallowed
expenditures after audit shall be the Contractor's responsibility. :

f. Force Majeure: The State may terminate or suspend its performance under the Contract immediately upon the occurrence
of a 'force majeure’. For purposes of the Contract, 'Force majeure’ shall include, but not be limited to, natural disasters, war,
rebellion, insurrection, riot, strikes, lockout and any unforeseen circumstances and acts beyond the control of the State
which render the performance of its obligations impossible.

2. Notice of Termination:

a. Service of notice: Written notice of termination shall be sent by:

i. personal messenger service; or

ii. certified mail, return receipt requested and first class mail.

b. Effective date of termination: The effective date of the termination shall be the later of (i) the date indicated in the notice
and (i) the date the notice is received by the Contractor, and shall be established as follows:

i, if the notice is delivered by hand, the date of receipt shall be established by the receipt given to the Contractor or by
affidavit of the individual making such hand delivery attesting to the date of delivery; or

ii. if the notice Is delivered by registered or certified mail, by the receipt returned from the United States Postal Service, or if.
no receipt is returned, five (5) business days from the date of mailing of the first class letter, postage prepaid, in a depository
under the care and control of the United States Postal Service.

3. Effect of Notice and Termination on State's Payment Obligations:

a. Upon receipt of notice of termination, the Contractor agrees to cancel, prior to the effective date of any prospective
termination, as many outstanding obligations as possible, and agrees not to incur any new obligations after receipt of the
notice without approval by the State.

b. The State shall be responsible for payment on claims for services or work provided and costs incurred pursuant to the
terms of the Contract. In no event shall the State be liable for expenses and obligations arising from the requirements of the
Contract after Its termination date.

4. Effect of Termination Based on Misuse ar Conversion of State or Federal Property:

Where the Contract is terminated for cause based on Contractor's failure to use some or all of the real property or equipment
purchased pursuant to the Contract for the purposes set forth herein, the State may, at its option, require:

a. the repayment to the State of any monies previously paid to the Contractor; or
b. the return of any real property or equipment purchased under the terms of the Contract; or

¢. an appropriate combination of clauses (a) and (b) of Section 11(C)(4) herein.
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Nothing herein shall be intended to limit the State's ability to pursue such other legal or equitable remedies as may be
available.

D. Suspension: The State may, in Its discretion, order the Contractor to suspend performance for a reasonable period of
time. In the event of such suspension, the Contractor shall be given a formal written notice outlining the particulars of such
suspension. Upon issuance of such notice, the Contractor shall comply with the particulars of the notice. The State shall
have no obligation to reimburse Contractor's expenses during such suspension period. Activities may resume at such time
as the State issues a formal written notice authorizing a resumption of performance under the Contract.

1. PAYMENT AND REPORTING
A. Terms and Conditions:

1. In full consideration of contract services to be performed, DHSES agrees to pay and the Contractor agrees to accept a
sum not to exceed the amount noted on the Face Page.

2. The State has no obligation to make payment until all required approvals, including the approval of the AG and OSG, if
required, have been obtained. Contractor obligations or expenditures that precede the start date of the Contract shall not be
reimbursed.

3. The Contractor must provide complete and accurate billing invoices to the State in order to receive payment. Provided,
however, the State may, at its discretion, automatically generate a voucher in accordance with an approved contract
payment schedule. Billing invoices submitted to the State must contain all information and supporting documentation
required by Appendix C (Payment and Reporting Schedule) and Section I1i(C) herein. The State may require the Contractor
to submit billing invoices electronically.

4, Payment for invoices submitted by the Contractor shall only be rendered electronically unless payment by paper check is
expressly authorized by the head of DHSES, in the sole discretion of the head of such State Agency, due to extenuating
circumstances. Such electronic payment shall be made in accordance with OSC's procedures and practices to authorize
electronic payments. Authorization for electronic payment must be made through the Statewide Financial System's (SFS)
Vendor Portal: https://esupplier.sfs.ny.gov/psp/fscm/SUPPLIER/?cmd=login. For assistance to access the SFS Vendor
Portal, please contact the SFS Help Desk at 518-457-7717 or 855-233-8363 or email HelpDesk@sfs.ny.gov. Contractor
acknowledges that It will not receive payment on any vouchers submitted under this Contract if it does not comply with the
State Comptroller's electronic payment procedures, except where the Director has expressly authorized payment by paper
check as set forth above.

5. If travel expenses are an approved expenditure under this Contract, travel expenses shall be reimbursed at the lesser of
the rates set forth in the written standard travel policy of the Contractor, the OSGC guidelines, or United States General
Services Administration rates. No out-of-state travel costs shall be permitted unless specifically detailed and pre-approved
by the State.

6. Timeliness of advance payments or other claims for reimbursement, and any interest to be paid to Contractor for late
payment, shall be governed by Article 11-A of the State Finance Law to the extent required by law.

7. Atticle 11-B of the State Finance Law sets forth certain time frames for the Full Execution of contracts or renewal
contracts with not-for-profit organizations and the implementation of any program plan associated with such contract. For
purposes of this section, 'Full Execution' shall mean that the contract has been signed by all parties thereto and has
obtained the approval of the AG and OSC. Any interest to be paid on a missed payment to the Contractor based on a delay
in the Full Execution of the Master Contract shall be governed by Article 11-B of the State Finance Law. '

B. Advance Payment and Recoupment:

1. Advance payments, which the State in its sole discretion may make to not-for-profit grant recipients, shall be made and
recouped in accordance with State Finance Law Section 179(u), this Section and the provisions of Appendix C (Payment
and Reporting Schedule).

2. Advance payments made by the State to not-for-profit grant recipients shall be due no later than thirty (30) calendar days,
excluding legal holidays, after the first day of the Contract Term or, if renewed, in the period identified on the Face Page.

3. For subsequent contract years in multi-year contracts, Contractor will be notified of the scheduled advance payments for
the upcoming contract year no later than 90 days prior to the commencement of the contract year. For simplified renewals,
the payment schedule (Appendix C) will be madified as part of the renewal process.

4. Recoupment of any advance payment(s) shall be recovered by crediting the percentage of subsequent claims listed in
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Appendix C (Payment and Reporting Schedule) and Section III(C) herein and such claims shall be reduced until the
advance is fully recovered within the Contract Term. Any unexpended advance balance at the end of the Contract Term shall
be refunded by the Contractor to the State.

5. If for any reason the amount of any claim is not sufficient to cover the proportionate advance amount to be recovered,
then subsequent claims may be reduced until the advance is fully recovered.

C. Claims for Reimbursement;

1. The Contractor shall submit claims for the reimbursement of expenses incurred on behalf of the State under the Contract
in accordance with this Section and the applicable claiming schedule in Appendix C (Payment and Reporting Schedule).

Vouchers submitted for payment shall be deemed to be a certification that the payments requested are for project
expenditures made in accordance with the items as contained in the applicable Appendix B form (Budget) and during the
Contract Term. When submitting a voucher, such voucher shall also be deemed to certify that: (i) the payments requested do
not duplicate reimbursement from other sources of funding; and (ii) the funds provided herein do not replace funds that, in
the absence of this grant, would have been made available by the Contractor for this program. Requirement (i) does not
apply to grants funded pursuant to a Community Projects Fund appropriation.

2. Consistent with the selected reimbursement claiming schedule in Appendix C (Payment and Reporting Schedule), the
Contractor shall comply with the appropriate following provisions:

a. Quarterly Reimbursement: The Contractor shall be entitled to receive payments for work, projects, and services rendered
as detailed and described in Appendix D (Work Plan and Special Conditions). The Contractor shall submit to DHSES
quarterly voucher claims and supporting documentation. The Contractor shall submit vouchers to DHSES in accordance
with the procedures set forth in Section IlI{A)(3) herein.

b. Monthly Reimbursement: The Contractor shall be entitled to receive payments for work, projects, and services rendered
as detailed and described in Appendix D (Work Plan and Special Conditions). The Contractor shall submit to DHSES
monthly voucher claims and supporting documentation. The Contractor shall submit vouchers to DHSES In accordance with
the procedures set farth in Section IlI(A)(3) herein.

c. Biannual Reimbursement: The Contractor shall be entitled to receive payments for work, projects, and services rendered
as detailed and described in Appendix D (Work Plan and Special Conditions). The Contractor shall submit to DHSES
biannually voucher claims and supporting documentation. The Contractor shall submit vouchers to DHSES in accordance
with the procedures set forth in Section llI(A)(3) herein.

d. Milestone/Performance Reimbursement:® Requests for payment based upon an event or milestone may be either
severable or cumulative. A severable event/milestone Is independent of accomplishment of any other event. If the event is
cumulative, the successful completion of an event or milestone is dependent on the previous completion of another event.
Milestone payments shall be made to the Contractor when requested in a form approved by the State, and at frequencies
and in amounts stated in Appendix C (Payment and Reporting Schedule). DHSES shall make milestone payments subject to
the Contractor's satisfactory performance.

e. Fee for Service Reimbursement;* Payment shall be limited to only those fees specifically agreed upon In the Contract and
shall be payable no more fraquently than monthly upon submission of a voucher by the contractor.

f. Rate Based Reimbursement:3 Payment shall be limited to rate(s) established in the Contract. Payment may be requested
no more frequently than monthly.

g. Scheduled Reimbursement:® DHSES shall generate vouchers at the frequencies and amounts as set forth In Appendix
C(Payment and Reporting Schedule).

h. Interim Reimbursement: DHSES may generate vouchers on an interim basis and the amounts requested by the Contract
as set forth in Attachment C (Payment and Reporting Schedule).

i. Fifth Quarter Payments:” Fifth quarter payment shall be paid to the Contractor at the conclusion of the final scheduled
payment period of the preceding contract period. DHSES shall use a written directive for fifth quarter financing. DHSES shall
generate a voucher In the fourth quarter of the current contract year to pay the scheduled payment for the next contract year.

3. The Contractor shall also submit supporting fiscal documentation for the expenses claimed.

4. The State reserves the right to withhold up to fifteen percent (15%) of the total amount of the Contract as security for the
faithful completion of services or work, as applicable, under the Contract. This amaunt may be withheld in whole or in part
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from any single payment or combination of payments otherwise due under the Cantract. In the event that such withheld
funds are insufficient to satisfy Contractor's obligations to the State, the State may pursue all available remedies, including
the right of setoff and recoupment.

5. The State shall not be liable for payments on the Contract if it is made pursuant to a Community Projects Fund
appropriation if insufficient monles aré available pursuant to Section 99-d of the State Finance Law.

6. All vouchers submitted by the Contractor pursuant to the Contract shall be submitted to DHSES no later than thirty (30)
calendar days after the end date of the period for which reimbursement is claimed. In no event shall the amount received by
the Contractor exceed the budget amount approved by DHSES, and, if actual expenditures by the Contractor are less than
such sum, the amount payable by DHSES to the Contractor shall not exceed the amount of actual expenditures.

7. All obligations must be incurred prior to the end date of the contract. Notwithstanding the provisions of Section 11I(C)(6)
above, with respect to the final period for which reimbursement is claimed, so long as the obligations were incurred prior to
the end date of the contract, the Cantractor shall have up to thirty (30) calendar days after the contract end date to make
expenditures.

D. Identifying Information and Privacy Notification:

1. Every voucher or New York State Claim for Payment submitted to a State Agency by the Contractor, for payment for the
sale of goods or services or for transactions (e.g., leases, easements, licenses, etc.) related to real or personal property,
must include the Contractor's Vendor Identification Number assigned by the Statewide Financial System, and any or all of
the following identification numbers: (i) the Contractor's Federal employer identification number, (i) the Contractor's Federal
social security number, and/or (i) DUNS number. Failure to include such identification number or numbers may delay
payment by the State to the Contractor. Where the Contractor does not have such number or numbers, the Contractor, on its
voucher or Claim for Payment, must provide the reason or reasans for why the Contractor does not have such number or
numbers.

2. The authority to request the above personal information from a seller of goods or services or a lessor of real or personal
property, and the authority to maintain such information, is found in Section 5 of the State Tax Law. Disclosure of this
information by the seller or lessor to the State is mandatory. The principle purpose for which the information is collected is to
enable the State to identify individuals, businesses and others who have been delinquent in filing tax returns or may have
understated their tax liabilities and to generally identify persons affected by the taxes administered by the Commissioner of
Taxation and Finance. The infarmation will be used for tax administration purposes and for any other purpose authorized by
law. The personal information is requested by the purchasing unit of DHSES contracting to purchase the goods or services
or lease the real or personal property covered by the Contract. This Information is maintained in the Statewide Financial
System by the Vendor Management Unit within the Bureau of State Expenditures, Office of the State Comptroller, 110 State
Street, Albany, New York, 122386.

E. Refunds:

1. In the event that the Contractor must make a refund to the State for Contract-related activities, including repayment of an
advance or an audit disallowance, payment must be made payable as set forth in this Appendix. The Contractor must

reference the contract number with its payment and include a brief explanation of why the refund is being made. Refund i
payments must be submitted to the Office address listed in Appendix C.

2. If at the end or termination of the Contract, there remains any unexpended balance of the monies advanced under the
Contract in the possession of the Contractor, the Contractor shall make payment within forty-five (45) calendar days of the
end or termination of the Contract. In the event that the Contractor fails to refund such balance the State may pursue all
available remedies.

F. Outstanding Amounts Owed to the State: Prior period overpayments (including, but not limited to, contract advances in
excess of actual expenditures) and/or audit recoveries associated with the Contractor may be recouped against future
payments made under this Contract to Contractor. The recoupment generally begins with the first payment made to the
Contractor following identification of the overpayment and/or audit recovery amount. In the event that there are no payments
to apply recoveries against, the Contractor shall make payment as provided in Section llI(E) (Refunds) herein.

G. Program and Fiscal Reporting Requirements:

1. The Contractor shall submit required periodic reports in accordance with the applicable schedule provided in Appendix C
(Payment and Reporting Schedule). All required reports or other work products developed pursuant to the Contract must be
completed as provided by the agreed upon work schedule in a manner satisfactory and acceptable to DHSES in order for
the Contractor to be eligible for payment.

2. Consistent with the selected reporting options in Appendix C (Payment and Reporting Schedule), the Contractor shall
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comply with the following applicable provisions:

a. If the Expenditure Based Reports option is indicated in Appendix C (Payment and Reporting Schedule), the Contractor
shall provide DHSES with one or more of the following reports as required by the following provisions and Appendix C
(Payment and Reporting Schedule) as applicable:

i. Narrative/Qualitative Report: The Contractor shall submit, on a quarterly basis, not later than the time period listed in
Appendix C (Payment and Reporting Schedule), a report, in narrative form, summarizing the services rendered during the
quarter. This report shall detail how the Contractor has progressed toward attaining the qualitative goals enumerated in
Appendix D (Work Plan and Special Conditions). This repott should address all goals and objectives of the project and
include a discussion of problems encountered and steps taken to solve them.

ii. Statistical/Quantitative Report: The Contractor shall submit, on a quarterly basis, not later than the time period listed in
Appendix C (Payment and Reporting Schedule), a detailed report analyzing the quantitative aspects of the program plan, as
appropriate (e.g., number of meals served, clients transported, patient/client encounters, procedures performed, training
sessions conducted, etc.).

iii. Expenditure Report: The Contractor shall submit, on a quarterly basis, not later than the time period listed in Appendix C
(Payment and Reporting Schedule), a detailed expenditure report, by object of expense. This report shall accompany the
voucher submitted for such period.

iv. Final Report: The Contractor shall submit a final report as required by the Contract, not later than the time period listed in
Appendix C (Payment and Reporting Schedule) which reports on all aspects of the program and detailing how the use of
funds were utilized in achieving the goals set forth in Appendix D (Work Plan and Special Conditions).

v. Consolidated Fiscal Report (CFR): The Contractor shall submit a CFR, which includes a year-end cost report and final
claim not later than the time period listed in Appendix C (Payment and Reporting Schedule).

b. If the Performance-Based Repotrts option is indicated in Appendix C (Payment and Reporting Schedule), the Contractor
shall provide DHSES with the following reports as required by the following provisions and Appendix C (Payment and
Reporting Schedule) as applicable:

i. Progress Report: The Contractor shall provide DHSES with a written progress report using the forms and formats as
provided by DHSES, summarizing the work performed during the period. These reports shall detail the Contractor's progress
toward attaining the specific goals enumerated in Appendix D (Work Plan and Special Conditions). Progress reports shall be
submitted in a format prescribed in the Contract.

ii. Final Progress Report: Final scheduled payment is due during the time period set forth in Appendix C (Payment and
Reporting Schedule). The deadline for submission of the final report shall be the date set forth in Appendix C (Payment and
Reporting Schedule). DHSES shall complete Its audit and notify the Contractor of the results no later than the date set forth
in Appendix C (Payment and Reporting Schedule). Payment shall be adjusted by DHSES to reflect only those
services/expenditures that were made in accordance with the Contract. The Contractor shall submit a detailed
comprehansive final progress report not later than the date set forth in Appendix C (Payment and Reporting Schedule),
summarizing the work performed during the entire Contract Term (i.e., a cumulative report), in the forms and formats
required.

3. In addition to the periadic reports stated above, the Contractor may be required (a) to submit such other reports as are
required in Table 1 of Appendix C (Payment and Reporting Schedule), and (b) prior to receipt of final payment under the
Contract, to submit one or more final reports in accordance with the form, content, and schedule stated in Table 1 of
Appendix C (Payment and Reporting Schedule).

H. Notification of Significant Occurrences:

1. If any specific event or conjunction of circumstances threatens the successful completion of this project, in whole or in
part, including where relevant, timely completion of milestones or other program requirements, the Contractor agrees to
submit to DHSES within three (3) calendar days of becoming aware of the occurrence or of such problem, a written
description thereof together with a recommended solution thereto.

2. The Contractor shall immediately notify in writing the program manager assigned to the Contract of any unusual incident,
occurrence, or event that involves the staff, volunteers, directors or officers of the Contractor, any subcontractor or program
participant funded through the Contract, including but not limited to the following: death or serious injury; an arrest or
possible criminal activity that could impact the successful completion of this project; any destruction of property; significant
damage to the physical plant of the Contractor; or other matters of a similarly serious nature.
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IV. ADDITIONAL CONTRACTOR OBLIGATIONS, REPRESENTATIONS AND WARRANTIES

A. Contractor as an Independent Contractor/Emplayees:

1. The State and the Contractor agree that the Contractor is an independent contractor and not an employee of the State
and may neither hold itself out nor claim to be an officer, employee, or subdivision of the State nor make any claim, demand,
or application to or for any right based upon any different status. The Contractor shall be solely responsible for the
recruitment, hiring, provision of employment benefits, payment of salaries and management of its project personnel. These
functions shall be carried out in accordance with the provisions of the Contract, and all applicable Federal and State laws
and regulations.

2. The Contractor warrants that it, its staff, and any and all subcontractors have all the necessary licenses, approvals, and
certifications currently required by the laws of any applicable local, state, or Federal government to perform the services or
work, as applicable, pursuant to the Contract and/or any subcontract entered into under the Contract. The Contractor further
agrees that such required licenses, approvals, and certificates shall be kept in full force and effect during the term of the
Contract, or any extension thereof, and to secure any new licenses, approvals, or certificates within the required time frames
and/or to require its staff and subcontractors to obtain the requisite licenses, approvals, or certificates. In the event the
Contractor, its staff, and/or subcontractors are notified of a denial or revocation of any license, approval, or certification to
perform the services or work, as applicable, under the Contract, Contractor shall immediately notify the State.

B. Subcontractors:

1. If the Contractor enters into subcontracts for the performance of work pursuant to the Contract, the Contractor shall take
full responsibility for the acts and omissions of its subcontractors. Nothing in the subcontract shall impair the rights of the
State under the Contract. No contractual relationship shall be deemed to exist between the subcontractor and the State.

2. If requested by the State, the Contractor agrees not to enter into any subcontracts, or revisions to subcontracts, that are in
excess of $100,000 for the performance of the obligations contained herein until it has received the prior written permission
of the State, which shall have the right to review and approve each and every subcontract in excess of $100,000 prior to
giving written parmission to the Contractor to enter into the subcontract. All agreements between the Contractor and
subcontractars shall be by written contract, signed by individuals authorized to bind the parties. All such subcontracts shall
contain provisions for specifying (1) that the work performed by the subcontractor must be in accordance with the terms of
the Contract, (2) that nothing contained in the subcontract shall impair the rights of the State under the Contract, and (3) that
nothing contained in the subcontract, nor under the Contract, shall be deemed to create any contractual relationship
between the subcontractor and the State. In addition, subcontracts shall contain any other provisions which are required to
be included in subcontracts pursuant to the terms herein.

3. If requested by the State, prior to executing a subcontract, the Contractor agrees to require the subcontractor to provide to
the State the information the State needs to determine whether a proposed subcontractor Is a responsible vendor.

4. If requested by the State, when a subcontract equals or exceeds $100,000, the subcontractor must submit a Vendor
Responsibility Questionnaire (Questionnaire).

5. If requested by the State, when a subcontract is executed, the Contractor must provide detailed subcontract information
(a copy of subcontract will suffice) to the State within fifteen (15) calendar days after execution. The State may request from
the Contractor copies of subcontracts between a subcontractor and its subcontractor.

8. The Contractor shall require any and all subcontractors to submit to the Contractor all financial claims for Services or work
to DHSES, as applicable, rendered and required supporting documentation and reports as necessary to permit Contractor to
meet claim deadlines and documentation requirements as established in Appendix C (Payment and Reporting Schedule)
and Section Ill. Subcontractors shall be paid by the Contractor on a timely basis after submitting the required reports and
vouchers for reimbursement of services or work, as applicable. Subcontractors shall be informed by the Contractor of the
possibility of non-payment or rejection by the Contractor of claims that do not contain the required information, and/or are
not received by the Contractor by said due date.

C. Use of Material, Equipment, or Personnel:

1. The Contractor shall not use materials, equipment, or personnel paid for under the Contract for any activity other than
those provided for under the Contract, except with the State's prior written permission.

2. Any interest accrued on funds paid to the Contractor by the State shall be deemed to be the property of the State and
shall either be credited to the State at the close-out of the Contract or, upon the written permission of the State, shall be
expended on additional services or work, as applicable, provided for under the Contract.
D. Property:
https:/grants.dhses.ny.gov/INYOHS_GMS/Project/ReportContractAward.jsp 13/38




1112421, 5:05 PM Award Contract

1. Property is real property, equipment, or tangible personal property having a useful life of more than one year and an
acquisition cost of $1,000 or more per unit.

a. If an item of Property required by the Contractor is available as surplus to the State, the State at its sole discretion, may
arrange to provide such Property to the Contractor in lieu of the purchase of such Property.

b. If the State consents in writing, the Contractor may retain possession of Property owned by the State, as provided herein,
after the termination of the Contract to use for similar purposes. Otherwise, the Contractor shall return such Property to the
State at the Contractor's cost and expense upon the expiration of the Contract.

c. In addition, the Contractor agrees to permit the State to inspect the Property and to monitor its use at reasonable intervals
during the Contractor's regular business hours.

d. The Contractor shall be responsible for maintaining and repairing Property purchased or procured under the Contract at
its own cost and expense. The Contractor shall procure and maintain insurance at its own cost and expense in an amount
satisfactory to DHSES naming DHSES as an additional insured, covering the loss, theft or destruction of such equipment.

e. A rental charge to the Contract for a piece of Property owned by the Contractor shall not be allowed.

f. The State has the right to review and approve in writing any new contract for the purchase of or lease for rental of Property
(Purchase/Lease Contract) operated in connection with the provision of the services or work, as applicable, as specified in
the Contract, if applicable, and any madifications, amendments, or extensions of an existing lease or purchase prior to its
execution. If, in its discretion, the State disapproves of any Purchase/Lease Contract, then the State shall not be obligated to
make any payments for such Property.

g. No member, officer, director or employee of the Contractor shall retain or acquire any interest, direct or indirect, in any
Property, paid for with funds under the Contract, nor retain any interest, direct or indirect, in such, without full and complete
prior disclosure of such interest and the date of acquisition thereof, in writing to the Contractor and the State.

2. For non-Federally-funded contracts, unless otherwise provided herein, the State shall have the following rights to Property
purchased with funds provided under the Contract:

a. For cost-reimbursable contracts, all right, title and interest in such Property shall belong to the State.
b. For performance-based contracts, all right, title and interest in such Property shall belong to the Contractor.

3. For Federally funded contracts, title to Property whose requisition cost is barne in whole or in part by monies provided
under the Contract shall be governed by the terms and conditions of Section V (FEDERALLY FUNDED GRANT
REQUIREMENTS) contained herein.

4, Upon written direction by the State, the Contractor shall maintain an inventory of all Property that is owned by the State as
provided herein.

5. The Contractor shall execute any documents which the State may reasonably require to effectuate the provisions of this
section.

E. Records and Audits:
1. General:

a. The Contractor shall establish and maintain, in paper or electronic format, complete and accurate books, records,
documents, receipts, accounts, and other evidence directly pertinent to its performance under the Contract (collectively,
Records).

b. The Contractor agrees to produce and retain for the balance of the term of the Contract, and for a period of six years from
the later of the date of (i) the Contract and (ii) the most recent renewal of the Contract, any and all Records necessary to
substantiate upon audit, the proper depasit and expenditure of funds received under the Contract. Such Records may
include, but not be limited to, original books of entry (e.g., cash disbursements and cash receipts journal), and the following
specific records (as applicable) to substantiate the types of expenditures noted:

i. personal service expenditures: cancelled checks and the related bank statements, time and attendance records, payroll
journals, cash and check disbursement records including copies of money orders and the like, vouchers and invoices,
records of contract labor, any and all records listing payroll and the money value of non-cash advantages provided to
employees, time cards, work schedules and logs, employee personal history folders, detailed and general ledgers, sales
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records, miscellaneous reports and returns (tax and otherwise), and cost allocation plans, if applicable.

ii. payroll taxes and fringe benefits: cancelled checks, copies of related bank statements, cash and check disbursement
records including copies of money orders and the like, invoices for fringe benefit expenses, miscellaneous reports and
returns (tax and otherwise), and cost allocation plans, if applicable.

iil. non-personal services expenditures: original invoices/receipts, cancelled checks and related bank statements, consultant
agreements, leases, cost allocation plans, and bid and procurement documentation, such as quotes, proposals and
selection records, if applicable.

iv. receipt and deposit of advance and reimbursements: itemized bank stamped deposit slips, and a copy of the related bank
statements.

c. The OSC, AG and any other person or entity authorized to conduct an examination, as well as DHSES or State Agencies
involved in the Contract that provided funding, shall have access to the Records during the hours of 9:00 a.m. until 5:00
p.m., Monday through Friday (excluding State recognized holidays), at an office of the Contractor within the State of New
York or, if no such office is available, at a mutually agreeable and reasonable venue within the State, for the term specified
above for the purposes of inspection, auditing and copying.

d. The State shall protect from public disclosure any of the Records which are exempt from disclosure under Section 87 of
the Public Officers Law provided that: (i) the Contractor shall timely inform an appropriate State official, in writing, that said
records should not be disclosed; and (i) said records shall be sufficiently identified; and (jii) designation of said records, as
exempt under Section 87 of the Public Officers Law, is reasonable.

e. Nothing contained herein shall diminish, or in any way adversely affect, the State's rights in connection with its audit and
investigatory authority or the State's rights in qonnection with discovery in any pending or future litigation.

2. Cost Allocation:

a. For non-performance based contracts, the proper allocation of the Cantractor's costs must be made according to a cost
allocation plan that meets the requirements of 2 CFR Part 200. Methods used to determine and assign costs shall conform
to generaily accepted accounting practices and shall be consistent with the method(s) used by the Contractor to determine
costs for other operations or programs. Such accounting standards and practices shall be subject to approval of the State.

b. For performance based milestone contracts, or for the portion of the contract amount paid on a performance basis, the
Contractor shall maintain documentation demonstrating that milestones were attained.

3. Federal Funds: For records and audit provisions governing Federal funds, please see Section V (FEDERALLY FUNDED
GRANT REQUIREMENTS) of this Appendix A-1.

F. Confidentiality: The Contractor agrees that it shall use and maintain information relating to individuals who may receive
services, and their families pursuant to the Contract, or any other information, data or records deemed confidential by the
State (Confidential Information) only for the limited purposes of the Contract and In conformity with applicable provisions of
State and Federal law. The Contractor (i) has an affirmative obligation to safeguard any such Confidential Information from
unnecessary or Unauthorized disclosure and (i) must comply with the provisions of the New York State Information Security
Breach and Notification Act {(General Business Law Section 899-aa; State Technology Law Section 208).

G. Publicity:

1. Publicity includes, but is not limited to: news conferences; news releases; public announcements; advertising; brochures;
reports; discussions or presentations at conferences or meetings; and/or the inclusion of State materials, the State's name
or other such references to the State in any document or forum. Publicity regarding this project may not be released without
prior written approval from the State.

2. Any publications, presentations or announcements of conferences, meetings or trainings which are funded in whole or in
part through any activity supported under the Contract may not be published, presented or announced without prior approval
of the State. Any such publication, presentation or announcement shall:

a. Acknowledge the support of the State of New York and, if funded with Federal funds, the applicable Federal funding
agency; and

b. State that the opinions, results, findings and/or interpretations of data contained therein are the responsibility of the

Contractor and do not necessarily represent the opinions, interpretations or policy of the State or if funded with Federal
funds, the applicable Federal funding agency.
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3. Notwithstanding the above, (i) if the Contractor is an educational research institution, the Contractor may, for scholarly or
academic purposes, use, present, discuss, report or publish any material, data or analyses, other than Confidential
Information, that derives from activity under the Master Contract and the Contractor agrees to use best efforts to provide
copies of any manuscripts arising from Contractor's performance under this Master Contract, or if requested by the State,
the Contractor shall provide the State with a thirty (30) day period in which to review each manuscript for compliance with
Confidential Information requirements; or (i) if the Cantractor is not an educational research institution, the Contractor may
submit for publication, scholarly or academic publications that derive from activity under the Master Contract (but are not
deliverable under the Master Contract), provided that the Contractor first submits such manuscripts to the State forty-five
(45) calendar days prior to submission for consideration by a publisher in order for the State to review the manuscript for
compliance with confidentiality requirements and restrictions and to make such other comments as the State deems
appropriate. All derivative publications shall follow the same acknowledgments and disclaimer as described in Section IV(G)
(2) (Publicity) hereof,

H. Web-Based Applications-Accessibility: Any web-based intranet and Internet information and applications development, or
programming delivered pursuant to the Contract or procurement shall comply with New York State Enterprise IT Policy NYS-
P08-005, Accessibility Web-Based Information and Applications, and New York State Enterprise IT Standard NYS-S08-005,
Accessibility of Web-Based Information Applications, as such policy or standard may be amended, madified or superseded,
which requires that State Agency web-based intranet and Internet information and applications are accessible to person with
disabilities. Web content must conform to New York State Enterprise IT Standards NYS-S08-005, as determined by quality
assurance testing. Such quality assurance testing shall be conducted by DHSES and the results of such testing must be
satisfactory to DHSES before web content shall be considered a qualified deliverable under the Contract or procurement.

I. Non-Discrimination Requirements: Pursuant to Article 15 of the Executive Law (also known as the Human Rights Law) and
all other State and Federal statutory and constitutional nondiscrimination provisions, the Contractor and sub-contractors will
not discriminate against any employee or applicant for employment because of race, creed (religion), color, sex (including
gender identity or expression), national origin, sexual orientation, military status, age, disability, predisposing genetic
characteristic, marital status or domestic violence victim status, and shall also follow the requirements of the Human Rights
Law with regard to non-discrimination on the basis of prior criminal conviction and prior arrest. Furthermore, in accordance
with Section 220-¢ of the Labor Law, if this is a contract for the construction, alteration or repair of any public building or
public work or for the manufacture, sale or distribution of materials, equipment or supplies, and to the extent that the
Contract shall be performed within the State of New York, the Contractor agrees that neither it nor its subcontractors shall,
by reason of race, creed, color, disability, sex, or national origin: (a) discriminate in hiring against any New York State citizen
who is qualified and available to perform the work; or (b) discriminate against or intimidate any employee hired for the
performance of work under the Contract. If this is a building service contract as defined in Section 230 of the Labor Law,
then, in accordance with Section 239 thereof, the Contractor agrees that neither it nor its subcontractors shall by reason of
race, creed, color, national origin, age, sex or disability: (a) discriminate in hiring against any New York State citizen who is
qualified and available to perform the work; or (b) discriminate against or intimidate any employee hired for the performance
of work under the Contract. The Cantractor shall be subject to fines of $50.00 per person per day for any violation of Section
220-e or Section 239 of the Labor Law.

J. Equal Opportunities for Minorities and Women; Minority and Women Owned Business Enterprises: In accordance with
Section 312 of the Executive Law and 5 NYCRR 143, if the Contract is: (i) a written agreement or purchase order
Instrument, providing for a total expenditure in excess of $25,000.00, whereby a contracting State Agency is committed to
expend or does expend funds in return for labor, services, supplies, equipment, materials or any combination of the
foregoing, to be performed for, or rendered or furnished to the contracting State Agency; or (ii) a written agreement in excess
of $100,000.00 whereby a contracting State Agency is committed to expend or does expend funds for the acquisition,
construction, demolition, replacement, major repair or renovation of real property and improvements thereon; or (iil) a written
agreement in excess of $100,000.00 whereby the owner of a State assisted housing project is committed to expend or does
expend funds for the acquisition, construction, demolition, replacement, major repair or renovation of real property and
improvements thereon for such project, then the Contractor certifies and affirms that (i) it is subject to Article 15-A of the
Executive Law which includes, but is not limited to, those provisions concerning the maximizing of opportunities for the
participation of minority and women-owned business enterprises and (ii) the following provisions shall apply and it is
Contractor's equal employment opportunity policy that:

1. The Contractor shall not discriminate against employees or applicants for employment because of race, creed, color,
national origin, sex, age, disability or marital status;

2. The Contractor shall make and document its conscientious and active efforts to employ and utilize minority group
members and women In Iits work force on State contracts;

3. The Contractor shall undertake or continue existing programs of affirmative action to ensure that minority group members
and women are afforded equal employment opportunities without discrimination. Affirmative action shall mean recruitment,
employment, job assignment, promotion, upgrading, demotion, transfer, layoff, or termination and rates of pay or other forms
of compensation;
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4. At the request of the State, the Contractor shall request each employment agency, labor union, or authorized
representative of workers with which it has a collective bargaining or other agreement or understanding, to furnish a written
statement that such employment agency, labor union or representative shall not discriminate on the basis of race, creed,
color, national origin sex, age, disability or marital status and that such union or representative shall affirmatively cooperate
in the implementation of the Contractor's obligations herein; and

5. The Contractor shall state, in all solicitations or advertisements for employees, that, in the performance of the State
contract, all qualified applicants shall be afforded equal employment opportunities without discrimination because of race,
creed, color, national origin, sex, age, disability or marital status.

6. The Contractor shall have institutional policies or practices that address harassment and discrimination of individuals on
the basis of their age, race, creed, color, national origin, sexual orientation, gender identity, military status, sex, marital
status, disability, or other protected basis.

The Contractor shall include the provisions of subclauses 1 — 6 of this Section (IV)(J), in every subcontract over $25,000.00
for the construction, demolition, replacement, major repair, renovation, planning or design of real property and improvements
thereon (Work) except where the Work is for the beneficial use of the Contractor. Section 312 of the Executive Law does not
apply to: (1) work, goods or services unrelated to the Contract; or (ii) employment outside New York State. The State shall
consider compliance by the Contractor or a subcontractor with the requirements of any Federal law concerning equal
employment opportunity which effectuates the purpose of this section. The State shall determine whether the imposition of
the requirements of the provisions hereof duplicate or conflict with any such Federal law and if such duplication or confiict
exists, the State shall waive the applicability of Section 312 of the Executive Law to the extent of such duplication or conflict.
The Contractor shall comply with all duly promulgated and lawful rules and regulations of the Department of Economic
Development's Division of Minority and Women's Business Development pertaining hereto.

K. Omnibus Procurement Act of 1992: It is the policy of New York State to maximize opportunities for the participation of
New York State business enterprises, including minority and women-owned business enterprises, as bidders, subcontractors
and suppliers on its procurement contracts.

1. If the total dollar amount of the Contract is greater than $1 million, the Omnibus Procurement Act of 1992 requires that by
signing the Contract, the Contractor certifies the following:

a. The Contractor has made reasonable efforts to encourage the participation of State business enterprises as suppliers and
subcontractors, including certified minority and women-owned business enterprises, on this project, and has retained the
documentation of these efforts to be provided upon request to the State;

b. The Contractor has complied with the Federal Equal Opportunity Act of 1972 (P.L. 92-261), as amended;

¢. The Contractor agrees to make reasonable efforts to provide notification to State residents of employment opportunities
on this project through listing any such positions with the Job Service Division of the New York State Department of Labor, or
providing such notification in such manner as is consistent with existing collective bargaining contracts or agreements. The
Contractor agrees to document these efforts and to provide said documentation to the State upon request; and

d. The Contractor acknowledges notice that the State may seek to obtain offset credits from foreign countries as a result of
the Contract and agrees to cooperate with the State in these efforts.

L. Workers' Compensation Benefits:

1. In accordance with Section 142 of the State Finance Law, the Contract shall be void and of no force and effect unless the
Contractor shall provide and maintain coverage during the life of the Contract for the benefit of such employees as are
required to be covered by the provisions of the Workers' Compensation Law.

2. If a Contractor believes they are exempt from the Workers Compensation insurance requirement they must apply for an
exemption.

M. Unemployment Insurance Compliance: The Contractor shall remain current in both its quarterly reporting and payment of
contributions or payments In lieu of contributions, as applicable, to the State Unemployment Insurance system as a condition
of maintaining this grant.

The Contractor hereby authorizes the State Department of Labor to disclose to DHSES staff only such information as is
necessary to determine the Contractor's compliance with the State Unemployment Insurance Law. This includes, but is not
limited to, the following:

1. any records of unemployment insurance (Ul) contributions, interest, and/or penalty payment arrears or reporting
delinquency;
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2. any debts owed for Ul contributions, interest, and/or penalties;
3. the history and resulits of any audit or investigation; and
4. coples of wage reporting information.

Such disclosures are protected under Section 537 of the State Labor Law, which makes it a misdemeanor for the recipient of
such information to use or disclose the information for any purpose other than the performing due diligence as a part of the
approval pracess for the Contract.

N. Vendor Responsibility:

1. If a Contractor is required to complete a Questionnaire, the Contractor covenants and represents that it has, to the best of
its knowledge, truthfully, accurately and thoroughly completed such Questionnaire. Although electronic filing is preferred, the
Contractor may obtain a paper form from the OSC prior to execution of the Contract. The Contractor further covenants and
represents that as of the date of execution of the Contract, there are no matetial events, omissions, changes or cotrections
to such document requiring an amendment to the Questionnaire.

2. The Contractor shall provide to the State updates to the Questionnaire if any material event(s) occurs requiring an
amendment or as new information material to such Questionnaire becomes available.

3. The Contractor shall, in addition, promptly report to the State the initiation of any investigation or audit by a governmental
entity with enforcement authority with respect to any alleged violation of Federal or state law by the Contractor, its
employees, its officers and/or directors in connection with matters involving, relating to or arising out of the Contractor's
business. Such report shall be made within five (5) business days following the Contractor becoming aware of such event,
investigation, or audit. Such report may be considered by the State in making a Determination of Vendor Non-Responsibility
pursuant to this section.

4, The State reserves the right, in its sole discretion, at any time during the term of the Contract:

a. to require updates or clarifications to the Questionnaire upon written request;

b. to inquire about information included in or required information omitted from the Questionnaire;

c. to require the Contractor to provide such information to the State within a reasonable timeframe; and

d. to require as a condition precedent to entering into the Contract that the Contractor agree to such additional conditions as
shall be necessary to satisfy the State that the Contractor is, and shall remain, a responsible vendor; and

e. to require the Contractor to present evidence of its continuing legal authority to do business in New York State, integrity,
experience, ability, prior performance, and organizational and financial capacity. By signing the Contract, the Contractor
agrees to comply with any such additional conditions that have been made a part of the Contract. ‘

5. The State, in its sole discretion, reserves the right to suspend any or all activities under the Contract, at any time, when it
discovers information that calls into question the responsibility of the Contractor. In the event of such suspension, the
Contractor shall be given written notice outlining the particulars of such suspension. Upon issuance of such notice, the
Contractor must comply with the terms of the suspension order. Contract activity may resume at such time as the State
issues a written notice authorizing a resumption of performance under the Contract.

6. The State, in its sole discretion, reserves the right to make a final Determination of Non-Responsibility at any time during
the term of the Contract based on:

a. any information provided in the Questionnaire and/or in any updates, clarifications or amendments thereof; or
b. the State's discovery of any material information which pertains to the Contractor's responsibility.

7. Prior to making a final Determination of Non-Responsibility, the State shall provide written notice to the Contractor that it
has made a preliminary determination of non- responsibility. The State shall detall the reason(s) for the preliminary
determination, and shall provide the Contractor with an opportunity to be heard.

O. Charities Registration: If applicable, the Contractor agrees to (i) obtain not-for-profit status, a Federal identification
number, and a charitable registration number (or a declaration of exemption) and to furnish DHSES with this information as
soon as it is available, (ii) be in compliance with the OAG charities registration requirements at the time of the awarding of
this Contract by the State and (jii) remain in compliance with the OAG charities registration requirements throughout the
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term of the Contract.

P. Consultant Disclosure Law:8 If this is a contract for consulting services, defined for purposes of this requirement to include
analysis, evaluation, research, training, data processing, computer programming, engineering, environmental, health, and
mental health services, accounting, auditing, paralegal, legal, or similar services, then in accordance with Section 163 (4-g)
of the State Finance L.aw (as amended by Chapter 10 of the Laws of 2006), the Contractor shall timely, accurately and
properly comply with the requirement to submit an annual employment report for the contract to the agency that awarded the
contract, the Department of Civil Service and the State Comptroller.

Q. Wage and Hours Provisions: If this is a public work contract covered by Article 8 of the Labor Law or a building service
contract covered by Article 9 thereof, neither Contractor's employees nor the employees of its subcontractors may be
required or permitted to work more than the number of hours or days stated in said statutes, except as otherwise provided in
the Labor Law and as set forth in prevailing wage and supplement schedules issued by the State Labor Department.
Furthermore, Contractor and its subcontractors must pay at least the prevailing wage rate and pay or provide the prevailing
supplements, including the premium rates for overtime pay, as determined by the State Labor Department in accordance
with the Labor Law. Additionally, effective April 28, 2008, if this is a public work contract covered by Article 8 of the Labor
Law, the Contractor understands and agrees that the filing of payrolls in a manner consistent with Subdivision 3-a of Section
220 of the Labor Law shall be condition precedent to payment by the State of any State approved sums due and owing for
work done upon the project.

R. Participation By Minority Group Members And Women With Respect To Grant Contracts: Requirements And Procedures
(state-funded grants only)

1. General Provislons

a. The Division of Homeland Security and Emergency Services (DHSES) is required to implement the provisions of New
York State Executive Law Article 15-A and 5 NYCRR Parts 142-144 (MWBE Regulations') for all State contracts as defined
therein, with a value (1) in excess of $25,000 for labor, services, equipment, materials, or any combination of the foregoing
or (2) in excess of $100,000 for real property renovations and construction.

b. The Contractor to the subject contract (the 'Contractor' and the 'Contract', respectively) agrees, in addition to any other
nondiscrimination provision of the Contract and at no additional cost to the DHSES, to fully comply and cooperate with the
DHSES in the implementation of New York State Executive Law Article 15-A. These requirements include equal employment
opportunities for minarity group members and women (‘EEQ') and contracting opportunities for certified minority and women-
owned business enterprises (MWBES'). Contractor's demonstration of 'good faith efforts' pursuant to 5 NYCRR §142.8 shall
be a part of these requirements. These provisions shall be deemed supplementary to, and not in lieu of, the
nondiscrimination provisions required by New York State Executive Law Article 15 (the 'Human Rights Law') or other
applicable federal, state or local laws.

c. Failure to comply with all of the requirements herein may result in a finding of non-responsiveness, non-responsibility
and/or a breach of contract, leading to the withholding of funds or such other actions, liquidated damages pursuant to
Section VI of this Appendix or enforcement proceedings as allowed by the Contract.

2. Contract Goals

a. For purposes of this contract, DHSES has established overall goals for Minority and Women-Owned Business Enterprises
('MWBE") participation which are specified in the contract work plan.

b. For purposes of providing meaningful participation by MWBESs on the Contract and achieving the Contract Goals
established In the contract work plan hereof, Contractor should reference the directory of New York State Certified MBWESs
found at the following internet address: https://ny.newnycontracts.com/FrontEnd/VendorSearchPubilic.asp. Additionally,
Contractor is encouraged to contact the Division of Minority and Woman Business Development (518) 292-5250; (212) 803-
2414; or (716) 846-8200) to discuss additional methods of maximizing participation by MWBEs on the Contract.

c. Where MWBE goals have been established herein, pursuant to 5 NYCRR §142.8, Contractor must document ‘good faith
efforts’ to provide meaningful participation by MWBESs as subcontractors or suppliers in the performance of the Contract. In
accordance with Section 316-a of Article 15-A and 5 NYCRR §142.13, the Contractor acknowledges that if Contractor is
found to have willfully and intentionally failed to comply with the MWBE participation goals set forth in the Contract, such a
finding constitutes a breach of contract and the Contractor shall be liable to the DHSES for liquidated or other appropriate
damages, as set forth herein.

3. Equal Employment Opportunity (EEO)

a. Contractor agrees to be bound by the provisions of Article 15-A and the MWBE Regulations promulgated by the Division
of Minority and Women's Business Development of the Department of Economic Development (the ‘Division"). If any of these
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terms or provisions conflict with applicable law or regulations, such laws and regulations shall supersede these
requirements.

b. Contractor shall comply with the following provisions of Article 15-A:

i, Contractor and Subcontractars shall undertake or continue existing EEQ programs to ensure that minority group members
and women are afforded equal employment opportunities without discrimination because of race, creed, color, national
origin, sex, age, disability or marital status. For these purposes, EEO shall apply in the areas of recruitment, employment,
job assignment, promotion, upgrading, demotion, transfer, layoff, or termination and rates of pay or other forms of
compensation.

ii. The Contractor shall maintain an EEQ policy statement and submit it to the DHSES if requested.

iii. If Contractor or Subcontractor does not have an existing EEQ policy statement, Section 4 below may be used to develop
one.

iv. The Contractor's EEQ policy statement shall include the following, or similar, language:

a) The Contractor will not discriminate against any employee or applicant for employment because of race, creed, color,
national origin, sex, age, disability or marital status, will undertake or continue existing EEO programs to ensure that minority
group members and women are afforded equal employment oppartunities without discrimination, and shall make and
document its conscientious and active efforts to employ and utilize minority group members and women in its work force.

b) The Contractor shall state in all solicitations or advertisements for employees that, in the performance of the contract, all
qualified applicants will be afforded equal employment apportunities without discrimination because of race, creed, color,
national origin, sex, age, disability or marital status.

c) The Contractor shall request each employment agency, labor union, or authorized representative of workers with which it
has a collective bargaining or other agreement or understanding, to furnish a written statement that such employment
agency, labor union, or representative will not discriminate on the basis of race, creed, color, national origin, sex age,
disability or marital status and that such union or representative will affirmatively cooperate in the implementation of the
Contractor's obligations herein.

d) The Contractor will include the provisions of Subdivisions (a) through (c) of this Subsection (iv) and Paragraph 'e' of this
Section 3, which provides for relevant provisions of the Human Rights Law, in every subcontract in such a manner that the
requirements of the subdivisions will be binding upon each subcontractor as to work in connection with the Contract.

c. Staffing Plan

To ensure compliance with this Section, the Contractor shall submit a staffing plan to document the composition of the
proposed workforce to be utilized in the performance of the Contract by the specified categories listed, including ethnic
background, gender, and Federal occupational categories. Contractors shall complete the Local Assistance MWBE Equal
Employment Oppoartunity Staffing Plan form and submit it as part of their bid or proposal or within a reasonable time, but no
later than the time of award of the contract, :

d. Workforce Employment Utilization Report

i. Once a contract has been awarded and during the term of Contract, Contractor is responsible for updating and providing
notice to the DHSES of any changes to the previously submitted Local Assistance MWBE Equal Employment Opportunity
Staffing Plan. This information is to be submitted annually or as otherwise required by the DHSES during the term of the
contract, for the purpose of reporting the actual workforce utilized in the performance of the contract by the specified
categories listed including ethnic background, gender, and Federal occupational categories. The l.ocal Assistance MWBE
Workforce Employment Utilization Report form must be used to report this information.

ii. Separate forms shall be completed by Contractor and any Subcontractor performing work on the Contract.

iii. In limited instances, Contractor may not be able to separate out the workforce utilized in the performance of the Contract
from Contractor's and/or subcontractor's total workforce. When a separation can be made, Contractor shall submit the Local
Assistance MWBE Workforce Employment Utilization Report and indicate that the information provided relates to the actual
workforce utilized on the Contract. When the workforce to be utilized on the contract cannot be separated out from
Contractor's and/or subcontractor's total workforce, Contractor shalf submit the Local Assistance MWBE Workforce
Employment Utilization Report and indicate that the information provided is Contractor's total workforce during the subject '
time frame, not limited to work specifically under the contract.

e. Contractor shall comply with the provisions of the Human Rights Law, all other State and Federal statutory and
constitutional non-discrimination provisions. Contractor and subcontractors shall not discriminate against any employee or
applicant for employment because of race, creed (religion), color, sex, national origin, sexual orientation, military status, age,
disability, predisposing genetic characteristic, marital status or domestic violence victim status, and shall also follow the
requirements of the Human Rights Law with regard to non-discrimination on the basis of prior criminal conviction and prior
arrest.

4, MWBE Utilization Plan
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a. The Contractor represents and warrants that Contractor has submitted a Local Assistance MWBE Subcontractor/Supplier
Utilization Proposal Form either prior to, or at the time of, the execution of the contract.

b. Contractor agrees to use such Local Assistance MWBE Subcontractor/Supplier Utilization Proposal Form for the
performance of MWBES on the Contract pursuant to the prescribed MWBE goals set forth in the contract workplan.

¢. Contractor further agrees that a failure to submit and/or use such Local Assistance MWBE Subcontractor/Supplier
Utilization Proposal Form shall constitute a material breach of the terms of the Contract. Upon the occurrence of such a
material breach, DHSES shall be entitled to any remedy provided herein, including but not limited to, a finding of Contractor
non-responsiveness.

5. Waivers

If the DHSES, upon review of the Local Assistance MWBE Subcontractor/Supplier Utilization Proposal Plan, the Detailed
ltemization Forms or the Local Assistance MWBE Workforce Employment Utilization Report determines that a Contractor is
failing or refusing to comply with the Contract goals and no waiver has been issued in regards to such non-compliance, the
DHSES may issue a notice of deficiency to the Contractor. The Contractor must respond to the notice of deficiency within
seven (7) business days of receipt. Such response may include a request for partial or total waiver of MWBE Contract
Goals.

6. MWBE Subcontractor Utilization Quarterly Report

Contractor is required to report MWBE Subcontractor utilization, as part of the quarterly claim process, to the DHSES by the
last day of the month following the end of each calendar quarter over the term of the Contract documenting the progress
made towards achievement of the MWBE goals of the Contract.

7. Liguidated Damages - MWBE Participation

a. Where DHSES determines that Contractor is not in compliance with the requirements of the Contract and Contractor
refuses to comply with such requirements, or if Contractor is found to have willfully and intentionally failed to comply with the
MWBE participation goals, such finding constitutes a breach of Contract and DHSES may withhold payment from the
Contractor as liquidated damages and/or provide for other appropriate remedies.

b. Such liquidated damages shall be calculated as an amount equaling the difference between:
1) All sums identified for payment to MWBESs had the Contractor achieved the contractual MWBE goals; and
2) All sums actually paid to MWBES for work performed or materials supplied under the Contract.

c. In the event a determination has been made which requires the payment of liquidated damages and such identified sums
have not been withheld by the DHSES, Contractor shall pay such liquidated damages to the DHSES within sixty (60) days
after they are assessed by the DHSES unless prior to the expiration of such sixtieth day, the Contractor has filed a complaint
with the Director of the Division of Mincrity and Woman Business Development pursuant to Subdivision 8 of Section 313 of
the Executive Law in which event the liquidated damages shall be payable if Director renders a decision in favor of the
DHSES.

8. M/WBE AND EEOQ Policy Statement

a. The Contractor agrees to adopt the following policies or similar policies with respect to the project being developed or
services rendered in this contract with the Division of Homeland Security and Emergency Services:

M/WBE

This organization will and will cause its contractors and subcontractors to take good faith actions to achieve the M/WBE
contract participations goals set by the State for that area in which the State-funded project is located, by taking the following
steps:

(1) Actively and affirmatively solicit bids for contracts and subcontracts from qualified State certified MBEs or WBEsS,
including solicitations to MAWBE contractor associations.

(2) Request a list of State-certified M/WBESs from AGENCY and solicit bids from them directly.

(3) Ensure that plans, specifications, request for proposals and other documents used to secure bids will be made available
in sufficient time for review by prospective M/WBEs.

(4) Where feasible, divide the work into smaller portions to enhanced participations by M/WBEs and encourage the
formation of joint venture and other partnerships among M/WBE contractors to enhance their participation.

(5) Document and maintain records of bid solicitation, including those to M/WBEs and the results thereof. Contractor will
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also maintain records of actions that its subcontractors have taken toward meeting M/WBE contract participation goals.

(8) Ensure that progress payments to MMWBESs are made on a timely basis so that undue financial hardship is avoided, and
that bonding and other credit requirements are waived or appropriate alternatives developed to encourage MMWBE
participation.

EEO

(@) This organization will not discriminate against any employee or applicant for employment because of race, creed, color,
national origin, sex, age, disability or marital status, will undertake or continue existing programs of affirmative action to
ensure that minority group members are afforded equal employment opportunities without discrimination, and shall make
and document its conscientious and active efforts to employ and utilize minority group members and women in its work force
on state contracts.

(b)This organization shall state in all solicitation or advertisements for employees that in the performance of the State
contract all qualified applicants will be afforded equal employment opportunities without discrimination because of race,
creed, color, national origin, sex disabillty or marital status.

(c) At the request of the contracting agency, this organization shall request each employment agency, labor union, or
authorized representative will not discriminate on the basis of race, creed, color, national origin, sex, age, disability or marital
status and that such union or representative will affirmatively cooperate in the implementation of this organization's
abligations herein.

(d) Contractor shall comply with the provisions of the Human Rights Law, all other State and Federal statutory and
constitutional non-discrimination provisions. Contractor and subcontractors shall not discriminate against any employee or
applicant for employment because of race, creed (religion), color, sex, national origin, sexual orientation, military status, age,
disability, predisposing genetic characteristic, marital status or domastic violence victim status, and shall also follow the
requirements of the Human Rights Law with regard to non-discrimination on the basis of prior criminal conviction and prior
arrest.

(e) This organization will include the provisions of sections (a) through (d) of this agreement in every subcontract in such a
manner that the requirements of the subdivisions will be binding upon each subcontractor as to work in connection with the
State contract.

Contractor agrees to comply with all MWBE and EEO contract goals reflected on the MWBE Utilization Plan and Staffing
Plan respectively, that have been submitted with the application for this contract.

S. Additional Terms

1. The Contractor agrees that if the project is not operational within 60 days of the execution date of the Contract, it will
report by letter to DHSES the steps taken to initiate the project, the reasons for delay, and the expected starting date. If the
project is not operational within 90 days of the execution date of the Contract, the Contractor will submit a second statement
to DHSES explaining the delay. DHSES may either cancel the project and redistribute the funds or extend the
implementation date of the project beyond the 90-day period when warranted by extenuating circumstances.

2. The Contractor shall at all times during the Contract term remain responsible. The Contractor agrees, If requested by the
Commissioner of DHSES, or his or her designee, to present evidence of its continuing legal authority to do business in New
York State, integrity, experience, ability prior performance, and financial capacity.

a. The DHSES Commissioner, or his or her designee, in his or her sole discretion, reserves the right to suspend any or all
activities under this Contract, at any time, when DHSES discovers information that calls into question the responsibility of
the Contractor. In the event of such suspension, the Contractor will be given written notice outlining the particulars of such
suspension. Upon issuance of the notice, the Contractor must comply with the terms of the suspension order. Contract
activity may resume at such time as the Commissioner of DHSES, or his or her designee, issues a written notice authorizing
a resumption of performance under the Contract.

b. Upon written notice to the Contractor, and a reasonable opportunity to be heard with the appropriate DHSES officials or
staff, the Contract may be terminated by the DHSES Commissioner, or his or her designee at the Contractor's expense
where the Contractor is determined by the DHSES Commissioner, or his or her designee, to be non-responsible. In such
event, the Commissioner, or his or her designee, may complete the contractual requirements In any manner he or she may
deem advisable and pursue available legal or equitable remedies for breach.

3. DHSES shall make payments and any reconciliation in accordance with the Payment and Reporting Schedule (Appendix
C). DHSES shall pay the Contractor for completed, approved projects, a sum not to exceed the amount noted on the Face
Page hereof. The Contractor must not request payments or reimbursements that duplicate funding or reimbursement from
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any other source for Contractor costs and services pursuant to this Contract.

4. The Contractor shall submit detailed itemization forms or a form deemed acceptable to DHSES for personal service,
fringe benefit and non-personal service expenditures with any voucher and fiscal cost report requesting reimbursement.
Grant-related expenditures shall be reported on Fiscal Cost Reports approved by DHSES. For Federally-funded awards, the
detailed ltemization forms shall include the required certifications pursuant to 2 CFR §200.415. These reports must be
prepared periodically and as defined in Appendix C of this Contract. Alf reported expenditures must reconcile to the program
accounting records and the approved budget. Prior perlod adjustments shall be reported in the same accounting period that
the correction Is made.

5. The Contractor's request for travel, meals or lodging reimbursement shall be in accordance with Appendix B, Budget, and,
unless written authorization has been received from DHSES, shall not exceed rates authorized by the NYS Office Of State
Comptroller (Audit and Control). Rates may be viewed online at: http:/Awww.osc.state.ny.us/state-agencies/travel.

6. The Contractor's employment of a consuitant must be supported by a written Contract executed by the Contractor and the
consultant. A consultant is defined as an individual or organization hired by the Contractor for the stated purpose of
accomplishing a specific task relative to the funded project. All consultant services must be obtained in a manner that
provides for fair and open competition. The Contractor shall retain copies of all solicitations seeking a consultant, written
Contracts and documentation justifying the cost and selection of the consultant, and make them available to DHSES upon
request. The Contractor further agrees that it shall assume sole and complete responsibility for fulfilling all the obligations set
forth in the Contract and the Contractor must guarantee the work of the consultant as if it were its own. Failure to follow
these guidelines may result in a disallowance of costs.

7. Additionally, Contractor must adhere to the following guidelines at a minimum when making all procurements, including
consultant services. Failure to follow these guidelines may result in a disallowance of costs. .

a. A Contractor who propases to purchase goods or services from a particular vendor without competitive bidding must
obtain the prior written approval of DHSES. The request for approval must be in writing and set forth, at a minimum, a
detailed justification for selection and the basis upon which the price was determined to be reasonable. Further, such
procurement must be in accordance with the guidelines, bulletins and regulations of the Office of the State Comptroller,
State Procurement Council, and the U.S. Department of Homeland Security. For Federally-funded awards, contractor must
comply with 2 CFR §200.320(c). A copy of DHSES" approval must also be submitted with the voucher for payment.

b. The rate for consuitant services, and cost of equipment or goods, shall be reasonable and consistent with the amount
paid for similar services or goods and equipment in the marketplace. Time and effort reports are required for consultants.

c. Written justification and documentation for all procurements must be maintained on file, and made available to DHSES
upon request. All procurements must be made in a fair and open manner and in accordance with the pre-determined
methodology established for evaluating bids (e.g., lowest responsible bidder or best value).

d. A Contractor that is a State entity must make all procurements in accordance with State Finance Law Article 11 and any
other applicable regulations.

e. A Contractor that is a local government must make all procurements in accordance with General Municipal Law Article 5-
A, and any other applicable regulations.

f. A Contractor that is a not-for-profit and all other entities that do not meet the descriptions in Section HI(S)(7)(d) or (e)
herein must make all procurements as noted below:

i. If the Contractor is eligible to purchase an item or service from a government contract or is able to purchase such item or
service elsewhere at a lower than or equal price, then such purchase may be made immediately.

ii. A Contractor may purchase any single piece of equipment, single service or multiples of each that cost up to $999 at its
discretion.

iii. Before purchasing any piece of equipment, service or multiples of each that have an aggregate cost between $1,000 and
$4,999, a Contractor must secure at least three telephone quotes and create a record for audit of such quotes.

iv. Before purchasing any piece of equipment, service or muitiples of each that have an aggregate cost of between $5,000
and $9,999, the Contractor must secure at least three written quotes on a vendor's stationery and maintain a record of the
competitive procurement process for audit purposes.

v. A Contractor spending in aggregate of $10,000 and above must use a competitive bidding process. Guidance may be
obtained from DHSES. At a minimum, the competitive bidding process must incorporate the following: open, fair
advertisement of the opportunity to provide services; equal provision of information to all interested parties; reasonable
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deadlines; sealed bids opened at one time before a committee who will certify the process; establishment of the
methodology for evaluating bids before the bids are opened; and maintenance of a record of competitive procurement
process.

g. Acceptance of State support for interoperable and emergency communications projects, including funding through the
Interoperable Emergency Communication Grant Program, requires that Contractors must use open-standard/vendor-neutral
technologies to allow for other public safety/public service agencies (including State agencies and authorities) and
jurisdictions in your region to operate on your radio system(s) when required, regardless of the total percentage of system
funding from the State. This access for other agencies must be permitted to support operational and interoperable goals,
and without restriction as to specific manufacturers' subscriber equipment. All reasonably compatible subscriber equipment
must be permitted to be operated on your system by outside agencies, thus allowing coordinated efforts between local and
state public safety/public service agencies and maximizing resources and capabilities.

h. DHSES reserves the right to suspend program funds if the Contractor is found to be in noncompliance with the provisions
of this Contract or other grant Contracts between the Contractor and DHSES or, if the Contractor or principals of the
Contractor are under investigation by a New York State or local law enforcement agency for noncompliance with State or
federal laws or regulatory provisions or, if in DHSES' judgment, the services provided by the Contractor under the Contract
are unsatisfactory or untimely.

i. DHSES shall provide the Contractor with written notice of noncompliance.

ii. Upon the Contractor's failure to correct or comply with the written notice by DHSES, DHSES reserves the right to
terminate this Contract, recoup funds and recover any assets purchased with the proceeds of this Contract.

i. DHSES reserves the right to use approved grant related expenditures to offset disallowed expenditures from any grant
funded through its offices upon appropriate notification to the Contractor, or upon reasonable assurance that the Contractor
is not in compliance with these terms.

j. As a result of the Iran Divestment Act of 2012 (Act), Chapter 1 of the 2012 Laws of New York, a new provision has been
added to the State Finance Law (SFL), § 165-a, effective April 12, 2012. Under the Act, the Commissioner of the Office of
General Services (OGS) will be developing a list (prohibited entities list) of 'persons’ who are engaged in 'investment
activities in Iran’ (both are defined terms in the law). Pursuant to SFL § 165-a(3)(b), the initial list is expected to be issued no
later than 120 days after the Act's effective date, at which time it will be posted on the OGS website.

i. By entering into this Contract, Contractor (or any assignee) certifies in accordance with State Finance Law §165-a that it is
not on the 'Entities Determined to be Non-Responsive Bidders/Offerers pursuant to the New York State Iran Divestment Act
of 2012' (‘Prohibited Entities List') posted at: http://mww.ogs.ny.gov/about/regs/docs/ListofEntities.pdf.

ii. Contractor further certifies that it will not utilize on this Contract any subcontractor that is identified on the Prohibited
Entities List. Contractor agrees that should it seek to renew or extend this Contract, it must provide the same certification at
the time the Contract is renewed or extended. Contractor also agrees that any proposed Assignee of this Contract will be
required to certify that it is not on the Prohibited Entities List before the contract assignment will be approved by the State.

iii. During the term of the Contract, should DHSES receive information that a person (as defined in State Finance Law §165-
a) is in violation of the above-referenced certifications, the state agency will review such information and offer the person an
opportunity to respond. If the person fails to demonstrate that it has ceased its engagement in the investment activity which
is in violation of the Act within 90 days after the determination of such violation, then the state agency shall take such action
as may be appropriate and provided for by law, rule, or contract, including, but not limited to, imposing sanctions, seeking
compliance, recovering damages, or declaring the Contractor in default.

iv. DHSES reserves the right to reject any bid, request for assignment, renewal or extension for an entity that appears on the
Prohibited Entities List prior to the award, assignment, renewal or extension of a contract, and to pursue a responsibility
review with respect to any entity that is awarded a contract and appears on the Prohibited Entities list after contract award.

V. FEDERALLY FUNDED GRANT REQUIREMENTS

A. Hatch Act. The Contractor agrees, as a material condition of the Contract, to comply with all applicable provisions of the
Hatch Act (5 U.S.C. 1501 et seq.), as amended.

B. Requirement for System of Award Management: Unless you are exempted from this requirement under 2 CFR 25.110,
you as the subrecipient must maintain the currency of your information in the System of Award Management (SAM) until you
submit the final financial report required under this award or receive the final payment, whichever is later. This requires that
you review and update the information at least annually after the initial registration, and more frequently if required by
changes in your information or another award term. Pursuant to section 2 CFR §25.300, Contractors must maintain a current
unique entity identifier prior to and during the life of the Contract. Nonprofit organizations that are first-tier subrecipients for
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Nonprofit Security Grant Program (NSGP) funding must have a DUNS number, but are not required to be registered in SAM.

C. In accordance with 2 CFR §§200.112 and 200.113, Contractor understands and agrees that it must: (1) disclose in writing
any potential conflict of interest to DHSES; and (2) disclose, in a timely manner, in writing to DHSES all violations of federal
and state criminal law involving fraud, bribery, or gratuity violations potentially affecting the grant award. Failure to make
required disclosures can result in any remedy available to DHSES for Contractor's noncompliance, including suspension or
debarment.

D. The Contractor must ensure that, for all contracts entered into by the Contractor, the contract provisions required by 2
CFR §200.327 (and Appendix Il to 2 CFR Part 200) are included in such contracts. The Contractor further agrees to impose
and enforce this requirement for any Contractor subaward agreements.

E. Where advance payments are approved by DHSES, the Contractor agrees to expend the advance payments in
accordance with the purposes set forth in Appendix D and consistent with Appendix B. The advanced funds must be placed
in an interest-bearing account and are subject to the rules outlined in 2 CFR Part 200, (Uniform Administrative Requirements
for Grants and Cooperative Contracts to State and Local Governments) which require Contractors to promptly remit back to
the federal government, through New York State Division of Homeland Security and Emergency Services, any interest
earned on these advanced funds. The Contractor may keep interest earned up to $500 per federal fiscal year for
administrative expenses. This maximum limit is not per award; it is inclusive of all interest earned as the result of all federal
grant program funds received per year. Interest must be reported on Fiscal Cost Reports and remitted to DHSES quarterly.

F. Audit Requirements. This Contract, and any sub-awards resuiting from this Contract, may be subject to fiscal and program
audits by DHSES, NYS Office of State Comptroller, pertinent federal agencies, and other designated entities to ascertain
financial compliance with federal and/or State laws, regulations, and guidelines applicable to this Contract. The Contractor
shall meet all audit requirements of the federal government and State of New York. Such audits may include review of the
Contractor's accounting, financial, and reporting practices to determine compliance with the Contract and reporting
requirements; maintenance of accurate and reliable original accounting records in accordance with governmental accounting
standards as well as generally accepted accounting principles; and specific compliance with allowable cost and expenditure
documentation standards prescribed by applicable federal, State, and DHSES guidelines.

G. Equipment Markings. The Contractor further agrees that, when practicable, any equipment purchased with grant funding
shall be prominently marked as follows: 'Purchased with funds provided by the U.S. Department of Homeland Security.'

H. Administrative, Cost and Audit Requirements: The Contractor must comply with the most recent version of the
Administrative Requirements, Cost Principles, and Audit requirements. Failure to do so may result in disallowance of costs
upon audit. A list of regulations and guidance applicable to United States Department of Homeland Security (DHS) grants
are listed below:

1. General Administrative Requirements:

a. 2 CFR Part 200, Uniform Administrative Requirements, Cost Principles, and Audit Requirements for Federal Awards

N

. Cost Principles:

a. 2 CFR Part 200, Subpart E

3. Audit Requirements:

a. 2 CFR Part 200, Subpart F

I. Contracting with small and minority firms, women's business enterprise and labor surplus area firms.

1. Consistent with 2 CFR §200.321, the grantee and any subgrantees will take all necessary affirmative steps to assure that
minority firms, women's business enterprises, and labor surplus area firms are used when possible.

2. Affirmative steps must include:

a. Placing qualified small and minority businesses and women's business enterprises on solicitation lists;

b. Assuring that small and minority businesses, and women's business enterprises are solicited whenever they are potential
sources;

c. Dividing total requirements, when economically feasible, into smaller tasks or quantities to permit maximum participation
by small and minority business, and women's business enterprises;

d. Establishing delivery schedules, where the requirement permits, which encourage participation by small and minority
business, and women's business enterprises;

e. Using the services and assistance, as appropriate, of such organizations as the Small Business Administration and the
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Minority Business Development Agency of the Department of Commerce; and
f. Requiring the prime contractor, if subcontracts are to be let, to take the affirmative steps listed in subsections (2)(a)
through (e) of this section.

J. Compliance with Laws, Regulations and Program Guidance. The Contractor shall ensure it is aware of and complies with
all applicable laws, regulations and program guidance. It is the responsibility of the Contractor to become familiar with and
comply with all terms and conditions associated with acceptance of funds.

K. Adequate Documentation: The Contractor must ensure full compliance with all cost documentation requirements,
including specific personal service documentation, as applicable directly to the Contractor, sub-recipient or collaborative
agency/organization. The Contractor must maintain specific documentation as support for project related personal service
expenditures as this Contract is supported by federal funds. Depending upon the nature or extent of personal service
provided under this Contract, the Contractor shall maintain semi-annual (or more frequent) personal service certifications
and/or an after-the-fact personnel activity reporting system (or equivalent) which complies with all applicable laws,
regulations and program guidance. Failure to do so may result in disallowance of costs.

L. Single Audit Requirements: For audits of fiscal years beginning on or after December 26, 2014, recipients that expend
$750,000 or more from all federal funding sources during their fiscal year are required to submit an organization-wide
financial and compliance audit report. The audit must be performed in accordance with the requirements of GAQ's
Government Auditing Standards, located at http://www.gao.gov/govaud/ybk01.htm, and the requirements of Subpart F of 2
C.F.R. Part 200, located at hitp://www.ecfr.gov/cgi-bin/text-idx?
SID=63811dc3410c008e2f8e28¢325cdc09e&mce=true&node=sp2.1.200.f&rgn=div6 .

The final report for such audit must be completed within nine months of the end of the Contractor's fiscal year. The
Contractor must provide ane copy of such audit report to DHSES within nine (9) months of the end of its fiscal year, or
communicate in writing to DHSES that Contractor is exempt from such requirement.

M. Program Income: Program income earned by the Contractor during the grant funding Period must be reported in writing
to DHSES, in addition to any other statutory reporting requirements. Program income consists of income earned by the grant
recipient that is directly generated by a supported activity or earned as a result of the grant program. Program income
includes, but is not limited to, income from fees for services performed, the use of rental or real or personal property
acquired under federally-funded projects, the sale of commodities or items fabricated under an award, license fees and
royalties on patents and copyrights and interest on loans made with federal award funds. For example, if the purpose of a
grant is to conduct conferences, any training fees that are generated would be considered program income. Interest earned
on grant funds is not considered program income unless specified in Appendix D. The Contractor agrees to report the
receipt and expenditures of grant program income to DHSES. Program income (not to include interest earned), generated
by the use of these grant funds will be used to enhance the grant project.

N. Intellectual Property: Any creative or literary work developed or commissioned by the Contractor with grant support
provided by DHSES shall become the property of DHSES, entiting DHSES to assert a copyright therein, unless the parties
have expressly agreed otherwise in a written instrument signed by them.

1. If DHSES shares its right to copyright such work with the Contractor, DHSES reserves a royalty-free, nonexclusive, and -
irrevocable license to reproduce, publish or otherwise use, and to authorize others to use: (a) the copyright in any work
developed under a grant, sub-grant, or contract under a grant or sub-grant; and (b) any rights of copyright to which a
Contractor, sub-Contractor, or a contractor purchases ownership with grant support.

2. If the grant support provided by DHSES is federally-sponsored, the federal awarding agency also reserves a royalty-free,
nonexclusive, and irrevocable license to reproduce, publish or otherwise use, and to authorize others to use: (a) the
copyright in any work developed under a grant, sub-grant or contract under a grant or sub-grant; and (b) any rights of
copyright to which a Contractor, sub-Contractor, or a contractor purchases ownership with such grant support.

3. The Contractor shall submit one copy of all reports and publications resulting from this Contract to DHSES within thirty
(30) calendar days of completion. Any document generated pursuant to this grant must contain the following language:

“This project was supported by a grant administered by the New York State Division of Homeland Security and Emergency
Services and the U.S. Department of Homeland Security. Points of view in this document are those of the author and do not
necessarily represent the official position or policies of the New York State Division of Homeland Security and Emergency
Services or the U.S. Department of Homeland Security.'

0. Accounting for Grant Expenditures:

1. Grant funds may be expended only for purposes and activities set forth in this Contract. Accordingly, the most important -
single requirement of accounting for this grant is the complete and accurate documentation of grant expenditures. If the
Contractor receives funding from two or more sources, all necessary steps must be taken to ensure that grant-related
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transactions are not commingled. This includes, but is not limited to, the establishment of unique budget codes, a separate
cost center, or a separate chart of accounts. Expenditures must be cross-referenced to supporting source documents
(purchase orders, contracts, real estate leases, invoices, vouchers, timesheets, mileage logs, etc.).

2. Contractor agrees that it shall maintain adequate internal controls and adhere to Generally Accepted Accounting
Principles for Government or Generally Accepted Accounting Principles for Not-for-Profit Organizations.

3. None of the goals, objectives or tasks, as set forth in Appendix D, shall be sub-awarded to another organization without
specific prior written approval by DHSES. Where the intention to make sub-awards is clearly indicated in the application,
DHSES approval is deemed given, If these activities are funded, as proposed.

4. If this Contract makes provisions for the Contractor to sub-grant funds to other recipients, the Contractor agrees that all
sub-Contractors shall be held accountable by the Contractor for all terms and conditions set forth in this Contract in its
entirety. The Contractor further agrees that it shall assume sole and complete responsibility for fulfilling all the obligations set
forth in the Contract and the Contractor must guarantee the work of any sub-Contractor as if it were its own.

5. The Contractor agrees that all sub-Contractor arrangements shall be formalized in writing between the parties involved.
The writing must, at a minimum, include the following information:

« Activities to be psrformed,;

+ Time schedule;

« Project policies;

« Other policies and procedures to be followed;

+ Dollar limitation of the Contract;

» Appendix A-1, Appendix C, Certified Assurances for Federally Supported Projects, Certification Regarding Lobbying,
Debarment and Suspension and any special conditions set forth in the Contract;

« Applicable federal and/or State cost principles to be used in determining allowable costs; and

» Property Records or Equipment Inventory Reports.

P, The Contractor will not be reimbursed for sub-granted funds unless all expenditures by a sub-Contractor are listed on
detailed ltemization forms or a form deemed acceptable to DHSES. Backup documentation for such expenditures must be
made avallable to DHSES upon request. All expenditures must be programmatically consistent with the goals and objectives
of this Contract and with the Budget set forth in Appendix B.

Q. Space rental provided by this Contract must be supported by a written lease, maintained on file and made available by
the Contractor upon request.

R. Equipment and Property:

1. Any equipment, furniture or supplies or other property purchased pursuant to this Contract is deemed to be the property of
the State, except as may otherwise be governed by federal or State laws, rules or regulations or stated in this Contract:

2. Equipment means tangible, nonexpendable, personal property having a useful life of more than one year and an
acquisition cost of $5,000 or more per unit. A Contractor may use its own definition of equipment provided that such
definition would at least include all equipment defined above. A copy of the property record(s) or equipment inventory
report(s) with relevant purchasing and supporting documentation must be made available to DHSES upon request. Property
records or equipment inventory reports must be maintained, by award, that include a description of the property, a serial
number or other identification number, the source of property, who holds title, the acquisition date, and cost of the property,
percentage of federal participation in the cost of the property, the location, use and condition of the property, and any
ultimate disposition data including the date of disposal and sale price of the property. The Contractor must document receipt
of all applicable equipment purchased with grant funds. A physical inventory of the property must be taken and the results
reconciled with the property records at least once every two (2) years.

3. Upon completion of all contractual requirements by the Contractor, DHSES will consider a request for continued use and
possession of the equipment purchased with grant funds provided the equipment continues to be used in connection with a
public security program. When disposing of equipment purchased with homeland security grant funding, a State agency
must dispose of equipment in accordance with State Laws and procedures. All other Contractors shall dispose of equipment
as follows:

a. ltems of equipment with a current per unit market value of less than $5,000 may be retained, sold or otherwise disposed
of with no further obligation to the awarding agency.

b. Iltems of equipment with a current per unit fair market value of $5,000 or more may be retained or sold. If sold, the
awarding agency shall have a right to an amount calculated by multiplying the proceeds from the sale by the awarding
agency's share of the equipment. If retained, the current market value is to be used in the calculation. To remit payments,
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award recipients should contact DHSES at 1-866-837-9133 for guidance.

4. Upon completion of all contractual requirements by the Contractor under this Contract, DHSES shall accept a request for
continued use and possession of the equipment purchased with grant funds providing the equipment continues to be used in
accordance with the contracted activities and guldelines in this Contract.

5. The Contractor must conduct a physical inventory of property records at least once every two years to verify the
existence, current utilization and continued need for the property. In the event the property is no longer required by the
Contractor, this fact should be reported to DHSES as soon as possible and appropriate guidelines followed, as specified in
this Appendix.

6. If Contractor disposes of any equipment purchased under this Contract during the active lifespan of said equipment,
Contractor must reinvest any proceeds from the disposal into additional equipment items to continue Contractor's
organization's activities subject to the guidelines of this Contract. If the Contractor does not reinvest proceeds to continue
activities subject to this Contract, the percentage of the proceeds equal to the proportion of the original purchase price paid
by funds for the Contract must be repaid to the State of New York.

ENDNQOTES:

1 To the extent that Section V-Federally Funding Grant Requirements conflict with any other provisions of the Contract, the
Federal requirements of Section V shall supersede all other provisions of the Contract.

2 As of 2019, the list of discriminatory jurisdictions subject to this provision includes the states of Alaska, Hawaii, Indiana,
Louisiana, Mississippi, North Carolina, South Carolina, West Virginia and Wyoming. Contact NY3 Department of Economic
Development for the most current list of jurisdictions subject to this provision.

3 A milestone/performance payment schedule identifies mutually agreed-to payment amounts based on meeting contract
events or milestones. Events or milestones must represent integral and meaningful aspects of contract performance and
should signify true prograss in completing the Contract effort. :

4 Fee for Service is a rate established by the Contractor for a service or services rendered.
5 Rate based agreements are those agreements in which payment is premised upon a specific established rate per unit.

6 Scheduled Reimbursement agreements provide for payments that occur at defined and regular intervals that provide for a
specified dollar amount to be paid to the Contractor at the beginning of each payment period (i.e. quarterly, monthly or bi-
annually). While these payments are related to the particular services and outcomes defined in the Contract, they are not
dependent upon particular services or expenses In any one payment period and provide the Contractor with a defined and
regular payment over the life of the contract.

7 Fifth Quarter Payments occur where there are scheduled payments and where there Is an expectation that services will be
continued through renewals or subsequent contracts. Fifth Quarter Payments allow for the continuation of scheduled
payments to a Contractor for the first payment period quarter of an anticipated renewal or new contract.

8 Not applicable to not-for-profit entities

VER 04/2021

Cettified by - on
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Statewide Interoperable Communications Grant

Project No. Grantee Name
S120-1049-E00 Onelda County 11/12/2021
Budget Summary by Participant
Oneida County
Oneida County Emergency Services - Version 1
. ] . Gran{Matching
#j Equipment AELINumber| Unit Cost| Total Cost Funds| Funds
P25 Compliant Interoperable Communications Equipment
1lat Remote Site Locations (routers, switches, microwave N/AL 1 [$152,511.001$152,511.00 {$152,511.00 $0.00
system and related components)
Total $152,511.00 1$152,511.00 $0.00
Grant{Matching
#1 All Other Expenses !Number Unit Cost| Total Cost Funds| Funds
Annual Lease Agreement (Replacement of legacy analog
1lsystem with P25 Compliant Interoperable Communications 1 $628,571.00 {$628,571.00 |$628,571.00 $0.00
Equipment - hardware, software and related systems updates)
Total $628,571.00 |$628,571.00 $0.00
Total Project Costs Total Cost Grant Funds Matching Funds
$781,082.00 $781,082.00 $0.00
Total Contract Costs Total Cost Grant Funds Matching Funds
$781,082.00 $781,082.00 $0.00
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Award Contract Statewide Interoperable Communications Grant
Project No. Grantee Name
S120-1049-E00 Oneida County 11122021
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Award Contract : Statewide Interoperable Communications Grant

Project No. Grantee Name
S120-1049-E00 Oneida County 11/12/2021

Work Plan

Goal

Make necessary improvements and provide for sustainment of Land Mobile Radio Systems (LMR), Implementation and
maintenance of components supporting interoperability, continuous training and exercise, sustainment and further
development of the governance structure. Enhance emergency response and improve capability and performance resuits from
the U.S. Department of Homeland Security's (DHS) National Emergency Communication Plan (NECP), improvements in
governance structures, operating procedures, infrastructure development and addressing SAFECOM guidance from the U.S.
Department of Homeland Security Office of Emergency Communications (OEC).

Objective #1
G & T Workplan Code - 14. Develop/enhance interoperable communications system.

Investment Justification - Not Applicable

NYS Critical Capability.
Primary - Not Applicable

To ensure progress towards the goals and milestones described in the Statewide Communications Interoperability Plan (NYS
SCIP) and toward communication priorities identified by the Federal government (SAFECOM). Provide stability, sustainment
and further development of LMR systems and regional solutions develaped to date. Provide for the: development and
coordination of National Interoperability Channels, Slate, Regional, Tribal and Local mutual aid channels; development of
interoperable communications infrastructure; improvements of Public Safety Answering Points (PSAPs) toward Next
Generation 911 (NG-911) development in accordance with New York State plan and vision; development of governance and
SOPs; Development of inventory of statewide communications resources (i.e. continuous participation in CASM-
Communications Assets Survey and Mapping tool) and Tactical Interoperable Communication Plan (TICP) development,
update and utilization.

Task #1 for Objective #1

Purchase allowable interoperable communication equipment and/or acquire services and/or provide maintenance. Train
appropriate personnel in the proper use of equipment and place equipment into service. Establish or improve governance and
standard operating procedures related to such equipment. Report on progress of implementation of project and the
development and implementation of formalized standard operating procedures and governance structure.

# Performance Measure

Identify equipment ordered and received and/or services acquired and/or maintenance activities conducted. Provide a brief
narrative on the training of personnel and the deployment of equipment and/or activities conducted. Provide a brief
narrative, including examples, of formalized governance and/or standard operating procedures. Describe how the project
enhanced interoperable communication capabilities in the jurisdiction. Describe how the project increased multi-agency -
regional partnerships, Including partnerships with consortiums. Equipment and services accountability records are properly
maintained.

1

Objective #2
G & T Workplan Code - Not Applicable

Investment Justification - Not Applicable

NYS Critical Capability
Primary - Not Applicable

To implement the provisions of New York State Executive Law Article 15-A and 5 NYCRR Parts 142-144 (MWBE
Regulations) by providing meaningful participation by NYS Certified MWBES, as defined as subcontractors or suppliers.

Task #1 for Objective #2
Provide equal employment opportunities for minority group members and women (EEOQ).

# Performance Measure
1 DHSES Local Assistance MWBE Equal Employment Opportunity Staffing Plan form submitted.

hitps:/igrants.dhses.ny.gov/NYOHS_GMS/Project/ReportContractAward jsp 31/38




11/112/21, 5:06 PM

Award Contract
Task #2 for Objective #2

Provide contracting opportunities for NYS certified minorities and women-owned business enterprises (MWBESs). Submit
Local Assistance MWBE Subcontractor/Supplier Utilization Form to DHSES.

# Performance Measure

Local Assistance MWBE Subcontractor/Supplier Utilizatlon Form submitted. Expend 15% of the Identified contracted NPS
1 discretionary amount as identified on the most recent approved MWBE Utilization Form with NYS Certified MBEs, as
subcontractors/suppliers.

Local Assistance MWBE Subcontractor/Supplier Utilization Form submitted. Expend 15% of the identified contracted NPS
2 discretionary amount as identified on the most recent approved MWBE Utilization Form with NY$ Certified WBEs, as
subcontractors/suppliers.

Task #3 for Objective #2

Utilize good faith efforts, pursuant to 5 NYCRR §142.8 of the New York State Executive Law Article 15-A, to meet the
maximum feasible portion of the organization's established MWBE goals.

# Performance Measure

1 Document, retain, and provide upon request, the good faith efforts identified on the utilization plan to meet the established
MWBE goals.

2 Provide the percentage of the established Minority and Women Business Enterprise goal that has been met to date.

hitps:/igrants.dhses.ny.gov/NYOHS_GMS/Project/ReportContractAward.jsp

32/38




11M12/21, 5:05 PM Award Contract

Award Contract Statewide Interoperable Communications Grant
Project No. Grantee Name

S120-1049-E00 Oneida County 11/12/2021
APPENDIX C

PAYMENT AND REPORTING SCHEDULE
For All Contractors:
|, PAYMENT PROVISIONS

1. In full consideration of contract services to be performed, DHSES agrees to pay and the Contractor agrees to accept a sum
not to exceed the amount noted on the Face Page hereof. All payments shall be in accordance with the budget contained in
the applicable Attachment B form (Budget), which is attached hereto.

A. Payment and Recoupment Language

1, Contractor shall provide complete and accurate vouchers to DHSES in order to receive payment. Vouchers submitted to
DHSES must contain all information and supporting documentation required by the Agreement, DHSES and the State
Comptroller. Payment for vouchers submitted by the Contractor shall only be rendered electronically, unless a paper check is
expressly authorized by the Director of DHSES, at the Director's sole discretion, due to extenuating circumstances. Such
electronic payment shall be made in accordance with the ordinary State proceduras and practices. The Contractor shall
comply with the State Comptroller's procedures to authorize electronic payments. Authorization for electronic payment must be
made through the Statewide Financial System's (SFS) Vendor Porta: https:/lesupplier.sfs.ny.gov/psp/fscm/SUPPLIER/?
cmd=login. For assistance to access the SFS Vendor Portal, please contact the SFS Help Desk at 518-457-7717 or 8565-233~
8363 or emall HelpDesk@sfs.ny.gov. Contractor acknowledges that it will not receive payment on any vouchers submitted
under this Agreement if it does not comply with the State Comptroller's electronic payment procedures, except where the
Director has expressly authorized payment by paper check as set forth above.

2. The Contractor agrees that this is a reimbursement-based contract; an advance may be provided as specified in Appendix
D. All requests for reimbursement must reflect actual costs that have been disbursed by the Cantractor. ltems or services not
received are not eligible for reimbursement.

Reimbursement requests need to include the following documents:

- Signed Voucher and Fiscal Cost Report

« Detailed ltemization Forms or other forms deemed acceptable by DHSES of any budgeted category for which relmbursement
is requested

« Written documentation of all required DHSES approvals, as appropriate

3. Vouchers shall be submitted in a format acceptable to DHSES and the Office of the State Comptroller. Vouchers submitted
for payment shall be deemed to be a certification that the payments requested are for project expenditures made in
accordance with the items as contained in the Project Budget (Appendix B) and during the contract period. Such voucher shall
also be deemed to certify that: a) the payments requested do not duplicate reimbursement from other sources of funding; and
b) the funds provided herein do not replace funds that, in the absence of this grant, would have been made available by the
Contractor for this program.

B. Interim and/or Final Claims for Reimbursement

1. Contractors must submit all required fiscal reports, supporting documentation and program progress reports. Failure to meet
these requirements will result in the rejection of associated vouchers. Final vouchers, reimbursement requests and reports
must be submitted within 30 days of the end of the grant contract period. Failure to voucher within this period may result in the
loss of grant funds. The Contractor must also refund all unexpended advances and interest earned over $500 on the advanced
funds pursuant to 2 CFR Part 200, §200.305(b)(8). Property Records or Equipment Inventory Reports as defined in Appendix
A-1, Section V, Paragraph R, must be available at the conclusion of the contract period and submitted to DHSES upon
request.

2. If at the end of this contract there remain any monies (advanced or interest earned over $500 on the advanced funds)
associated with this contract in the possession of the Contractor, the Contractor shall submit a check or money order for that
amount payable to the order of the New York State Division of Homeland Security and Emergency Services. Remit the check
along with the final fiscal cost report within 30 days of termination of this grant contract to:

NYS Division of Homeland Security and Emergency Services
Federal Fiscal Unit
State Campus - Building 7A
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1220 Washington Avenue
Albany, NY 12242

3. For purposes of prompt payment provisions, the Designated Payment Office for the processing of all vouchers is the
Contract Unit of DHSES. Payment of grant vouchers shall be made in accordance with the provisions of Article XI-A of the
State Finance Law. Payment shall be preceded by an inspection period of 15 business days which shall be excluded from
calculations of the payment due date for purposes of determining eligibility for interest payments. The Contractor must notify
the Federal Fiscal Unit in writing of a change of address in order to benefit from the prompt payment provision of the State
Finance Law. When progress reports are overdue, vouchers will not be eligible for prompt payment.

4. Timely and properly completed New York State vouchers, with supporting documentation when required, shall be submitted
to:

NYS Division of Homeland Security and Emergency Services
Attention: Contracts Unit

State Office Building Campus — Bldg. 7A

1220 Washington Avenue, Suite 610

Albany, NY 12242

Il. REPORTING PROVISIONS
A. Required Reports:
Narrative/Qualitative Report (Pragress Report)

The Contractor will submit, on a quarterly basis, not later than 30 days from the end of the quarter, the report described in
Section 1I}{(G)(2)(a)(i) of Appendix A-1 of the Cantract.

Expenditure Report (Fiscal Cost Report)

The Contractor will submit, on a quarterly basis, not later than 30 days after the end date for which reimbursement is being
claimed, the report described In Section Ill, Paragraph G(2)(a)(iil) of the Appendix A-1 of the Contract.

Final Report

The Contractor will submit the final report as described in Section Ill, Paragraph G(2)(a)(lv) of Appendix A-1 of the Contract, no
later than 30 days after the end of the contract period.

1. Fiscal cost reports must be submitted showing grant expenditures. They must also show the amount of interest earned to
date on any advanced funds.

All submitted vouchers will reflect the Contractor's actual expenditures and will be accompanied by supporting detailed
itemization forms or a form deemed acceptable to DHSES for personal service, fringe benefit and non-personal service
expenditures or other documentation as required, and by a fiscal cost report for the reporting period. In the event that any
expenditure for which the Contractor has been reimbursed by grant funds is subsequently disallowed, DHSES, in its sole
discretion, may reduce the voucher payment by the amount disallowed. If necessary, the Contractor may be required to submit
a final budget reallocation.

DHSES reserves the right not to release subsequent grant awards pending Contractor compliance with this Agreement,

2. The Contractor will submit program progress reports and one final report to DHSES on a prescribed form provided by
DHSES as well as any additional information or amended data as required.

Progress reports will be due within 30 days of the last day of each calendar quarter or on an alternate schedule as prescribed
in Appendix D. Progress reports will be due within 30 days of the last day of the calendar quarter from the start date of the
program and the final report will be due upon completion of the project or termination of this Agreement. The final report, or
where applicable interim progress reports, will summarize the project's achievements as well as describe activities for that
quarter.

B. Reporting Periods

Programmatic and fiscal reports must be submitted as follows:

Calendar Quarter; January 1 - March 31 -~ Report Due: April 30
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Calendar Quarter: April 1 - June 30 -- Report Due: July 30
Calendar Quarter: July 1 - September 30 -- Report Due: October 30
Calendar Quarter; October 1 - December 31 -- Report Due: January 30

Rev. 07/2021

Certifled by - on
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Award Contract Statewide Interoperable Communications Grant
Project No. Grantee Name
S120-1048-E00 Oneida County 11/12/2021

Special Conditions

The subrecipient shall use the funds provided pursuant to this Agreement to carry out the Work Plan described in this
Appendix D. Any services in this contract awarded by the Division of Homeland Security and Emergency Services (DHSES)
Office of Interoperable and Emergency Communications (OIEC) to subrecipient based on subrecipient's submission of an
Application Proposal in response to a Request for Applications (RFA) shall be subject to the terms and conditions in both the
subrecipient's Application Proposal and the RFA, incorporated herein by reference, which shall apply as if fully stated herein.
This Program Work Plan shall not be madified without approval from the DHSES. If modification to this Program Work Plan is
necessary, the subrecipient must submit a written request to DHSES OIEC and await DHSES OIEC approval before
implementing such changes. If changes in the Work Plan are made without DHSES OIEC's prior approval, DHSES OIEC
reserves the right, in its sole discretion, to disallow reimbursement for the modifications, reduce the amount payable to the
subrecipient, terminate this Agreement, or take any other action deemed necessary.

A. Permissible Use of Funding

1. Statewide Interoperable Communications Grant (SICG) funds must be used in accordance with the guidelines set forth in
the Request for Applications, which can be located at http://www.dhses.ny.gov/oiec/grants/.

2. Any unused funds will be reprogrammed pursuant to a plan approved by the Division of Homeland Security and Emergency
Services, Office of Interoperable and Emergency Communications.

3. The project must commence 180 days after successful approval of the contract by the New York State Office of the
Comptroller.

B. Record Requirements

1. Subrecipients shall keep an agenda and meeting minutes on file for all meetings conducted regarding SICG funded
activities.

2. Any documents produced as a result of these mestings such as plans, schedules, or procedures, will also be kept on file
and be made available to DHSES, upon request.

C. Equipment Purchases

1. Equipment purchased with grant funds must fall within the allowable equipment categories for SICG as listed in the Request
for Applications, which can be located at http:/www.dhses.ny.gov/oiec/grants/.

2. Subrecipients are responsible to request a determination of eligibility from the Office of Interoperable and Emergency
Communications for any item in question. Unless otherwise stated in the program guidance, equipment must meet all
mandatory regulatory and/or DHS-adopted standards to be eligible for purchase using SICG funds.

3. The New York State Communication Interoperability Plan (SCIP), as well as DHSES/OIEC Grant Guidance for grant
funding, requires that all Interoperable communications equipment employ the use of APCO P-25 compliant equipment; a
recommended technology to achieve emergency interoperable communications.

4. Acceptance of State support for interoperable and emergency communications projects, including funding through the
Interoperable Emergency Communication Grant Program, requires that subrecipients must use open-standard/vendor-neutral
technologies to allow for other public safety/public service agencies (including State agencies and authorities) and jurisdictions
in your region to operate on your radio system(s) when required, regardless of the total percentage of system funding from the
State. This access for other agencies must be permitted to support operational and interoperable goals, and without restriction
as to specific manufacturers' subscriber equipment. All reasonably compatible subscriber equipment must be permitted to be
operated on your system by outside agencies, thus allowing coordinated efforts between local and state public safety/public
setvice agencies and maximizing resources and capabilities.

5. If federal dollars will be used to fund any part of the projects under this Contract, subrecipients are subject to the
prohibitions described in section 889 of the John S. McCain National Defense Autharization Act for Fiscal Year 2019 (FY 2019
NDAA), Pub. L. No. 115-232 (2018) and 2 C.F.R. §§ 200.216, 200.326 , 200.471, and Appendix Il to 2 C.F.R. Part 200.
Beginning August 13, 2020, the statute - as it applies to FEMA reciplents, subrecipients, and their contractors and
subcontractors - prohibits obligating or expending federal award funds on certain telecommunications and video surveillance
products and contracting with certain entities for national security reasons.

D, Training & Exercise Related Actlvities

1. Any training courses to be supported by this award must be on equipment contained in the approved application.
Subrecipients are responsible to request a determination of eligibility from the Office of Interoperable and Emergency
Communications for any training in question.
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2. Subrecipients are required to be NIMS compliant. DHSES/OIEC requires that subrecipients contact their county point of
contact to determine how the particular county requires reporting. Subrecipients are expected to provide DHSES upon request
any data required for annual NIMS certification purposes.

E. Planning, Administration and Deployment Costs

1, Services relating to developing, designing and implementing interoperability plans and network system development must
be consistent with awarded applications.

2. Permissible costs are limited to costs associated with the development and deployment of public safety communications
systems, networks, technology or facilities whose purpose is to provide the sharing of voice, data and video transmissions;
dispatch and incident management involving two or more organization or jurisdiction and in accordance with approved
interoperability plans operating standards.

F. Law Enforcement Requirements

1. Subrecipients agree that such funding shail leverage a regional approach to support multi-jurisdictional (two or more
countles) and multi-discipline (e.g., law enforcement, fire service, emergency medical, emergency management, public health,
public works and communication centers) public safety communications.

2. Particular attention must be paid to equipment and technology acquisitions, and, where similar technology already exists in
the State's law enforcement communities, subrecipients will ensure that interoperability between and among existing law
enforcement systems is accomplished.

3. Acceptance of the SICG funding indicates your acknowledgement that State agencies/authorities and other jurisdictions are
permitted on your radio system for the coordination and provision of State assistance. Failure to comply with this requirement
may result in a disallowance of costs and jeopardize future funding opportunities.

G. Consortium Requirements

1. Subrecipients must be an active member of, or demonstrated a commitment to, a regional consortium. Such a consortium
shall consist of two or more counties formed to promote multi-jurisdictional (two or more) and multi-discipline (two or more)
(e.g., law enforcement, fire service, emergency medical, emergency management, public health, public works and
communication centers) public safety communications and interoperability; and must support the agencies of the State of New
York.

2. If not currently a member of a consortium, the commitment to participate In a consortium must be in effect and certified
within 120 days of notice of potential award. Certification requirements can be found in the Request for Applications, which can
be located at http://www.dhses.ny.gov/oiec/grants/.

3. Subrecipients are responsible to ensure that funds used under this grant acknowledge accessibility for other jurisdictions
and levels of government, including state agencies, to share communications systems to achieve further statewide cross-
jurisdictional and intergovernmental interoperability goals and objectives.

4. Subrecipients must maintain membership in the consortiums indicated in their application throughout the grant period.

H. SEQRA and EHP Requirements

1. Subrecipients shall ensure compliance with the State Environmental Quality Review Act of 1975, as amended, and all other
local environmental and historic preservation requirements, in the planning and execution of all projects under this grant.
Please contact the New York State Division of Environmental Conservation, or visit http:/www.dec.ny.gov/permits/357.html, for
additional information.

2. If federal dollars will be used to fund any part of the projects under this Contract, subrecipients are further required to
comply with all applicable federal environmental and historic preservation (EHP) requirements and shall provide any
information requested by FEMA to ensure compliance with applicable laws including: National Environmental Palicy Act,
National Historic Preservation Act, Endangered Species Act, and Executive Orders on Floodplains (11988), Wetlands (11990)
and Environmental Justice (12898).

3. Failure of subrecipients to meet federal, State, and local EHP requirements and obtain applicable permits may jeopardize
funding. Subrecipients shall not undertake any project having the potential to impact EHP resources without the prior approval
of FEMA, including but not limited to communications towers, physical security enhancements, new construction, and
modifications to buildings that are 50 years old or greater. Subrecipients must comply with all conditions placed on the project
as the resuit of the EHP review. :

4. Any change to the approved project scope of work will require re-evaluation for compliance with these EHP requirements.
5. If ground disturbing activities occur during project implementation, subrecipients must ensure monitoring of ground
disturbance and if any potential archeological resources are discovered, such subrecipient will immediately cease construction
in that area and notify FEMA and the New York State Office of Parks, Recreation and Historic Preservation (OPRHP).

I. Equipment Maintenance Requirements
1. Subrecipients must track grant funds used for maintenance contracts, warranties, repair or replacement costs and
upgrades, and report such expenditures in fiscal and program reports.

J. New York State Emergency Management Certification and Training Program
1. Participation in, and successful completion of, the New York State Emergency Management Certification and Training
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Program (EMC Training Program) is a mandatory requirement under this Contract and a condition of funding. The EMC
Training Program will be made available to, and required for, DHSES-specified county and city government officials in order to
ensure a consistent emergency management preparedness and response strategy across the State. Attendee substitutions,
except as expressly approved by DHSES, shall not be permitted or deemed to be in compliance with this requirement.

2. To fuifill the EMC Training Program requirement of the Contract and in order to be eligible for funding under this Contract,
subrecipients must arrange for DHSES-specified subrecipient employees to receive and acknowledge receipt of EMC Training
no later than 180 days after execution of this Contract. Copies of the training certificates for each required participant must be
submitted to DHSES upon execution of the Contract, or, in the event that training is scheduled, but not yet complete, the
subrecipient will be required to submit a signed statement indicating the scheduled future dates of attendance, and no later
than thirty (30) days after the training is complete, forward such training certificates to DHSES. Continued compliance with the
EMC Tralning Program also requires an annual refresher training of one day per 365 day-cycle from the date of initial training
for previously trained individuals if such person remains employed by the subrecipient and fulfilling the same functions as he or
she fuifilled during the initial training. Should a new employee be designated to serve in the DHSES-specifled positions, then
he or she must come into compliance with the EMC Training Program requirements not later than 180 days after taking office.
3. Subrecipients must commit to active participation in a DHSES Annual Capabilities Assessment as a condition of funding.
Active participation includes making reasonable staff, records, information, and time resources available to DHSES to perform
the Annual Capabilities Assessment and meet the objectives and goals of the program. Subrecipients must be aware that the
process of conducting a DHSES Annual Risk Assessment is an ongoing process and requires a continued commitment on the
part of the subrecipient to ensure that it is effective.

4. All subrecipients funded through this program agree to provide DHSES, upon request at any time during the life of the grant
contract, such cooperation and information deemed necessary by DHSES to ascertain: (1) the nature and extent of any threats
or hazards that may pose a risk to the subrecipient; and (2) the status of any corresponding subrecipient plans, capabilities, or
other resources for preventing, protecting against, mitigating, responding to, and recovering from such threats or hazards.

5. Additionally, pursuant to Article 26 of the NYS Executive law, DHSES is authorized to undertake periodic drills and
simulations designed to assess and prepare responses to terrorist acts or threats and other natural and man-made disasters.
Funded subrecipients agree to attend and participate in any DHSES-sponsored conferences, training, workshops or meetings
(excluding those identified by DHSES as voluntary) that may be conducted, by and at the request of DHSES, during the life of
the grant contract.

6. Failure to comply with any of the requirements, as listed above, may result in sanctions up to and including the immediate
suspension and/or revocation of the grant award.

K. Construction and Infrastructure

1. In those instances where a tower will be constructed using SICG funds, access and use of such tower by State Agencies
shall be at no-cost to the State. However all costs associated with the installation of operation of the State's user equipment
shall be the sole responsibility of the State. Costs may include, but not be limited to: environmental assessments; structural
assessments and tower reinforcement, if needed; costs associated with the licensing installation and operation of the State's
user equipment, including electrical power and telecommunications lines.

2. When possible, the subrecipient shall provide emergency stand by power to support the State's user equipment. If the
existing facility s not capable of supporting the State's needs, the subrecipient agrees to provide sufficient space for the
installation and operation of a State-owned generator.

L. Communications Assets Survey and Mapping (CASM) tool maintenance and updates.
1, Subrecipient must input information into CASM, actively maintain and update the data to ensure information remains up to
date within the CASM tool.
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KATHY HOCHUL PATRICK A. MURPHY
Governor Commissioner

September 28, 2021

NECEIVET
The Honorable Anthony J. Picente, Jr. D TG lELN JEs
l ney & 2402

Oneida County Executive
Oneida County Office Building

800 Park Avenue, #10 LIU] . o L‘
Utica, NY 13501 Oneida County Executive's Office

Dear Mr. Picente,

| am pleased to announce that Oneida County has been awarded $781,082 under the New York State
2020 Statewide Interoperable Communications Grant Program (2020 SICG-Formula). This program,
administered by my agency, allows for the State support to aid county, local and municipal public safety
organizations in enhancing emergency response, improving capability, improvements in governance
structures, operating procedures, infrastructure development, and addressing SAFECOM guidance from
the U.S. Department of Homeland Security Office of Emergency Communications (OEC). The 2020 SICG-
Formula Program will concentrate on improving interoperability and operability of communications systems
in New York State. Your participation in this program is another example of the successful partnerships we
have been déveloping for public safety and emergency preparedness across the State.

The performance period for the 2020-SICG-Formula grant will be 24 months, beginning January 1, 2021 ~
December 31, 2022, with the possibility of an extension based upon a good cause shown and ample
justification for needing additional time. Expenses that you wish to claim must occur within that period. In
order to provide these funds to you as quickly as possible, we will need to gather budget information within
45 calendar days from the date of this letter that reflects the award amount. Our Grants Program
Administration staff will work with your designated SICG point of contact to provide additional
administrative guidance and to develop a grant contract.

On behalf of Governor Kathy Hochul, the Division of Homeland Security and Emergency Services remains
committed to providing outstanding support in the administration of “your public safety first’ responder
initiatives. Please feel free to contact me if you have any questions, at 518-242-5000, or my Office of
Interoperable and Emergency Communications (OIEC) Deputy Director, Brett Chellis, at 518-322-4911,

Thank you for your cooperation in this public safety endeavor.

P
%’

Sincerely,

Patrick A. Murphy
Commissioner

cc: Mr. Daniel Appler, Deputy Director
Oneida County Emergency Services

1220 Washington Ave, Bldg. 7a, Albany, NY 12226 | (518) 242-5000 | dhses.ny.gov
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Appler, Daniel P.

- e
From: Info, Grant (DHSES) <Grant.Inffo@dhses.ny.gov>
Sent: Thursday, September 30, 2021 3:40 PM
To: County Executive
Cc: Appler, Daniel P.; Kelley, Kristine (DHSES) _
Subject: FY2020 Statewide Interoperable Communications Grant Program Award Letter- Oneid
County

Attachments: 2020 SICG Formula - Project Budget Worksheet.xisx; Oneida County.pdf

Dear Homeland Security Stakeholder:

We are pleased to inform you that Governor Hochul has announced awards for the $45 Million
Statewide Interoperable Communications Grant Program (2020 SICG Formula) to support improving
interoperability and operability of communications systems in New York State. The grant
announcement by Governor Hochul can be found at: https://www.governor.ny.gov/news/governor-
hochul-announces-45-million-state-grant-funding-improve-emergency-communications. This program
allows for State support to counties for eligible expenses for improvements and sustainment of Land
Mobile Radio Systems (LMR), maintenance of components supporting interoperability, training and
exercises, sustainment and further development of governance.

Attached to this email is a copy of the letter that was sent by mail announcing your County’s award
under the 2020 SICG Formula grant. In addition, for your convenience, we have also included a
Budget Template that can be used to submit your finalized budget information (due within 45 calendar
days) via e-mail to our grants mailbox at: Grant.Info@dhses.ny.gov.

For any general questions regarding this grant program, please feel free to contact:

Grant Administrator

Office of Interoperable and Emergency Communications
NYS Division of Homeland Security and Emergency Services
1220 Washington Avenue, Building 7A, Suite 710

Albany, NY 12226

By E-mail: Grant.Info@dhses.ny.gov

Sincerely,

Eric Abramson
Director of Grants Program Administration

NYS Division of Homeland Security & Emergency Services
Grants Program Administration
1220 Washington Avenue, State Campus Building 7a, Albany, NY 12226

1




ONEIDA COUNTY ANTHONY 7. PICENTE, JR
DEPARTMENT OF EMERGENCY SERVICES County Executive
FIRE COORDINATOR

911 CENTER

EDWARD T. STEVENS
128 Base Road ¢ Oriskany, New York 13424 Director

Phone: (315) 765-2526 + Fax: (315) 765-2529

February 3, 2022 SN2 )3 .0 S

Honorable Anthony J. Picente Jr.
‘Oneida County Executive

800 Park Ave

Utica, New York 13501

WAYS & MEANS
Dear County Executive Picente,
C&S Engineers, Inc. has been providing the County with project management services for the radio
system upgrade. As we continue to expand our project, is necessary to do an amendment to
their contract, from $844,444.00 to $892,544.00 (an increase of $48,400.00). This amendment will
also change the end date of the contract to December 31, 2022. This will allow us to continue

work on the buildout of the Annsville and Floyd towers which were delayed in 2021 for a variety of
reasons.

Our office has reviewed the contract amendment and finds it to be in conformance with the
requirements of the project. If you find this amendment acceptable, T ask that you forward this same
to the Board of Legislators for their approval.

Should you have any questions or concerns, please do not hesitate to contact me.

erely, /

%dward T. Stevens
Director of Emergency Services

ETS/mle

wo J and Approved for submmal to the

" shinonyd. fPicente, Jr.
County Executive

R-7-22-

Dalc




Oneida Co. Department: Emergency Services Competing Proposal X
Only Respondent
Sole Source RFP
Other

ONEIDA COUNTY BOARD
OF LEGISLATORS

Name & Address of Vendor; C&S Engineers, Inc.
499 Col. Eileen Collins Bivd.
Syracuse, NY 13212

Title of Activity or Service: Project Management Services

Proposed Dates of Operation: January 1, 2022 - December 31, 2022

Client Population/Number to be Served: Oneida County
Summary Statements
1) Narrative Description of Proposed Services: Contractor will continue to provide

project management services for the Emergency Communications Improvement
Project. The current phase of this project involves towers in Annsville and Floyd.

2) Program/Service Objectives and Qutcomes: Project management services in
support of the upgrade project.

3) Program Design and Staffing: As described.

Total Funding Requested: $48,400.00 Account # A3020.492

Oneida County Dept. Funding Recommendation: $48,400.00
Propesed Funding Sources (Federal $/ State $/County $): County funds
Cost Per Client Served: N/A

Past Performance Data: N/A

O.C. Department Staff Comments: C&S has been working with us on this communications
system upgrade project since the start. We wish to continue to utilize their knowledge and

contact within the communications field.




INTRODUCTORY F.N. 2021-002

NO. 003

ONEIDA COUNTY BOARD OF LEGISLATORS

RESOLUTION NO. 003

INTRODUCED BY: Messrs. Flisnik, D’Onofrio
2ND BY: Mr. Davis

RE:

WHEREAS,

WHEREAS,

WHEREAS,

WHEREAS,

WHEREAS,

APPROVAL OF AMENDMENT #5 TO A CONSULTING AGREEMENT BETWEEN
ONEIDA COUNTY, THROUGH ITS OFFICE OF EMERGENCY SERVICES, AND C&S
ENGINEERS, INC.

This Board is in receipt of Amendment #5 to a Consulting Agreement between Oneida County,
through its Office of Emergency Services, and C & S Engineers, Inc., and

Pursuant to a Consulting Agreement entered into between Oneida County and C & S Engineers,
Inc. on February 1, 2016, C & S Engineers, Inc. agreed to provide program/project management
and engineering services for the Oneida County emergency communications systems project, with
a term commencing upon execution and ending December 31, 2017 (the “Agreement”), and

The parties later entered into Amendment #1, Amendment #2, Amendment #3, and Amendment
#4 to extend the term of the Agreement by one (1) year for each Amendment, and

As a result of an expansion of the overall project scope and duration of the project, Oneida County
and C & S Engineers, Inc. need to enter into Amendment #5 to reflect an increase in the cost of
the Agreement of $50,100.00, resulting in a new Agreement amount of $844,144.00 and an
extension of the term of the Agreement by one (1) additional year, ending December 31, 2021, and

In accordance with Oneida County Charter Section 2202, said Amendment must be approved by
the Oneida County Board of Legislators, now, therefore, be it hereby

RESOLVED, That the Oneida County Board of Legislators hereby authorizes and accepts Amendment #5 to a

Consulting Agreement between Oneida County, through its Office of Emergency Services, and
C & S Engineers, Inc., with a term commencing upon execution and ending December 31, 2021.

APPROVED: Public Safety Committee (January 12, 2021)
Ways and Means Committee (January 13,2021)

DATED: January 13,2021

Adopted by the following vote:

AYES 23

NAYS 0 ABSENT 0



AMENDMENT #6 TO CONSULTING AGREEMENT

THIS AMENDMENT, made this day of , 20, by and between
the COUNTY OF ONEIDA, a municipal corporation organized and existing under the laws of
the State of New York, with its principal offices located at 800 Park Avenue, Utica, New York
13501, hereinafter referred to as “COUNTY,” and C & S ENGINEERS, INC., a domestic
business corporation organized and existing under the laws of the State of New York with its
principal offices located at 499 Col. Eileen Collins Boulevard, Syracuse, New York 13212,
hereinafter referred to as “CONSULTANT.”

WHEREAS, the parties hereto entered into an agreement dated February I, 2016
(COUNTY contract No. 3490), hereinafter referred to as the “Original Agreement,” a copy of
which is annexed hereto as “Exhibit A;” and

WHEREAS, pursuant to the Original Agreement the CONSULTANT is providing
Program/Project Management Services to the COUNTY, hereinafter referred to as the “Services,”
for its ongoing Emergency Communications System Improvement Project, hereinafter referred to
as the “Project;” and

WHEREAS, as a result of an increase in the scope of the Project, the Original Agreement’s
scope, fee, and time of completion was modified via Amendments #1, #2, #3, #4 and #5; and

WHEREAS, the overall Project scope and duration of the Project is being further
expanded by the County after execution of the Original Agreement and Amendments #1, #2, #3,
#4 and #5; and

WHEREAS, as a result of the increase in the completion time of the Project and continuing
Services provided by CONSULTANT, the CONSULTANT estimates an increase in cost and need
for extension of time of the Original Agreement; and

WHEREAS, the CONSULTANT has, to date, performed all Services requested by the
COUNTY, and is willing and able to perform the additional Services necessary to meet the needs
of the COUNTY in completion of the Project; and

WHEREAS, Article 3.2 of the Original Agreement allows for additional compensation to
be paid when changes to the Project scope require the CONSULTANT to perform additional
Services; and

WHEREAS, as a result of the increase in the scope and duration of the Project there is a
need to extend the term of the Original Agreement;

NOW, THEREFORE, in consideration of the mutual promises and covenants herein
contained, the parties do hereby agree as follows:

L. Article 3.1 of the Original Agreement shall be stricken in its entirety and replaced
with the following:




31. COUNTY agrees to pay CONSULTANT an additional lump sum fee
of forty eight thousand four hundred dollars ($48,400.00) for Services identified in
Exhibit B-4. The total fee for this Agreement (including Amendments #1, #2, #3,
#4 #5 and #6) shall be increased to $892,544.00. Payments shall be based on
Exhibit B-4 on the basis of work completed.

2 °  Bxhibit B-4, “Engineering & Project Management Services for 2022, contains the
cost proposal for new site development in 2022, a copy of which is annexed hereto. Exhibit B-4
shall be incorporated into the Original Agreement by this reference.

3. Article 10.1 shall be amended such that the date “December 31, 2021” shall be
stricken and replaced with “December 31, 2022

4, All other terms and conditions of the Original Agreement shall remain in full force
and effect.

IN WITNESS THEREOF, the parties have caused this Amendment to be executed on the
date first above.

COUNTY OF ONEIDA

By:

Anthony J. Picente, Jr.
County Executive

Z

By: e"';/ ! fos P P e
/?/'Qfm D. Trifgble, PE.
'fPresident and CEO

Approved:

Assistant County Attorney




Exhibit A
Original Agreement




CONSULTING AGREEMENT
——— - - - COU’NTYOF~ONE‘D‘AMN“ e i e ed [ - - = ———
THIS Agreement Is made and entered into this _\__day of K’:"‘»@@\\Mj , 2016, by and between
THE COUNTY OF ONEIDA, a municipal corporation In the State of New York with principal offices at 800
park Avenue, Utica, NY 13501, herelnafter called "COUNTY," and C & S Engineers, Inc., with principal
offices at 499 Col, Elleen Collins Blvd,, Syracuse, NY 13212, hereinafter called *CONSULTANT.

WITNESSETH

WHEREAS, COUNTY requires consulting setvices to-asslst the COUNTY in providing Program/Project
Management Services for anEmergency Communications System Improvemerit Project; and

WHEREAS, CONSULTANT has submitted a proposal to provide Program/Project Management Setvices
for an Emergency Communications System [mprovement Project, and CONSULTANT represents that it
has the experfence, licenses, qualifications, staff and expertise to perform said setvicesina
professional and competent mannef; and

WHEREAS, COUNTY Board of Acquisition and Contract has authorized the contract;.

NOW, THEREFORE, it is mutually agreed by COUNTY and CONSULTANT that for the conslideration
herelnafter set forth, CONSULTANT shall provide said services to COUNTY, as set forth In greater detail
hetein.

1, ARTICLE 1 - SCOPE OF WORK

1,1, CONSULTANT agrees to furnish services set forth in Exhibit A, Scope of Services, attached
hereto and incorporated herein, The services authorlzed underthis Agreement shall also
include all reports, manuals, plans, and specifications as set forth in Exhibit A.

1.2. CONSULTANT'S work product shall be completed and submltted In accordance with Industry
standards. Completion dates, if specified herein, may only be modified by mutual written
agreement between COUNTY and CONSULTANT, CONSULTANT agrees ta diligently perfarm
the sefvices to be provided under this Agreement,

1.3, Itis understood and agreed that CONSULTANT has the professional skills necessary to perform

the work agreed to be performed under this Agreement, that COUNTY relies upon the
professional skills of CONSULTANT to do and perfotrn CONSU LTANT'S dutles.
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1.4. CONSULTANT agrees to maintain in confidence and not disclose to any person ar entity,

1.5,

without COUNTY'S prior written consent, any confidential information, knowledge or data.
relating to the products, processes, or operations of COUNTY. The covenants contalned in this
paragraph shall survive the termination of this Agreement for whatever cause.

The originals of all computations, drawings, deslgns, graphics, studies, reports, manuals,
photographs, videotapes, data, computer files, and other documents prepared or caused to
be prepared by CONSULTANT or its subconsultants in connection with these services shall be
delivered to and shall become the exclusive property of COUNTY. COUNTY is licensed to
utilize these documents for COUNTY applications on other projects or extensions of this
project, at its own risk. CONSULTANT and its subconsultants may retain and use coples of such
documents, with written approval of COUNTY.

2. ARTICLE 2 - PERFORMANCE OF SERVICES

2.1, CONSULTANT ré'presents that CONSULTANT is duly licensed (as applicable) and has the

2.2,

2.3.

2.4.

qualifications, the specialized skill(s), the experience and the ability to properly perform the-

Services. CONSULTANT shall use CONSULTANT'S best efforts to perform the Services such
that the results are satisfactory to the COUNTY. CONSULTANT shall be solely responsible for
determining the location, method, details and means of performing the services, except
where Federal, State or Local Laws and Regulations impose specific requirements on
performance of the same.

CONSULTANT may, at CONSULTANT'S own expense, employ or engage the services of such
employees, subcontractors and/or partners as CONSULTANT deems necessary to perform the
Services (collectively, the “pssistarits”). The Assistants are not and shall not be employees of
the COUNTY, and the COUNTY shall have no obligation to provide Assistants with any salary or
benefits. CONSULTANT shall be solely responsible and shall remain liable for the performance
of the Services by the Assistants In a manner satisfactory to the COUNTY, in in compliance

with any and all applicable Federal, State of Local Laws and Regulations. CONSULTANT shall,

expressly advise the Assistants of the terms of this Agreement.

CONSULTANT acknowledges and agrees that CONSULTANT .and its Assistants have no
authority to enter into contracts that bind the COUNTY or ¢reate obligations on the part of the
COUNTY without the prior written authorization of the COUNTY.

CONSULTANT shall inform the COUNTY within twenty-four (24) hours if he/she is unable or
unwilling to accept an assignment and/or perform services pursuant to this Agreement.
CONSULTANT maintains the right to do so at any time, and COUNTY maintains the right to
contract with other individuals or entitlesto perform the same services.
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3. ARTICLE 2 - COMPENSATION

3.1. COUNTY agrees to pay CONSULTANT a lump sum fee of $234,356.00 for s_eryices ldentified In
Exhibit A. Payments shall be based on Exhibit B, Proposed Fee, attached hereto and made an
a basis of work completed.

3.2, [ncase of changes affecting project scope resulting from new findings, unariticipated
conditions, or other conflicts or disgrepancies, CONSULTANT shall promptly notify COUNTY of
the identified changes and advise COUNTY of the recommended so<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>