HAVE YOU GOTTEN A
TEXT MESSAGE WITH AN
OFFER THAT SOUNDS
"TOO GOOD TO BE TRUE?"

THEN IT PROBABLY IS!

BE ON THE LOOKOUT
FOR SMISHING TEXTS.

THEY ARE MORE
COMMON THAN YOU
MIGHT THINK...
AND CAN POTENTIALLY
~ CAUSE YOU MORE THAN
) JUST AGGRAVATION!

WHAT IS SMISHING?
Text message phishing or smishing is a form of social engineering using text messages -
it is the act of attempting to acquire personal information such as passwords and details
by masquerading as a trustworthy entity in a text message.

WHAT CAN YOU DO TO AVOID BECOMING A VICTIM?

Awareness is the key to protecting yourself from becoming the victim of a smishing scam.
A text message may contain a piece of information that seems to be of a personal nature -
which is designed to make the offer seem credible...

a piece of info you may have inadvertntly posted on Social Media.

o Don’t reply to the text message or call the number. Even if the text message says “text ‘stop’ to stop receiving
messages,” never reply.

o Do a web search of both the number and the message content. Type the number, message (or both) into
Google search.

o |f the smishing message is spoofing a company, call the company directly, and inquire about the message you
received. If they confirm that it’s not from them, delete it.

o Don’t click on any links in the message. Often, scammers don’t need you to give up personal info - all they
need to do is pique your interest enough to get you to click on a link and download a virus to your phone.

WHAT SHOULD YOU LOOK OUT FOR?

Overall, what smishers are usually looking for is the
missing piece of the puzzle. That could be a social security number, pin
number, password, or any other private detail that will help them
access your accounts. It’s easy to say “don’t give it to them,” yet many
smishing scams are intricately designed to elicit a response, even if
that response is just a tentative and short-lived click on a link.
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Be weary of unusual text messages Be careful that you don't post info
from people you don't know or on Social Media that could reveal
companies offering free products. any portion of your passwords.
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Remember your best practices regarding passwords -
DO NOT tell anyone what your passwords are for ANY of your accounts
(not even if they say they are from your “IT" department!)

Here are just a few examples of common Smishing texts

AL John, transfer €300k to the

Bank account has been = A

suspended. To unlock fO“O\I!'II'I.g ajc. P«!O time to Is this really a pic of you?
your account, click explain just do it and I'll http://tinyurl.com/ntngohk
here: hitpe:/hitly/ explain after the board

1EeZ6m2 meet

Dear NAB Bank User,
Dear Walmart shopper, We have detected some

Dear Customer, unusual activity.
your purchase last month We roarib Tk ot

Your ApplelD is due to expire won a $1000 Walmart follow the account review
Today, Please tap http://bit.do/ Gift Card. Click here to link:

cRqb6 to update and prevent claim: hitp://bit.do/nab-bank
loss of services and data.

Apple smsSTOPt043420 J (Quit2end)

DON'T HESITATE TO CHECK THESE RESOURCES FOR MORE INFORMATION



http://intranet.ocny.local/Policies/OneidaCountyAcceptableUsePolicyApprovedBOLMarch82017.pdf
https://its.ny.gov/document/information-security-policy
https://its.ny.gov/document/acceptable-use-information-technology-it-resources-policy

